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Starting the Desktop

The Linter Desktop is a DB administration utility available only under MS Windows.

The Desktop is launched from Start>Programs>Linter SQL Server by first clicking on Linter
Kernel and then on Linter Desktop.
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Navigation

The Desktop is asandard MS window. Access to the available functions is via clicking on the icons
or selecting options from the drop down menus on the menu bar.

=10/ x|

File Database Query ‘Window Help

3| 2| | %% [DemoDEMD DATABASE SYSTEM (Autocommit - =|ala

Ready i

Screen 1 — Desktop Base Window

The icons provide:

I con Function

g Open new SQL icon.

IEI Opensablank SQL window inwhich SQL statements may be entered.
|E[ Open SQL icon.

2|

Presents directory structure from which an SQL script file may be selected. When selected,
the fileis opened in an editing window.

E' Save icon. Saves current SQL query.
@' Connection icon. Connect to DB.
il Disconnect icon. Disconnect from DB

The database selection box on the icon bar alows you to move among severa instances of
Linter and use the Desktop on whichever is selected.
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Working with Tables

Accessing Table Functions
You access the Desktop's table functions from the Base Window, Screen 1 via:
o thetableicon, @I;

o theTablesoption in Database submenu;
o thekey combination CTL+T.

Browsing Table List and Tables
You may browse a DB'slist of tables. From that list you may select atable and browse isrows.

[ Linter Desktop - [Demo.DEMO DATABASE.SYSTEM {Autocommit ). O] x|
@ File Database OQuery Table Window Help ;Iilﬂ
3| 2| | /| [Demo.DEMD DATABASE SYSTEM (Autocommit - =&l

| ¢« B|o| = 2| v olele T sl

Dwner | M ame | Typel Type | Enmments| -

46 [SYSTEM  $33REFL Ed TABLE

47 |SYSTEM  $33$5EQ Ed TABLE

43 |SYSTEM  $335STATION B TaABLE

43 [SYSTEM  $3$5YSAL B 5vSTEM TABLE

B0 |SYSTEM  $$4TRIG B TABLE [
A1 [SYSTEM  $$35R B SYSTEM TABLE

52 [SYSTEM  AUDIT_EVEMTS @ W BN

) bt o sl |

54 |5YSTERM  COLLMMS @ W EMW

RRISYSTEM  COILIMMS N EE  wiFw hd
Recards count: 96
Ready v

Screen 2 — Table List and Functions Window

Select the table you want to browse or edit by double clicking on he table name, pressing F3
selecting the View option from the Table menu or using the T and 4- keys and clicking on the
view icon. When atableis selected, its row is highlighted.

Alternatively, you may go directly to atable by pressng CTL+V. Linter then presents you with a
login screen. Fill in the Object text box with the name of the table you wish to browse or edit.
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Select the object for bro

Dwher:

|SYSTEM

Object:

ak. I Cancel |

Screen 3 — Table Browsing Login

Menu Option/ Key

| con Press
@ Refresh list
F5
@ View
F3
ﬁl Create table
CTL+Ins
| g Drop
Ctl+Ddl
IEI Synonyms
Iil Filter
F4
Properties
Edit a Table

The Table Ligt and Functions window provides the following cons. The Desktop Base Window,
Screen 1, adds a Table menu with equivalent options and keystroke access to the indicated
functions.

Description

Reread the list of tables to pick up any tables added since you
opened the Table List and Functions window.

Display the selected table and, optionally, edit it.

Create a new table. Generates a popup window in which the table
may be created.

Delete the selected table.

This option toggles display of table synonymsin table list on and
off.

Create afilter for the displayed tables. Produces a pop-up
window in which the filter may be written.

Displays alist of submenus that allow display and editing of a
selected table's properties.

In addition, the Desktop Base Windows menu bar adds a Table menu providing access to the
same function provided by the icons as reflected in the table immediately above. The Table menu
also provides or navigation and other functions and that are described in later sections.

When you have selected the table you want to browse or edit (see he immediately preceding
section) Desktop displays a window in which he table rows are displayed. Record and Transact
menus are added to the Desktop Base Window menu bar and the Table menu isremoved.

The T and | keys, cursor, and scrolling bar are used to move up and down the list of rows The
ENTER key, CTL+<— or —> keys, and cursor can select a column within arow.
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I Linter Desktop - [SYSTEM.AUTO [Demo.DEMO DATABASE.SYSTEM -0 x|
D File Database OQuery Record Transactk Window Help _|E’|£|

32| E| <=, [Demo DEMO DATABASE SYSTEM (Autocommi - = ala
|| Blo| & 3| 9| &7

[ MAKE | MODEL | BODYTYPE | CYLMDERS| HORSEPWHR | DSPLCMNT | =
B3 (FORD] MERCURY COMET GT 8 COUPE 2 143 302 -
2 |ALPINE A310 COUPE 4 126 33
3 |AMERICAN MOTORS  MATADOR STATION STATION WAGON 8 150 304
4 |MASERATI BORA COUPE 5 308 283
5 |CHRYSLER DODGE COROMET CUSTC STATION WAGON & 255 400
6 |MERCEDES-BENZ 280 SE SEDAN 5 158 169
_ 7 |AMERICAN MOTORS  GREMLIN SEDAN 5 110 258
8 |GENERAL MOTORS  OLDSMOBILE 98 SEDAN HARDTOP 8 225 454
4EII GEMERAL MOTORS  CADILLAC DE VILLE SEDmi' HARDTOP & 220 470 _'|;|

Records count: 1000
Ready o

Screen 4 — Browse a Table Window

The Table List and Functions window, Screen 2, provides the cons, Record and Transact menu
options and keystrokes listed below to access is functions. The Record menu also provides
options for navigation, handling BLOB data, and restricting access to the selected able.

Menu & Option Key

I con Press Description

E Record>Update Update the selected table. Writes edited changesto the DB.
CTL+F5

@ Record>Refresh Refresh the selected table. Reads changes made by others since you
5 opened the table browsing window and writes them to the screen.

ﬁ| Record>Insert Add anew row. A pop-up window will alow you to enter datafor

each columnin anew row.

CTL+Ins
| g Record>Delete Déeete the currently selected row.
CTL+Dd
il Record>Go To Goto. A pop-up window provides atext box in which arecord
CTL+G number may be entered.
Record>L ock Lock the currently selected column.

Transact>Commit Commit
CTL+C

|8 |e
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Menu & Option Key

lcon Press Description
|3‘| Transact>Rollback ~ Rollback
CTL+R
E Record>Sort A pop-up window alowsyou to salect, from a selection box, the row

on which to sort. Check or uncheck the Ascending box to sort in
ascending or descending order.

Working with BLOB Columns

Actual BLOB datais contained in a separate file within the table space. Table space holds three
file types: index, data, and blob. Importing (loading) and exporting (unloading) BLOB data is
equivalent to changing data in other data type columns. The content of a Linter BLOB column
cannot be directly edited.

While we spesk of loading BLOB data into a Linter table, what we are in fact loading into the
Linter table is information about the file. Unloading BLOB data to a new file is a file copying
operation, creating a new instance of the actual BLOB data file. Unloading to an existing file
manually updates the BLOB file's content when changes exist in buffers hat have not been
written to disk.
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[ Linter Desktop - [SYSTEM.test1 [Demo.DEMO DATABASE.SYSTEM -0 x|
D File Database ©Query | Record Transack Window Help _|5’|5|

= ~ First Ckrl+Home '
=l = <=, D ommit) vI = e,
ﬁl |E| | al I_ Prew page Pallp —lil—l
E;il%l Elgl j-g.'l Mext page Pl
= Last Chrl+-End
FERSOMID MOTE®
b1 Tupe:0, Siz |pdate Chrl+FS
2 |2 m Refresh F5
Go Ta... Chrl+3
Lock.
Access restriction. ..
Insert Crrl+Ins
Delete Ckrl+Del
Clear blab
Load blab. ., Shift+F10
Append blob. ..
IUnload blob.. . Chrl+F10
Wiew blob...
Sark. ..
Filker. ..
Hide calumn
Showe colurmns. ..
Records count: 2
o

Screen 5 — Blob Column and Record Menu Options

In the above example, DRIVTEST is a BLOB column in a table hat is being browsed. The last
four options in the Record menu on the menu bar of the Desktop Base Window provide for
BLOB operations.

Select the column entry you want to work on using the cursor or ENTER and T and 4 keys. When
selected, the column field will be surrounded with a double box. The options and their results are:

Clear blob
L oad blob

Append blob

Unload blob

Deletes VAR fileinformation, displaying zeros.

Generates pop-up window from which you can sdect the VAR file to be referenced
inthiscell.

Generates pop-up window from which you can select the VAR file to be appended
totheexisting VAR filereferenced in this cell.

Generates pop-up window in which you can specify atext fileinto which the VAR
fileisto bewritten.
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Creating and Viewing Synonyms

Synonyms are aternative names for tables. They are primary used to ssimply programming by
shortening table names.

To create a synonym, select the table for which you want a synonym from the Table List and
Functions window, Screen 2. Then select the Create synonym option from the Table menu on
the Desktop Base Window, Screen 1. You will get this pop-up:

Create synonym for SYSTEM.AUTO ﬂ

M arrie: I | 0K I
I~ public Cancel |

Screen 6 — Create Synonym Form

Enter the name of the synonym you want and check or uncheck he public box to create a public
or private synonym.

A private synonym can be used by a user other than the creator of the synonym only by including
the creating user's name and a dot before the synonym in an SQL query.

For example, user sam wantsto use sally’stable sally.southamerican_customers, for which she has
created a private synonym: sac. sam can use the following query:

select * from sally.sac;
Saly can use:

select * from sac;
If sally had created sac as a public synonym, everyone could use sac without the sally. prefix.

When you have completed the form, click OK to create the synonym. Clicking Cancel aborts
without creating the synonym.

To view synonyms in the list of tables, click the synonym button, IE' on the Table Lig and
Functions window, Screen 2. The synonym button toggles display of the synonym on an off. Public
synonyms are displayed at the top of thelist.

Using Filters

Clicking on the filter icon, IE' on the Table List and Functions window's menu bar generates a
pop-up in which you may insert the name of the user(s) and the name of the file(s) you want
listed.
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ﬁ Linter Desktop - Demo.D

=101 x|

File [atabase Querw Table Window Help

3| =2| | "= [Demo.DEMD DATABASE SYSTEM fAutont

ami Denno.DEMO DATABASE

=101 x|

| or| 82| &% 7| ele T

Filter's format zimilar a LIKE
ztatement's condition

Elwner| M ame |T_I,I|:|e| Type |Enmments|

1 |zally  zale E TABLE

2 |zally  zallptest] B3 TABLE

3 [zam  =zaml EFd TABLE

4 |zam  zam? B TABLE

N = 2 .
x
For owner:
=

Cancel |
For object;
Recor s i

2 Take off |

Ready

Screen 7 — Table List Filter & Output

The percent, %, symbol functions as a wild card. In the above example, al files for the users
whose names begin with "'s" have been listed.

Create a Table

Pressng the Add icon, EI on the Table Ligt and Functions window's icon bar, selecting the Create
table option from the Table drop down menu or pressng CTL+Insart, presentsthe New table form.
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x

Marme: Itesttl:nl Commerts: |

Columz:
M ame | Type | F'recisiu:un| Su:ale| Defaultl [k '-.faluel [ ot NuII| Llnique| Prirary ke_l,l| [

1 personid int [ [ [v

2 [firat char 240 [ [ [

3 |last char 240 [ [ [

4 |dob date W [ [

P |comment [blob - [w [ [

4| | »
bdd | Deete | | OK |
Impart | Advanced | Apply | Cancel |

Screen 8 — New Table Form

Screen 6 shows the table testtbl in mid-creation. When the form is first displayed, no rows are
shown. Buttons at the bottom of the form enable is use:

Add Appends anew row in the form to describe each column.
Delete Deletesthe currently selected row.
Import Pops up awindow from which atable may be selected. When selected, the column

descriptions for that table are inserted in the New Table form.

OK When dl column entries are complete, pressing OK createsthe new table.
Cancd Terminate table crestion without saving any entered data.

The description fieldsin theform are:

Name
Column Block
Name Type
Precision

Scale

Default
Init value

Null

The name of the new table (case sengtive).
The column names (case sensitive).
The column’ s data type. Select the data type from the selection box..

The column length ( gpplicable only for char and decimal datatypes). For
decimal, includes entire length of string.

Applicable only to decimal datatype. Number of digitsto the right of the
decimal point.

Default value, if any.

Initid value, if any, of column (to be displayed when entering datain a new
row}.

If checked, column value may be null.
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Unique If checked, each column field must be unique.
Primary key If checked, column isaprimary key.

When the Type field is selected, a drop down list of possible data types is displayed. Clicking
on the desired type selectsiit.

Delete a Table

You can delete a table from the Table List and Functions window, Screen 2, by sdlecting it and

clicking the delete icon, |@ Alterndtively, press CTL+Dd, or select the Drop option from the Table
menu on the Desktop Base Window menu bar, Screen 1. No undo function is available to
correct a mistaken deletion.

Press a Table

A table may be pressed, i.e, the ROWID numbers of deleted rows may be reclaimed, by selecting
the Press table option from the Table drop down menu on the Desktop Base Window menu bar,
Screen 1.

Rebuild a Table

Rebuild a table by sdecting the Rebuild table option from the Table drop down menu on the
Desktop Base Window menu bar, Screen 1.

Import a Table

A table sHected in the Table Ligt and Functions Window, Screen 2, may be loaded from a datafil e.
Select the Import>From text file option from the Table drop-down menu on the Desktop Base
Window menu bar, Screen 1. SHI FT+F10 will aso launch the table loading form. If the file
from which you are loading isin DBF format, select that option instead of the text file option.
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Upload table SYSTEM.testtbl x|
Fram file: Colurnnz:
C:\Pragrarm Files\Lintersbinbtesttbl lad | | Mame w‘| Up |
— D'ata delimiter P ||perzonid I [v Diown |
Iv first Deliriter: I i 2 |fist v
v last Lirniter: I 3 |last [V
4 |daob v
W use the first spmbol &'l commert | [v

— Format
D ate: I'j'j T j I ]
Time: I -hhemi: z2.ff j
Example: 05032007 12153522
MULL: | <MULL»

[T Corevert from OEM ta ANSI
™ lgnore first line

Cancel |

Screen 9 — Load Table Form

The following list describes use of the components of the Load Table Form.

Component
Fromfile

Firg
Last
Usethefirst Symbol

Ddimiter

Date & Time

Null

Columns

Convert from OEM
Cancd

Usage

Thistext box contains the full path to the file to be loaded. Clicking the
button to the right of the text box will provideaM S Windows directory
structure pop up to alow locating the file. Alternatively, the path may be
typed in directly.

If checked, thefirst character in arow isthefidd ddimiter.
If checked, the last character in arow isaddimiter.

If checked, thefirst character in the row will be treated as acolumn
delimiter when loading the table.

Thisbox digplays the column delimiter in usein the text
fileto beloaded.

These drop-down sdlection boxes alow you to select among varioustime
and date formats. The single-character text box to theright of the Date
box containsthe delimiter to be used, e.g., colon, period, or dash.

The character specified in the Null text box isthe character in thetext file
the representsanull value.

The columns block, and the two buttons to its right, allow you specify the
sequence and identity of the columnsin the text file. Uncheck each box
for which thereis no datain the text file. Select a column and usethe Up
or Down buttonsto the right to organize the columnsin thisfield in
conformity with the table' s column structure.

OEM refersto alegacy Cyrillic code page.
Click this button to terminate the function without loading.
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Export a Table

A table selected in the Table List and Functions window, Screen 2, may be unloaded into a text
file. Select the Export>To text file option from the Table drop down menu on the Desktop Base
Window menu bar, Screen 1. CTL+F10 will aso launch the table unloading form.

Unload table SYSTEM.AUTO x|
Tofile: Columis:
:\Program FilesLintersbintAl TO. lod | I arme I@F"| = Up
— Dutput roves P MAKE | [ Do |
Fram: I o I 2 |MODEL [v
3 [BODYTYPE v
— Data delirniter i CYLNDERS = v
V¥ include first Delimniter: I # _ 5 HORSEPWR [V
- B |DSPLCMNT [+
v include last Lirniter: I 7 WEIGHT > .
Condition:
Decimal point; I 'I
— Format
D ate: I'j'j T j I ]
Timne: I ki s fF j
Ew=ample: 0503 2007:1216:57.22 [~ Ore file per BLOB data
MNLULL: I <NULL> [T Corwert from AMS] o OE M Cancel |

Screen 10 — Unload Table Form

The following list describes use of the components of the Unload Table Form.

Component Usage
Tofile Thistext box contains the full path to the file into which
the table isto be unloaded. Clicking the button to the right of the text box will

provide aM S Windows directory structure pop up to alow locating thefile.
Alternatively, the path may be typed in directly

Include first If checked, thefirst character in each row of thetableisafied delimiter.
Include last If checked, each row in thetext file will be terminated with afield delimiter.
Ddimiter The character to be used as a column ddimiter in the

text file may be set in this box.

Date& Time  Thesedrop-down sdlection boxes alow you to select among varioustime and
date formats. The single-character text box to the right of the Date box
contains the delimiter to be used, e.g., colon, period, or dash.

NULL The character specified in the Null text box isthe character in the text file the
represents a null value.
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Component

Usage

Columns

Condition

Onefilefor
BLOB fidlds

Convert from
ANSI

OK

Cancd

The columnsfield, and the two buttonsto itsright, allow you specify the
sequence and identity of the columnsin the text file. Uncheck each box for
which thereisno datain the text file. Select acolumn and use the Up or Down
buttons to the right to organize the columnsin thisfield in the sequencein
which you want them to appear in the text file.

You may insert an SQL statement in this text box to control output to the text
file

This checkbox alows you to have al blob files unloaded into asinglefile. If
unchecked, each blob file will be loaded into a separatefile.

OEM refersto alegacy Cyrillic code page.

Click this button when you are satisfied with al fieldsin the form. Thefile
will then be loaded.

Click this button to terminate the function without loading.

Managing Users and Permissions

You access the Desktop’s user administration functions from the Desktop Base Window, Screen

lvia

o theusersicon, il;

o the Usersoption in Database submenu;
o thekey combination CTL+U.

Any of these generate the User List and Functions window, Screen 2, on top of the Desktop

Base Window.
JRI=TEY
B 8lo] v
Obiect | who| who| Rights |
» (EEE A T
2 |SUPERVISOR !3 Fole
3 |SUFFORT !j- Fole
4 |EVGEME € User Connect
5 |JAMES ﬁ Uzer DBA
E |MAMAGER ﬁ Uzer Resource
T 575 ﬁ Uzer DBA
8 |5YSTEM ﬁ Uzer DBA
9 | zally ﬁ Uzer DBA
10 |zam ﬁ Uzer DB&

Records count: 10

Screen 11 — User List and Functions
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Navigating User Functions
The icons on the User List and Functions window provide the functions listed in the following

table.
Menu & Option Key .
I con Press Description
@ Refresh F5 Reads the users table and writes to the screen any changes

made since the window was opened.

ﬁ| Create user CTL+INS Produces a pop-up form for adding anew user.
|2 Delete CTL+DEL Delete the currently selected user. A user is selected by

clicking on the row in which his name appears. When
selected, the user’ s nameis highlighted.

|E| Filter F4 Create afilter for thelist of users displayed.
PropertiesALT+ENTER  View and edit the properties of the currently selected user,

including permissions and passwords.

When the User Ligt and Functions window is displayed, the User drop down menu is added to the
menu bar of the Desktop Base Window, Screen 1.

lzer Window Help

First: Ckrl+Home
Prey page Pallp

Mext page Paln

Lask Ckrl+End
Refresh lisk F5

Filker F4

Create user, ., Ckrl+Ins
Create role. ., Crrl+alk+Ins
Delete Ckrl+Del
Froperties, .. Alk+Enker
Public propetties. ..

Screen 12 — User Menu from Desktop Base Window

Thefirst four options on the User menu allow you to move around the list of users.

The Cregte role and Public properties functions are avalable only from the User menu and are
discussed below. The remaining options duplicate the icon options.
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Overview of Access Rights

To understand the access rights, or permissions, options available when creating a new user, or
when setting or editing access rights, it is helpful to understand the structure of Linter's

permissions.

Access rights are directly associated with user, role, table, and column objects. With the exception
of Basic Access Rights, access means access to atable or to one or more columnsin atable.

Broadly, access may be divided into the three structures outlined in the following table. These
structures are not independent: settings in one structure may affect settings in another structure.

Basic Categories

are associated égtceﬁzr Description
only with users egory
DBA modify DB structure, manage users, groups, roles, levels, and
access to system tables.
Resource create, edit, and add columns to tables plus Connect access
rights.
Connect connect to db and have access to tables as granted by table
owners. Cannot create tables.
Discretionary
access appliesto .
al columnsin a Access Type Description
table
Select SQL select permission
Insert Add arow to atable
Update Alter column datain atable
Ddete Delete arow from atable
I ndex Create an index
Alter Add anew column to atable
Mandatory
access may be
required for an
entiretable or for [Access Type |Description
one or more
columnswithin a
table
RAL Read Access Levd
WAL Write Access Leve
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Basic access categories
An access category is assigned to a user when he is created. A DBA user may change his user's
category.

Discretionary access
The owner of atable may grant one or more types of discretionary access to other users.

"Discretionary” means a grant within the discretion of a table owner. It is distinct from, and
overridden by, "mandatory” access, which may be set only by a user with DBA basic access.

If the owner is not amember of any group, he may grant access only to users who are not members
of any group. If the owner isamember of a group, he may grant access only to other members of
his group.

A user who has been granted discretionary access rights might still not be able to accessatableif his
mandatory access level islower than the level set for that table.

Public access

Is a specia case of discretionary access. A table owner may grant discretionary access to the
public. This grant overrides group limitations, i.e., a table owner who is a member of a group
may grant public access with the result that anyone with access to the DB will have access to
his able.

Mandatory access

"Mandatory” means that a user must have been granted a mandatory level of access that is
greater than or equal to the mandatory level assigned to atable or column being accessed.

Only aDBA user may set levels. After levels have been created by aDBA, shemay assign alevel toa
user, table, or column.

Users, tables, and columns have the lowest level of mandatory access if mandatory levels are not
assigned to them.

To tables

Mandatory access aoneis not enough to alow a user access to an able. The table owner must also
have granted discretionary access to the user. Thus, the table owner's control of access is
absolute.

For users

Users may be assigned mandatory access levels. Such a grant vies the user access to any table or
column having an access level equal to or less than the access level of the table or column.
Discretionary access must also have been granted to the user.

Levels

Are levels of mandatory access. A level may be assigned to a table or column. A level may aso
be assigned to a user. A user with an assigned access level lower than the level assigned to atable or
column may not access that table or column, regardless of the discretionary access he may have
been granted.
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Grou

A user's access level gives him access to dl tables or columns to which he has been given
discretionary access that have mandatory accesslevels equal to or less than his own level.

Once created, a level cannot be ddleted. However, levels can be renamed and the levels of an
assignment to table, column, or user may be changed.

There may be up to 10 access levels plus the default zero, | D=0, level that cannot be set but specifies
the lowest possible level.

Levels cannot be assigned to groups and roles.
pPS

Are sometimes called security groups and abbreviated SGR in various system table views. They
are another structure providing access control. There may be up to 250 groups per db.

A member of one group can only grant discretionary access to tables she owns to auser who isa
member of her group. Public access may be granted by a table owner regardiess of her group
membership.

Again, mandatory access restrictions will block a user with an access level lower than the table or
column heistying to read, regardless of the discretionary access granted.

Roles

Are not property a part of access control. They ssimply grants of discretionary access rights. Only
aDBA may creste or assign usersand roles to roles.

Roles are objects similar to users in that a role may itself be assigned discretionary access rights.
When auser isassigned to arole, heinherits al of that role's discretionary access permissions.

Create and Edit Levels

=[5
%l Al =

To create alevel, select the Leves option from the Database menu on the menu bar of the Desktop
Base Window, Screen 1. Then click theadd icon, ﬁl , to get the New Access Levd form.

&2
1
He
#3

LT | = | GO | 0 |

Records

Name| Mew Access Level
.-_'-.,1

Il
R

count: 5 i

Cancel

|
Mane: ITI
_ Carcel |

Screen

13 — Create Access Level Form

Fill in the name of the new level. It may contain up to 18 alphanumeric characters.

Fill in the desired ID number and click OK.
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The form does not display 1D numbers. Browsing the $$$LEVEL able displays the ID numbers in
the $$$ID column.

To edit the name of alevel, select the level to be renamed and click on the properties icon. Then
fill in the new name in the pop-up that s generated and click OK. No other editing of aleve is
possible.

For moreinformation on leveas, see section “Leves’.

Create a User

To create a new user, select the add icon, ﬁl on the User List and Functions window, Screen
11. Alternatively, press CTL+Ins or select the Create user option from the User menu on the menu
bar of the Desktop Base Window, Screen 1. Theresult will bethe Create New User Form.

Newuser x|
U i Access categony
SET NIETE; Isusan -
" administrator
N
Pazzword: I o
Coanfirm password: I xxxxx " connect

Access Level

Fead: I j
Write: I j

Cancel |

Screen 14 — Create New User Form

Enter the new user's name and password (twice) in the labeled ext boxes. The user's name does
not need to be one recognized by the operating system.

Basic Access Permissions

Sdlect one of the three options from the Access category block to set the user's basic access
permission. See section “Basic access categories’ and is preceding table for information on basic
access.

Mandatory Access Level

The read/write drop-down selection boxes in the Access level block contain the mandatory access
levels previously created. Click on the desired access level for the new users.

An explanation of mandatory access levelsisin section “Mandatory access’ and the able preceding
it. Section “Levels’ describeslevels. Section “ Create and Edit Levels’ covers creating levels.

When you are satisfied with all the information in the Create New User Form click the OK button.
To quit without creating the new user, click Cancel.

Edit User Password and Access Rights

To view and edit users' passwords and access rights, select the propertiesicon, , on the User
List and Functions window, above. Alternatively, press ALT+Enter, or select the Properties option
from the Usar menu on the menu bar of the Desktop Base Window, Screen 1.
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The User Properties window has four tabs. Thefirst, Attributes alows you to change the password and
basic and mandatory level access or the user. The properties available on this tab are substantially
the same asthose you saw on the Create New User Form.

The Access category option none provides an dternative, not available when setting up anew user, to
using the delete icon on the User List and Functions window, Screen 11. It excludes the user from DB
access.

In addition, the user's group ID is displayed.
x

Altributes |.-’-'-.n:|:ess by objects I fcoess schedulel Fiepart far accessl

— authorization —bocess categon — — Pricrity

Mew pazsword: % administratar baze:

i [E20UICe II:I

marimal;

e

range:

||:|
Group:  ID=0 j

Confirm: i connect

xxxxxxxxxx

i none

—Accezs level .
otk it kdirnirmal pazsword ——
Fead: Iﬂr zpace limi f—
v unlimited
IlD:D j ¥ unlimited
. I 0 b
Wik ID characters
|iD=0 =]

] 4 I Cancel Apply

Screen 15 — User Properties Window: Edit Password and Access

Make the changes you want and click the OK button when satisfied. Click Cancel to exit User
Properties without making changes.

The significance of the Access category and Access level blocks is explained in section “Create a
User” and isreferences.

Create a Group

Each db may have up to 250 groups. To create a group, select the Groups option from the
Database menu on the menu bar of the Desktop Base Window, Screen 1 to get the Group List

and Function window. Then click the add icon, EI to get the New Group Form.
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-10ix]
5| Al =

Name|

adrnir

adrin2
plani
pland

| = | L || —

plan3

x

I

Cancel

Recards count: 5 A

Screen 16 — Group List and Function Window with New G Form

Fill in the name of the new group. It may contain up to 66 alphanumeric characters.

The form does not display ID numbers. Browsing the $$$GROUP able displays the ID numbersin
the $$$ID column.

Managing Groups

Group functions are available, to a DBA only, with the Properties icon, , on the Group List
and Functions window, Screen 16. The functions are available on 3 tabs and alow you to:

Tab Function

Usars Assign user to agroup. Change agroup’ s name.

Delegate access Delegate the access of one group to another group or groups.
Obtained access View adeegated group’s delegating group(s).

Select the group you need to work with from the Group List and Functions, Screen 16, window
and click the properties icon. The options available will be for the group you selected.

Change Group Name

Thefirst tab, Users, shown in the following section, allows you to change the name of the group

you selected. Highlight the name in the Group name text box and type in the new name. Then click
the Apply button.

Assign Users to Groups

The fist tab, Users, displays current members of the selected group in the Group users block and
al other usersand rolesin the Other users block. Roles may be assigned to groups.

Select the user you want to add to the group from the Other users block by clicking on his name.
Then click the « button between the blocks. The selected user or role will be transferred from the
Other users o the Group users block.

Page 24



Linter DBMS The Linter Desktop Utility

x
Uszers | Delegate au:u:essl Obtained au:u:essl
Group narme: Iadmirﬂ
[Aroup Ugers; Other uzers:
Uzer Uzer | [Eroup |
1 |SvSTEM 1 |EVGEME
2 |JAMES 3
3 |Manager
4 |SUPERWISOR
5 |SUFFORT
E |5YS
T | zally plani
g |zam planl
k. Cancel Apply

Screen 17 — Group Properties: Assign User to Group Form

Once users have been assigned to a group, they cannot be directly removed from the group.
However, you may delete a user using the delete option on the User List and Function window,
Screen 11, and hen recreate her.

When you have made the desired changes, click the OK button. Click Cancel to exit the group
properties window without making any changes.

Delegate Group Access

A DBA may ddegate a group's access to another group or groups. The second tab of the Group Properties
window, Delegate access, enables this function. See section “Managing Groups’ for accessng group
properties.

The tab is divided into Delegate groups and Other groups blocks. In the following example, the group
admin 1 has been sdected as the group to work with. Currently, its access has been delegated to
plan6. All other groups are listed under Other groups.

To delegate admin 1 s access to an additiona group, select the group to which access is to be
delegated by clicking on it. Then click the « button.

To remove admin 1's delegated access to a group, select the group o be removed by clicking on it
and pressing the » button.
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Group properties adminl

Uzerzs Delegate access I Obtained access I

Delegate groups: Other aroups:
Group Group
1 |plan3 1 |adminZ
2 |planl
N

Ok

Cancel

Screen 18 — Group Properties: Delegated Group Access Form

When you have made the desired changes, click the OK button. Click Cancel to exit the group

properties window without making any changes.

View Delegated Access

A DBA may view the group(s) that have delegated access to a sdected group. The third Group
Properties tab, Obtained access enables his function. See section “Managing Groups’ for accessing

group Properties.

The Group text box displays al groups that have delegated access o the selected group. In this

example, the group plan6 has been delegated group admin 1 s access.
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Group properties adminl El

Uszers I Delegate access  Dbtained access |

Groups, dellegated itz access:

Group

k. I Cancel Amply

Screen 19 — Group Properties: View Delegated Access

Set and Edit Discretionary Access to Tables

The setting and editing of discretionary table access may be handled from either table functions
or user functions. Approached from able functions, atable is selected first and multiple users may
be assigned discretionary rights to the table. Approached from user functions, a user is selected
and may then be granted discretionary rights to a number of tables.

A table's owner may grant a user one or severa of the discretionary access types. However, the
following structura congtraints limit this ability:

e A table owner who s a member of a group may not grant access o an individual user who
is not amember of his group. He may, however, grant public access,

o Atableowner who snot amember of agroup may not grant access to an individual user who is
amember of any group. He may, however, grant public access;

o A grant of discretionary accessto a user otherwise digible for accesswill fal if the grantee hasa
mandatory accesslevel bdlow hat of the table

Grants via Table Functions

Select the table to which you want to grant access from the Table List and Functions window,

Screen 2. Click the Propertiesicon, , and select the Discretion access option from the resulting
drop-down menu. You will then have the following form listing all the users and roles to who
discretionary access may be granted. A user without DBA access will see only those users to
whom he may grant access.

A check mark in an access type box indicates the access has been anted. Click the check mark to
remove an access right.
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x
PUBLIC permigzionz:
| I zer T_I,Ipe| Selec:t| Insert| Updatel Deletel Inde:-:| .-’-‘-.Iter|
(bPEC|® M M M M MW
Perzonal permiszions:
| I zer T_I,Ipe| Seleu:t| Insert| Updatel Deletel Inde:-:| .-’-'-.Iter|
b [EVGENE e O O 0O | O[O0
2 |JEMES e ¥ 0| OO |00
3 |MAMAGER & v v v W ][
4 |Manager & [ | [ O (O |
5 |SUPERMISOR & [ [ [ [ 1 |
B |SUPPORT & [ [ [ (O |
7 |svs 6 v v vV ¥ Vv
8 | zally e 1 [ 1 | 0 |
9 zam e 1 [ 1 | 0 |
] I Smply Cancel

Screen 20 — Discretionary Table Access Form

When all your intended access rights have been granted, click the Apply button. The rights you
have checked will be set and the form remains open. Clicking the Cancel button at any time
before clicking Apply will exit the form without implementing any grants you have made since
thelast Apply. Clicking OK will exit the form and set any pending ants.

Grants via User Functions
On the User Lig and Functions window, Screen 11, sdlect the user to whom you want to grant

access. Then click the Properties icon, . You will be presented with the User Properties
window containing 4 tabs.

The Access by objects tab alows you to st or change discretionary access permissions for selected
tables. This tab aso displays the role(s) to which the selected use has been assigned. A DBA user
may assign rolesto the selected user here.

Discretionary access rights are described in section “Discretionary access’ and the table preceding

it.
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Altributes  Access by objects | fcoess schedulel Fiepart far accessl

Azzign roles;

Procedures rights:

| Role | Azzignment |

| Elwner| F'ru:u:eu:lure| E:-:eu:ute| Ex az owner

T able rights:
Elwner| M ame | T_I,Ipel SEIect| Insert| L||:u:|atE| Delete| Inde:-:| .-’-'-.Iter| =
24 |SYSTE $$4TRIG = [ [ [ ]|
23 |SYSTE $$3U5R B [ [ [ [ =
B |SYSTE AUTO B vV ¥ O | O | O
27 |SYSTE COUNTERZ == [ [ [ 1| O
28 |SYSTE COUNTERS BE [ [ [ [ ]|
23 |5vSTE ERRORS B [ [ [ [ 1| [
30 5YSTE FINAWCE B [ [ [ (1 [ [11[][&
] 4 I Cancel Apply

Screen 21 — User Properties Window: Access by Objects

All tables in the database are listed under the Name column. Locate the table for which you
wish to set or change permissions using the T and | keys or the scrolling bar at the right of the

form.

A check mark in abox grants the access described at the top of hat box's column. Clicking on abox

toggles the check mark on and off.

When all your intended access rights have been granted, click the Apply button. The rights you
have checked will be set and the form remains open. Clicking the Cancel button at any time
before clicking Apply will exit the form without implementing any grants you have made since
thelast Apply. Clicking OK will exit the form and set any pending ants.

Set Public Access

The top line of the Discretionary Table Access Form, Screen 20, provides for granting discretionary
access to public users. See the immediately preceding section for a description of granting

accessrights.

Set and Edit Mandatory Access Levels to Tables

and

Columns

Granting mandatory accessis restricted to DBA users.

Sedlect the table you want to work with from the Table List and Functions window, Screen 2. Then
sdect the Mandate access option from the Properties icon, , or take the Properties>Mandate access

Page 29



The Linter Desktop Utility Linter DBMS

option from the Tables menu on the menu bar of the Desktop Base Window, Screen 1. You will then
have the form for setting mandatory access rights to the table and/or columns of the table you

selected.

x
— Access levels of table

RaL: I,e.'g j W.ﬁ.L:I,.f_-.'g j
Acceszs levels of calumns:

Mame RAL | wal | .

b [MAKE =

2 |MODEL

3 |[BODYTYPE |42

4 [CYLMDERS |1

5 |HORSEPWR |#2

B |DSPLCMMNT %3

¥ [WEIGHT

8 |COLOR o

9 [YEAR

10 |SERIALNO -

] I Apply Cancel

Screen 22 — Set Mandatory Table Access Level Form

Set the mandatory level(s) you need for the table and/or each column from the pull-down
menus. When the cursor is placed in an RAL or WAL column field, a pull-down for that access
right isdisplayed. RAL is Read Access Level. WAL isWeAccess Level.

See section “Mandatory access’ and the table preceding it or a description of mandatory access. See
section “Levels’ for an explanation of levels.

When al your intended access rights have been chosen, click the Apply button. The rights you have
selected will be set and the form remains open. Clicking the Cancel button at any time before
clicking Apply will exit the form without implementing any grants you have made since the last
Apply. Clicking OK will exit theform and set any pending ants.

User Properties

Some user information and functions are available by clicking the Properties icon, , on the
User Ligt and Functions window, Screen 11. The Properties displayed are the Properties of the
selected (highlighted) user.

The resulting User Properties window has four tabs, each providing aform for a set of Properties you
may view or edit.

The firgt two tabs have been discussed. Attributes in section “Edit User Password and Access Rights”,
and Access by objects in section “Grants via User Functions’, which describes granting discretionary
accessto tables via user functions as an dternative to grants viatable functions.
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View Access Schedule

The third tab, Schedule, of the User Properties window shows the times, in half-hour increments,
during which the selected user has access to the database.

User properties SYSTEM

Attributes I Arcoess by objects  Access schedule | Report for access I

Yalid date interval

Since:; I I ratil: I

k|

Login daps:
bl orday Tuesday| Wednesdaﬂ Thursda_l,l| Frida_l,l| Saturda_l,l| Sunda_l,l|

[ | ™ v VooV VW

Login schedule:

Mu:unu:lay| Tuesday| Wednesda_l.l| Thursday| Friu:la_l,ll Saturday| Sunda_l,ll |~
00:00 - 00:30 v v M ¥ | M | ™ L
00:30-01:00| [ [w [v [ [ [W (W
01:00-01:30| [ 4 v v v v v
01:30-02:00| [ "4 v v v v v
02:00-02:30| [+ [w [v [v [ [w W
02:30-0200| [v [w [v [ [ [W (W
000- 0330 [v 4 v v v v v
03:30-0400| |+ v v MV | M| M |
O4-00  0O4d4-20 (Pl (Pl (] [Pl (] (] (]
ak. I Cancel Apply

Screen 23 — User Properties Window: Schedule

The Vdid date interva block on thisform alows you to set starting and ending dates between which

the user is to have access to the database.

User Properties: View Access Permissions

The fourth tab of the User Properties window displays, for the user you have previously selected in
the User List and Functions window, his mandatory and discretionary access for the table you

sdectinthe TABLE NAME selection box.
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x
.-’-'-.ttril:uutesl Access by objects I fiocess schedule  Report for access |
Ohbject: Digoretion access:
TABLE_NAME B Tupe WValue |
W[=vs DaTa_DEFAULT b [Select v
2 [5vS.DBEA_DATA_FILES 2 | Ingert [
3 [5v5.DBA_SEGMEMNTS 3 |Update .
4 |5v5.DBA_TABLESPALCES 4 |Delete [
B |5v5.SESSI0N_PRIVS 5 | Index [
E [5¥5S.JSER_CLUSTERS E |&lker [
— M andatory access
I view of access levels:
Object Read | wiite |
b [Table |V | v
2 |Calumn DD v | v
3 | Calumn & v | [
|1 wiew of uger groups: enable
(1] 4 I Cancel &pply

Screen 24 — User Properties Window: Report for Access

Setting discretionary access to tables is described in section “ Set and Edit Discretionary Access
to Tables’. Setting a user's mandatory access rights is discussed in section “Create a User” and
section “Edit User Password and Access Rights’. Setting mandatory access restrictions for
tables is covered in  section “Set and Edit Mandatory Access Levels to Tables
and Columns”.

Create a Role

Linter uses roles to simply grants of discretionary access rights. Roles are objects similar to
usersin that arole may be assigned discretionary access rights. When a user is assigned to arole,
heinherits al of that rol€'s accessrights.

To create arole, fit click the user icon, ﬂl of the Desktop Base Menu, Screen 1. Then select the
Create role option from the User menu on the menu bar of the Desktop Base Menu, Screen 11 or
press CTL+ALT+INS.

You will get apop-up window in which the name of theroleisto be entered.

Assign a User to a Role
Roles may be assigned to other roles. To assign a user or arole to role click the user icon, ﬂl;
on the Desktop Base Window, Screen 1, to get the User List and Functions window, Screen 11.

On that window select the role you want to use and click the Properties icon, . You will then be
presented with a screen similar to the following.
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Propetties of role AAA x|

Access by objects |
Fole iz created by user SYSTEM

Azsign to users and roles:

Azzigh roles: M ame T_l,lpe| .-’-‘-.ssignmentl
| Role | Assignment | P lsvs | € [
2 |5YSTEM L3} [
[ Azsign role to all uzers
T able rights:
Elwner| M arne | T_I,Ipe| Seleu:t| Insert| LIpu:Iate| Delete| Inu:le:-:| .-’-'-.Iter|;
B 5vS |DATA_DEFAULT BH [ [ [ [ 1| &2
_ 2 |5vS  DBA_DATA FILES == [ [ [ 1|
.3 |5vS  DBA_SEGMENTS == |_ |_ |_ 1| O
4 |5vS  DBA_TABLESPACES EH [ [ [ [ 1 ([
_ 9 |5vS  SESSIOM_PRIVS H [ [ [ [ O (O
B |55 USER_CLUSTERS =R [ [ [ L]0 |

] I Cancel Spply

Screen

Con

25 — Assign User to Role Form

The Assign to users and roles block in the form contains a list of al users and all roles other
than the selected role.

In the above example, the users jean and sdly have been assigned o the role Accounting2. Note that
the selected role is surrounded by a double box. Select the desired role by clicking onit.

A user or another role is assigned to arole by clicking on the box next to their name. When assigned,
acheckmark appearsin the box. To remove the assignment, click the box again to remove the check.

The bottom half of the form allows you to assign discretionary access rights to the selected role
for a table selected from the Table rights block. This is an dternative to the assignment of
discretionary access rights that is described in the Set and Edit Discretionary Access to Tables,
section “ Set and Edit Discretionary Accessto Tables'.

necting and Disconnecting

The connect, El , and disconnect, El , buttons on the Desktop Base Windows icon bar,
Screen 1, allow you to perform those actions or the database displayed in the icon bar's selection
box. Alternative access is through Database menu options on the Desktop Base Windows menu bar,
and with F2 (connect) and CTL +F2 (disconnect).

When you select connect you are presented with alogon screen. You may log on more than once
so that you have quick access to multiple connected users through the icon bar's selection box.

SQL Queries

An SQL query form may be obtained by clicking on the New, H or Open, IEl icon on the
icon bar of the Desktop Base Window, Screen 1. The same options are available from that
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window's File menu on the menu bar or with CTL+O (open) or CTL+N (new). You may open
multiple query forms. Multiple new queries will be numbered sequentially on the title bar of the
window. Each query window launched with open will have the name of the file opened on the
title bar.

The Open option presents you with a standard MS Windows' directory browser with which you
can locate, select, and open an existing SQL script.

open 21 x|
Laok in: Ia.-’-'-.LITEI j Lo £k El-
%autn:-.sql? persan, sl stepld,sql stepi,sql

u:autu:usql stepl.sql step15.sgl step?.sql
cfinance.sgl stepl0.sgl stepZ.sql stepd.sql
l:perscun.sql stepll.sql stepS.sqI step9.5q|
finance.sql steplZ,sgl stepd,sql

indexa,sql stepl3,sgl skeps.sql
1] |

2
File name: I Open I

Files of type: ISI]L zcrpts [* 2] j Cancel

[ Open az iead-only

IV Treat az quemy sequence

Screen 26 — Choose SQL Script

The selected script will be opened in the Desktop's SQL query form on top of the Desktop Base
Window, Screen 1.

To prevent inadvertent editing, click on the Open as read-only box.

If checked, the Treat as query sequence box will display only one SQL statement at a time. Otherwise,
the entire script will be displayed.

If you use New, the SQL query form will be opened with a blank form.

The SQL query form is divided into three horizontal fames. The top fame contains the script
you enter or that was loaded from an existing file. The middle fame is used to display the results
of the query. The bottom fame contains informational messages from Linter.
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=Y
13| 2|¥| B T
ELECT NAME FIRSTNAM,SEx AGE ]
FROM PERSON
HERE NAME=MCOONALD';
Kl 3
| MAME | FIRSTHAM| SEX| AGE | =
P |MCOONALD [LAUREL  ® ED
|2 [MCDOMALD PEARL  F 35
3 |MCDOMALD HAZEL  F 6D
4 |MCDONALD LEWIS M3z
5 |MCDOMNALD JEMNY — F 57
B |[MCDOMALD DALIAH — F 40
7 |MCDOMALD  ANN F 54 .
8 |MCDONALD MONA F B2
9 hdChiOblAl D bdABRCHA E £ il

1 from 1

Screen 27 — SQL Query Form

The first three icon buttons are available only when you have opened an existing SQL file. If
that file contains multiple statements, one or both of the Switch to... icons will be active.
Clicking on those icons selects the next or prior query in the SQL file.

The step-through option provided by the first 3 buttons enables you to avoid the problem caused
by triggers, which use the semi-colon (used in SQL statements exclusively to terminate the

statement) internally.
I con Function

Switch to next query.

Switch to last query.

Switch to first query.

E Pk E|D |

Switch to previous query.

Execute to end. Within a multiple statement script, clicking on thisicon will execute the

current statement and al| subsequent statements in the script.

)

Execute the query currently displayed in the form.
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