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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoTcss TOBapHBIMH 3Hakamu, npuHayiexamumun 3A0 HIIIT
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUA M OOO3HAYEHUs! IMPOAYKTOB B JIOKYMEHTE SIBJIIOTCS TOBApHBIMU 3HAKaMH HX
IIPOU3BOAMTENEH, TPOAABIIOB WU Pa3pabOTUYHUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2023). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce marepumanbl JaHHOTO JOKYMEHTa, a TaKXKe €ro 4acTH/pas3feNibl MOTYT CBOOOJTHO
pa3MeniaThCss Ha JIFOOBIX CETEBBIX pecypcax MpH YCIOBUU YKa3aHWsS HAa HUX HCTOYHHKA
JIOKyMEHTA ¥ aKTUBHBIX CChIIIOK Ha caiThl Komnanuu PEJIDKC: www.relex.ru m www.linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
komrrauuu PEJIDKC: www.relex.ru u www.linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble
394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./dakc: (473) 2-711-711, 2-778-333.

e-mail: market@relex.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JIOKyMEHT COACpXKHUT OIUCAaHUE TPOICIYyp aIMHUHHCTPUPOBAHUS KOMILICKCA CpEICTB
3amutbl uHpopmamuu (KC3) or HecankumonupoBanHoro npoctyna (HCII), ommcanue
KOHTPOJIUPYEMBIX (PYHKIINH U pEKOMEHIAINH 110 CO3JJaHUIO CUCTEM 3aIUTHI:

OIHCaHNE KOHTPOJIUPYEMbIX (DyHKIUI;

pykoBozcTBO o rerepanuun KC3;

OIMCAaHUE CTAPTA CUCTEMBI U NPOLEAYP NPOBEPKU NMPABUIILHOCTH CTAPTA;
OIMCAaHUE MPOLEAYp pabOThI CO CPEICTBAMH PETHCTPALHH;

PYKOBOZICTBO IO CPEJCTBAM Ha/Ie)KHOTO BOCCTAHOBJICHUS,

PYKOBOJICTBO TIO pabOTe CO CPEeICTBAMU KOHTPOJIST MOAU(DUKAITUH;

PYKOBOJICTBO 110 paboTe CO CPEACTBAMU KOHTPOJIS TUCTPHOYIIHH.

Hoxyment npeanaznaden st CYBJ[ JIMHTEP CTAHIAAPT 6.0 cbopka 17.96, nanee mo
tekcty CYB/] JINMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

I[OKYMGHT npe€aHasHau4CH IJid aJMHUHHCTpaTopa 0e30IacHOCTH CHCTCMBI, a TaKXC i
AAMHUHUCTpATOpPA 3alIUTEI.

JdononHuTenbHbIE AOKYMEeHTbI

CYB JIMHTEP. Moaens 3alUTEl TaHHBIX
CYBJ JIMHTEP. CopaBounuk mo SQL

CYB JIMHTEP. CuctemMHBbI€ TAOIUIILI U IIPENCTABICHIS

CYBA JIMHTEP. Co3nanne n KOHGUTYpHUPOBaHUE 0a3bl JaHHBIX
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ApXUTeKTypa KoMnsiekca cpeacTB 3aluThl
AaHHbIX

ApxuTektypa KoMmIulekca cpeacTB 3amuTbl AaHHbIX (KC3) Bkmouaer B cels Kak
MH(POPMALMOHHBIE KOMIIOHEHTHI (omucaHusi oObekToB U cyObektoB B bBJl), Tak u
nporpamMMHuble komnoHeHTs! (porpammusiii KC3 snpa CYB/[ JIMHTEP).

OcCHOBHbI€ NPUHUUNbI

KC3 CYBJl JIMHTEP ctpoutcs Ha 9 OCHOBHBIX MPUHIIMIIAX:

1) OTKpBITOCTS;
2) uaeHTUPUKAIUS U ayTeHTU(UKALUS — OIPEEIIIeT Hayalo ceaHca paboThl CyObeKTa;
3) mpaBa Ha JOCTYI NPOBEPSAIOTCS HA BCEX dTarax:
* Ha JTare TPAHCISINH 3aMpoca;
* Ha 3Tane o0paboTKu 3ampoca;
* npu oOpalleHuu K 0ObEKTY.
4) npsimas iepeAava rnpas — [IpeporaTusa Biaebla 00bEKTa;
5) xocBeHHas mepeava MmpaB — MPeporaTuBa CO3AaTels POJIH;

6) 17151 MPOTOKOJIMPOBaHUS Bcex AeicTBuii ¢ yaactruem KC3 HeoOXoauMo ero akTHBUPOBATh U
HAaCTPOUTH TpeOyeMbIi IepeueHb MPOTOKOIUTPYEMBIX COOBITHIA;

7) Bce O0OBEKThl KOHTpOJS CHaOXaroTCsI METKaMM JOCTyIa, BKJIIOYAIOUIMMH YPOBHU
KOH(HIEHIMATbHOCTU U MPUHAAJICKHOCTh K TpyIIe CyObeKTOB; CyOBbEKThl pa3OUThl Ha
HelepeceKaroyecs: Ipynnbl, Kakiaas W3 KOTOPhIX HM30JMpOBaHa IO JOCTYIYy OT BCEX
MPOYUX TPYIIIL;

8) MeTku 00BeKTOB ((pr3uyeckas 3ammuTa) eCTh HEM3MEHHAsI BEJTUYMHA, B OTJIMYUE OT METOK
CyOBEKTOB (MX MOXKHO MEPEBOJIUTH U3 TPYIIIIbI B IPYIILY, MEHSITh YPOBEHb AOCTYIA U Tp.);

9) u3mMeHeHne METOK JOCTyla CyOBEKTOB — IIpeporaruBa CyObekTa (aaMUHHCTpaTOpa
0€3011aCHOCTH).

E Ipumeuanne
[IpoTokonupoBaHue COOBITHI U pabOTa C METKaMH JIOCTYyTa MOAAepKuBatoTcs Toibko B CYBJ]
JIMHTEP BACTUOH.

Hwxe 3Tu npuHIMIEl pa3duparorcs 6oee moapooHo.

OTKpbITOCTb

CYB/ JIMHTEP — otkpsliTas cuctema. [1o TeXHOIOrHHM OCTPOECHHUS OTKPBITBIX CUCTEM BCE €€
aJITOPUTMBI OTKPBITHI JIJIs1 BCEX MOJIb30BaTeNel U paboTaroT /i1l BCEX OJJUHAKOBO.

AnroputM nHTEpdeiica HIKHETO YPOBHS YCTPOEH TaKUM 00pa3oM, UTO yCTAHOBJICHHASI CBS3b
cyobekra 1 CYB/] JIMHTEP wuaentuduuupyercs emie u UASHTUPUKATOPOM NPUKIATHON
3ajaun (KaXkJas ornepaloHHas CUCTeMa MPUCBAUBAET 3a/1au€ YHUKAIbHbIN HIEeHTU(DUKATOD)
(cm. myHkT Unentuduxanys v ayTeHTU(QUKALMS), YTO MCKITIOYAaeT BO3MOXKHOCTD IepexBara
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

otBeToB OT anpa CYB/[. OTo 03HauaeT, 4TO OTBET, MOCIAHHBIN 3aJja4e Ha €€ 3alpoc, NPUAET
MMEHHO K 3TOM 3a7ja4e ¥ HU K KaKO! JApyrou.

[Tpu 5TOM NpHKIIHbIE TOJIB30BaTENbCKHE TporpaMMsbl oTaesieHb! 0T CYB/I. O0mienue mexay
aapom CYBJl u npunoxeHreM, ee UCIOJIb3YIOIINM, MPOXOIUT TOJIBKO uepe3 MHTepdeiic
HIDKHETO YpOBHs. TeKCThl/anroputMel UHTEp(deiica HIPKHETO YPOBHS OTKPBITHI M HE COJepKaT
anemenToB KC3.

Bce yrunutet CYB/] JIMHTEP Takke HanmucaHbl ¢ MOMOIIBIO HHTEpdelica HIPKHETO YPOBHS
(T.e. WITATHBIX CPEJICTB) U HE UCIOJIb3YIOT HUKAKUX CKPHITHIX ocobeHHocTelt CYB/I.

To ke camoe MOXKHO CKa3aTh U O MPOYHMX MPOTPAMMHBIX HHTEp(eicax, MPUCYTCTBYIOIINUX B
CYB/I (marmpumep, Bcrpoernbiit SQL (PCI)). B ux ocHOBe Takke NeKUT HHTepENC HUKHETO
yposus CYB]] JIMHTEP.

Oto nanaraet Ha CYB/] nononnutensHbie TpeOoBaHus, ocodeHHo B yactu KC3.

UpoeHTndpmkaumsa n ayteHtudmkaums

Nudopmarust o kaxaoM moiib30Baresie, UMEroIIeM rmpaBo noakinodarses kK CYB/l, naxoqurcs
B cooTBeTcTBytomed cuctemMHor BJI. [IpaBom m3menenus cuctemuoit b/l obrmagaer Toabko
agmuHucTparop 3amutsl CYB/I.

Kaxpiii monmb3oBarens (CyObekT) uMmeeT B cucteMHo BJl yHuKanbHBIN uaeHTH(UKATOP —
UaeHTU(UKATOP CyOBEKTa.

CYB/l cBs3biBaeT cyOBeKkTa ¢ €ro HUACHTU(HUKATOPOM, HCXOAS W3 HWMEHHM W Tapods,
MOJTyYEHHBIX B pe3yJibTare UACHTU(UKALINY U ayTeHTU(DUKALIUH.

[Tocne aToro Ha BceM NpOTsKEHUH padboThl (10 oTcoenuHeHus nonb3osatens ot CYBJ) sapy
CYB/] yxe He TpeOyeTcs 3HaHWE MMEHHM W Tapojs cyowbekra. /[ aaropuTMoB mocTyna
JIOCTaTOYHO TOJBKO MACHTU(PUKATOpA CyOBEKTa.

[Tpu xpanenuu uHGOpPMAIMK O MpaBax cyObekTa (cM. moapasaen CxeMa XpaHeHUs JTaHHbIX )
CYB/Jl ucnonwsdyer uaeHTU(PHUKATOp CyOBEKTa, a TakkKe HACHTU(UKATOPHI OOBEKTOB, K
KOTOPBIM CyOBEKT UMEET JOCTYII.

Jlis Ka>K0ro yCTaHOBJICHHOTO KaHaja cBsi3u ¢ npuiioxkenneM CYBJl xpanut y cebs B namsTu
CIIeIYIOILYI0 HH(OpMAIHIO:

* uaeHTU(UKATOp CyOBEKTa;
* uaeHTH(UKATOP MPHUIOKEHHUS (TIpoIiecca U Aaxe HUTH);

* aJpec KIMEHTCKOW CTAHIIMK M THUII CETEBOTO MPOTOKOJIA (TIpU ceTeBOU paboTte).

Taxum o6pa3oM, ceaHc pabOThI CyObeKTa HAUMHAETCS C UACHTU(UKALNY U ayTeHTU(PUKAIIUH
cyonekta, npu 3ToM CYB]] cBsa3piBaeT mociennero ¢ ero uaeHTUGUKaropom. J[aHHas CBS3b
MIpEKpaIiaeTcst TOIBKO mociie orcoeaunenus cyorekra ot CYB/I.

Kpome toro, CYB/] ocobeHHO BakHO, 4TOOBI OTBETHI HA BCE 3aMPOCHI MPHIOKECHHS ObLTH
MOJTyYEHBI TOJILKO 3TUM IMPHJIOKEHUEM U HUKAKUM JIPYTHM. DTO PEaM3yeTcsl C MOMOIIBIO
uaeHTU(UKATOpa MPUIIOKEHHUS, KOTOPBIA MPUCBAUBACTCS €My OINEPAIMOHHOW CHCTEMOW B
MOMEHT 3arycka. [Ipu ycTaHOBIEHUU CBS3M NMPUIIOKEHUE, UCTONb3Ysl HHTep(delc HUKHETO
ypoBHs, coobmaer sapy CYB]Jl cBoit maeHtudukarop (a mpu cereBor padboTe M aapec
CTaHIIMM), TaK 4TO, MOChUTast mpuiiokeHuto otBeThl, CYB/] Bnaaeet monHoi nHpOpManuei o
TOM, KOMY MO>KHO TI€peChlUIaTh MOJHBIN a/ipec HYKHOTO MPUIIOKESHHUS.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

B cnyuae, korna ucyesaet xoTs Obl OIMH U3 KOMIIOHEHTOB CBA3H (ylaisieTcsi CyObeKT, aaaeT
IIPWIOKEHHUE, OTKIIIOYAeTCs KIMEeHTcKas craHuus), sapo CYBJl, cnenys ycTaHOBIEHHBIM
TaliM-ayTaM, pa3pbIBaeT 00pa30BaHHYIO CBS3b.

ITpu nomnbITKe MOJIB30BaTENs OTKPBITH KaHal cBsi3U, CYDB/] npoBepser mMs 10ab30BaTeNs U
€ro MapoJb.

HpI/I 9TOM BO3MOKHBI CJICAYIOINHUEC CUTyalluu:

¢ UMs U IIapOJib MOJIBE30BAaTCIA BBEACHBI IIPABUJIBHO — MMOJIB30BATCIIb JOITYCKACTCs K Bﬂ,

* UM MIOJL30BATENS BBEIEHO HEBEPHO — BBIIAETCS COOOIICHHE O TOM, UTO UMS ITOJIb30BaTENs
BBEJICHO HeBepHO (HemszBecTHOe wmMs mnojsb3oBaTesis). lloms3oBarens k B/ He
JIOTTYCKaeTCs;

* TapoJib TMOJB30BATENsI BBEACH HEBEPHO — BBIAACTCS COOOIIEHHWE O TOM, YTO TMapoilb
MOJIL30BATENsl BBEACH HEBEPHO (HeBepHu apoJsib nojb3osaTeris). [lonp3oBarens
K b/l He nomyckaercs.

KoHTponb gocTtyna B npouecce o6paboTku 3anpoca

O6paboTka SQL-3ampoca COCTOUT U3 HECKOJIBKHUX ITAIOB:

1) TpaHcnALuMsA 3ampoca U MPUBSI3Ka €ro JIEMEHTOB K ¢puzndeckuM oobexTam b/1;
2) BBIMIOTHEHHE 3aMpOcCa;

3) nepcaavda pe3yjibTara BBIIIOJIHCHHA 3aIlIpOCa IMOJIb30BATCIIHO.
HpOBepKa IMpaB AO0CTYyIIa BBIMMOJIHACTCS HAa KAXKIAOM JTallC.

Ha nepBom sTare mpoBepsieTcsi, B OCHOBHOM, JIOTHUECKas 3allIUTa Ha CaMOM BBICOKOM (00111eM)
YpOBHE.

BTOpOﬁ 9Tall, B CBOXO O4YCPCAb, TAKKC COCTOUT M3 HCCKOJIbKHX 3TallOB. HpI/I 9TOM 06T>CKTI>I,
Y4aCTBYIOIIKEC B 3alIPOCE, ITOCICAOBATCIIbHO BOBJICKAIOTCA B ITPOLECC O6pa6OTKI/I.

B CYBJ JIMHTEP mnpaBa gocryna nmpoBepsilOTCS TOJbKO B MOMEHT NpHBJIEYeHMs
oYepeHOro 00beKTa K mpoueccy oopadorku 3ampoca. Takum o6paszom, CYBJl moxer
MOTPATUTh JIOBOJIBHO MPOJIOIKUTEIHFHOE BpeMs Ha 00paboTKy 3ampoca, oKa He ONpeIeinT,
YTO OHA HEBO3MOXKHA.

C npyroii cTOpoHBI, eciH B Iporiecce 00paboTKu 3ampoca KTO-TO U3MEHSIET MpaBa CyObeKTa,
TO JIaHHbIe U3MEHEHHsI MOTYT CKa3aThCsl yxKe Ha 00paboTke Tekyuiero 3ampoca. [lo kpaitneit
Mepe, IpU TaKOM TOAXOJAE BO3pacTaeT BeposiTHOCTH Toro, uto CYB/l npumeT Bo BHUMaHME
M3MEHEHHE MpaB JOCTyTa.

BaxkHocTh TOro, YTO TMpOBEpKa IOCTyHa MEpeHeceHa B 3Tal 00paboTku, OOycCIOBIEHA
OCBOOOXJEHHEM TEpBbIX JBYX 3TallOB OT AOMOJHUTENBHBIX MPOBEPOK. DTO IMO3BOJISET
MNPUKIAJHBIM TMpOrpaMMaM CBOOOJHO HCIIOJIb30BaTh YK€ OTTPAHCIMPOBAHHBIE W
MIPUBSI3aHHBIE 3aIIPOCHI.

Mpamasa nepepayva npas

B CYB/] JIMHTEP B kauecTBe OAHOTO M3 OCHOBOIIOJATAKOUIMX MPHUHAT HPUHUMUII MPSIMOU
nepeaavyu mpas.
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Jnst Toro 4TtoObl MCKIIOYUTH BO3MOXXHOCTH HEKOHTPOIUPYEMOTO PACHpOCTPAHEHUs MpPasB,
MPUHSAT CAEAYIOINM IPUHIIUI: MPSAMasi epeaada npaB Ha 00beKT pa3pelieHa ToJIbKO sl
BJAJeJIbIA TAHHOI0 00bEKTA.

CyObexT, NoNMy4rBUIMIA KaKHe-I100 MpaBa Ha 4y>KO 0OBEKT, HE MOXKET OCYIIECTBUTh IPSMYIO
nepegavy mpas.

KocBeHHasa nepepaya npas

KocBennas Hepez[aqa/OTMeHa IpaB Ha 00BEKT BO3MOKHA TOJIBKO qepe3 anrmapar pOJ'ICfI.

B cjIydace KOCBEHHOH pa6OTBI pOJib  OOJIKHA ObITh HAITOJIHCHA COOTBCTCTBYIOIIUMHA
BO3MOKHOCTAMMU, ITPECAOCTABJICHHBIMHU HAIPAMYIO BJIaAC/IbLIaMU 0OBEKTOB.

Ilocne HanonHeHWsI poiau TONbKO aaMHUHHCTparop bJ[ MokeT Ha3zHauaTb €€ JOpyruM
nosp3oBaressaM. [lonb3oBarenu yxe HE CMOTYT OCYIECTBUTDH IEpeady MUMEIOLUXCS Y HUX
pas.

Perncrpauusa nencreumn

Peructpanus aeiictBuii BeimosnHsaeTcs noacuctemoi nporokonupoanust CYB/I.

3anyck NoJCUCTEMBI IPOTOKOIMPOBaHUs BblnonHsAeTcs SQL-3anpocom:
AUDIT START;

Jnst BeIMOTHEHUS 3ampoca Heooxoaumbl paBa DBA.

B pesynbrare B HyneBoit 3anvcu Tabmuinbl $$SAUDIT ycTaHABIMBAETCs (prar akTUBHOCTH
MOJICUCTEMBI IPOTOKOJIUPOBAHUSI.
OcTaHOB MOJICUCTEMBI IPOTOKOIMPOBaHUS BhInonHsAeTcs SQL-3anpocom:

AUDIT STOP;

s BeIONHEHHMs1 3ampoca HeoOxonuMmbl npaBa DBA. B pesynbrare B HyJeBYIO 3aluch
Tabauubl $$SAUDIT 3aHOCUTCS HH(GOPMALIKS O PEKPaIeHUH TPOTOKOIUPOBAHHUSL.

HpI/I BO300HOBIICHUH pa60TLI INOACHUCTCMBI MMPOTOKOJHUPOBAHUS MPOOOJIZKUTCA
IMPOTOKOJUPOBAHUC BCCX CO6LITPII>1, YCTAaHOBJICHHBIX 1O OCTAHOBKU IMPOTOKOJIUPOBAHUS.

B pexume mpoTokonupoBaHus coObITHII B Tabmuie $SSAUDIT pEerucTpuUpyroTcs Bce
JeicTBHA nonbk3oBarenei b/I, cBI3aHHbBIE C:

* uaeHTU(UKalKeH 1 ayTeHTU(UKAIIUEH;

* 3ampocaMu Ha JOCTYI K 00beKkTam 3anuThl b/I;

* CO3JaHUEM/YHUUYTO)XEHHUEM 00BEKTOB 3aiuThl b/l;

» neiicTBusaAMU 110 uaMeHenuto 11P]1.

Kpome Toro, B mannyto Ttabmuiyy 3aHocstcs koael 3aBepmienus CYBJ JIMHTEP (mo

TpeOOBAHUIO), U3MEHEHUS COCTOSHUS MOJIb30BaTEIBCKUX COOBITHM, YcTaHOBIEHHBIX B CYB/I,
U T.J1.

Tabmuna peructpanuu coObITUA S$$SAUDIT coO3MaeTcs B MPOIECCEe MHHUIMATH3AIUN
noncuctembl  pactmuperaslx  pynkmuit KC3  HCH CYBJ JIMHTEP (cm. myHKT
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Wuunumanusanys KOMIUIEKCA CPEICTB 3allluThl JaHHbIX). bonee moapoOHO o Tabmnwuie
pEerucTpanmu U3JI0KEHO B pasaene MOHUTOPUHT KOMILIEKCA CPEACTB 3AILUThI JaHHbBIX.

MeTka gocrtyna

BceMm oObekTamM KOHTPOJISI TPUCBauBaeTC MeTKa I0CTyma.

Metku nocryna ucnionb3yrorcss CYBJ JIMHTEP pist npoBepku A0CTYTHOCTH HHPOpMAITUH, a
TaKKe JUIsi BO3MOKHOCTH OpraHU3alliy MPUHYIUTENIBHOTO YIPaBIeHHs JOCTYIIOM. MexaHu3m
METOK JIOCTYyIIa — IJIaBHOE 3B€HO 00eCIeUYeHrsl MaHAaTHOTO MPUHIIUIIA KOHTPOJIS I0CTYTIA.

Mertka gocTyna cofaepkut HHGpopMaIuo 00 ypoBHE KOHPHUIAESHIIMATBLHOCTH (111 0OBEKTOB,
T.€. JaHHBIX) — METKY 00BEKTA, U YPOBHE TOCTYyTIA (11 TIOJIh30BATENICH, CYOREKTOB) — METKY
cy0bekTa.

Kpome nepapxuu ypoBHEi B METKE COACPKHUTCS Takke uHMopmaims o rpymme. Peds uaer
O TpyIIax Mojb30BaTeleil, KOTOPbIC JOJKHBI OBbITh N30JUPOBAHBI APYT OT Jpyra (B CMBICIIE
uHpopmarum).

CoOTBETCTBEHHO TPYIITIaM IOJIB30BATENEH OOBEKTHI JaHHBIX TOXKE Pa30UBAIOTCS HA TPYIIIIHL.

Takum o00pa3oMmM, METKH MPENOCTAaBISAIOT KaK Hepapxuio AocTyna (YpoBHH), TaK H
TOpPU30HTATIbHOE JiesieHne (0O0bEKTOB, CyOBEKTOB).

MeTtkamu foctyna cHabxkaetcst nH(GOpMalusi BCeX ypOBHEH — OT TaOMUIlbl, 10 CTOjiOLA U
3anucy U naxe 3HadeHus nojei 3amucu. T.e. B CYBJ] JIMHTEP ecTh BO3MOXXHOCTH CHA0KaTh
BCE OOBEKTHI JJOCTYIIA CIICIUATIbEHBIMU METKaMH (00 MX CONEep KaHUM YIIOMUHAETCS HUXKE).

Bce cyOwbexThl noctyna Takke cHaOxkarorcs MeTkamu. [Ipu mpoBepke noctyma cyObekTa
K KOHKpeTHOMY 00bekTy CYBJl ocymiecTBiseT NOMOIHUTENbHYIO POBEPKY, HE BBIMTOIHSISA
HEJIOCTYIIHbIE JEHCTBUSL.

B Hpumeuyanne
CVYB/] JIMHTEP xpanut undopmaruio o painax coeir bJ[. B akruBnom cocrostuuun CYBJ]
ucnonb3yer (aiiinsl b/l MOHOMONIBHO U GIOKHPYET TOCTYI K HUM IPYTUX IPOrPAMMHBIX CPECTB.
Orpannyenue nocryna kK ¢aitnam b/l npu HeaktuBHOM cocTossHUM CYB/] NOIKHO BBIOIHATHCS
cpencteamu OC.

MeTka oO0bekTa
MerTka o0bekTa obecreunBaeT (U3NYECKYIO 3alIUTY JaHHBIX.
Mertka 00bEeKTa BKIIFOYACT:

* Tpynmny cyObeKTa, KOTOPBINA CO3/al IaHHBINH 00BEKT;

* ypoBeHb JocTyna Ha uTeHne: RAL-ypoBens (Read Access Level);

* ypOBEHb MOCTyMa Ha 3anuch: WAL-ypoBenb (Write Access Level).

[Tosienenne B bBJl HOBOro 0OBEKTa KOHTPOJS COMPOBOXKIAETCS TPUCBOCHHEM €My

COOTBCTCTBYIOH_ICI‘/’I MCTKH O6’LCKTa, KOTOpasa 6yneT CBsjA3aHa C HHM 10 MOMCHTa ¢€T1o
YHUYTOXCHUS.

Haxe mepemenienue (KOmupoBaHue) 0OBEKTOB (HANpUMEpP, W3 OMHON TAOIUIBI B APYTYIO)
HE W3MEHHUT WX 3allUTHBIX aTpuOyTOB (10 KpailHEeW Mepe, HE CHU3HT). Tak, U3MEHUTh
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

MCTKY 3alliuCHu Ta6.III/II_U>I MOXHO TOJIBKO ITPpHU 3aMCHC BCeil I/IH(l)OpMaLII/II/I 3TOM 3almcu, 4rTo,
CO6CTBCHHO, PaBHOCHJIBHO €€ YAAJICHUIO U )106aBJ'IeHI/IIO BHOBb.

MeTka cyobekTa
MerTka cyObeKTa BKIIIOYAET:

* TPYIIY, K KOTOPOI NPUHAMIICKHUT CyObEKT;

* RAL-ypoBenb cyObekTa — MakcuManbHblii RAL-ypoBeHb noCTymHOH CyOBeKTy
uHpOpMaIuy;

* WAL-ypoBeHb CyObEKTa, T.¢. MUHUMaIbHBIN RAL-ypoBeHb 00bEKTa, KOTOPHIH MOXKET OBITh
CO3J1aH JJAHHBIM CYOBEKTOM.

B ormnmuune oT MeTok 0OBEKTOB, METKU CYOBEKTOB (TIOIB30BATENICH) MOTYT OBITH U3MECHEHBI.
V3meHeHHEe METOK J0CTynma CyObEeKTOB — MpeporatuBa CyObekTa (aJIMHUHUCTpATOpa
0€30IacHOCTH).

OH MOXeT mepeBecTr CyOBheKTa U3 TPYMIIBI B TPYIITY, H3MEHUTh YPOBHH JIOCTYTA U IOBEPHSI.
EcTtecTBeHHO, 4TO N3MEHEHHE BOBMOKHOCTEH CyOBEKTa HE JOIKHO OCTAaThCsl He3aMEUCHHBIM
— BCE MO00HBIC IEHCTBHS NPOTOKOJMPYIOTCS B Tabnuie $$SAUDIT.

Cxema xpaHeHus AaHHbIX

HNudopmanus 060 Bcex cyObEeKTax, poiisix ¥ UX BOSMOXKHOCTSIX TI0 OTHOIIEHHIO K 0ObEKTaM
B/l xpanutcs B cnoape b/I.

Jns xpaHneHuss naHHOW WHMOpMAIMU NMpeaHa3HadeHa cucTeMmHas Tabmuma SSSUSR (oM.

nokymeHT «CYBJI JIMHTEP. CucreMHble TaOIUIIBI ¥ PEACTABICHUS ).

ITonnep:xuBaemble kareropuu npas: DBA, RESOURCE, CONNECT u BACKUP.

HpeJIOCTaBJ'IHeMBIe NPUBUJICTHM HAa MaHUIYJIMPOBAHHUC JTaHHBIMH Tabaumel: SELECT,
INSERT, DELETE, UPDATE, ALTER, INDEX, REFERENCES u ALL (Bce IIEPECYNCIICHHBIC
panee).

KaTeFopI/II/I IpaB UMCHOT TOJILKO I10JIb30BATCJIH. HpI/IBI/IJ'IeFI/II/I — HOJIb30BATCJIN U POJIH.

KaTteropus goctyna cy6bekta KOHTpons

[Tonp30BaTento Ha3HAYaETCsl OHA U3 3-X KaTeropuii 1octymna Kk oobekram b/1:

1) CONNECT-kareropus. [IpegocTaBisieT noap30BaTeI0 HaMMEHbIIKE MTpaBa: JocTyIl K b/]
C BO3MO)KHOCTBIO ITof1aBaTh SQL-3arpocsl Ha MaHUITYIMPOBaHUE JAaHHBIMU;

2) RESOURCE-kareropus. [IpegocrasmisieT mois3oBatento Bee npaBa Connect-kaTeropuu, a
TaKke MpaBo U3MeHATh cxeMy b/l (co3maBarh/ynansTe/u3MeHsTh CTPYKTYpY 00beKTOB BJ1)
U TiepeaaBaTh APyruM MOJIb30BaTENsAM MpaBa Ha CBOU OOBEKTHI;

3) DBA-kareropusi. IlpenocTaBisieT MONB30BaTENI0 YpPOBEHb aaMuHHcTpatopa bJ[ ¢
MaKCHUMaJIbHBIMHU IPAaBaMH, BKIIFOYAIOLIMMU IpaBa Resource-kareropuu u npaso co3aaBaTh
HOBBIX noyib3oBaTenen b/I.

Bnagensiiem TabnuaHoro oowekra b/l (Tabmuiel/mpencTaBieHus) CUUTACTCS MOTh30BaTEIb,
CO3/IaBIIHI 3TOT 0OBEKT (U1 €T0 CO3/MaHMsI OH JIOJDKEH MMeTh, kak MUHUMYM, RESOURCE-
Kareropuio). Bmanenern tabauyHOro oObEKTa MOJMydaeT Ha 3TOT OOBEKT BCE BO3MOXKHBIC
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MPUBWIETHH, BIUIOTh 10 MPHUBWICTHH Mepenaud (OTMEHBI) HEKOTOPBIX M3 HUX JIPYTHM
moJb3oBaresiM b/I.

Brnagenen Moxer nepenath Ha CBOW TaOJUYHBIN OOBEKT CIENyIOIIME NMPUBUIETUN (W UX

COBOKYIHOCTb):

e SELECT — Ha YT€HHE TaHHBIX;

* INSERT — Ha n0o0aBiIeHUE TaHHBIX;

 UPDATE —Ha MonH(bHKaumo JaHHBIX,

e DELETE — Ha ygaJICHHUC JaHHBIX;

* ALTER — Ha U3MEHEHHUE M1apaMETPOB TaOIHIIbI;

e INDEX —Ha HOCTpOGHI/Ie/yI[aJ'IeHI/Ie HUHJICKCOB Ta6nI/IuLI;

* REFERENCES — Ha cOo37jaHU€ BHEUTHUX KJITIOYEH, CCHUTAIOIINXCS Ha TAOJIUILY;

* ALL — moJHBIA HAOOp mpuBwWieruil, T.e. SELECT + INSERT + UPDATE + DELETE +
ALTER + INDEX + REFERENCES.

VYnanuth 00bekT bJ] MoXeT TosbKo ero Bnaaenen. AamMuuuctparop b/l MoxkeT ynanuth 00beKT
KAaCKaJIHO, BMECTE CO BCEU COAEpKALIEN €ro CXEMOM.

Jlnst BbI30Ba XpaHUMOW MpoLENyphl HEOOXOAMMO HMETh MNpHuBWIETHI0O EXECUTE wuau
EXECUTE AS OWNER.

Jlis onepatuBHOro apxuBupoBaHus b/ 1enukom nim e€ oTaenbHbIX 00BEKTOB CpeICTBAMU
CVYB/] neobxoauma npusmieruss BACKUP (M0 yMOJTYAHHUIO 3Ty NPUBUIIETHIO UMEET TOJIBKO
coznarens BJI).

Haznauenue xareropuu nocryna cyonrexty koutpoiss KC3 HCJ CYB JIMHTEP moxet ObITh
OCYIIECTBJIEHO CIEIYIOLUIMMHU CIIOCO0aMu:

1) coznanue cyObekTa kOHTpoIs ¢ HesiBHBIM 3aanueM CONNECT-kareropun noctymna:

CREATE USER <ums nosnbszosarena> IDENTIFIED BY <naposb>;

2) co3nanue cyObeKTa KOHTPOJIS C IBHBIM 3a/laHUEM KaTerOpUH JIOCTyIa:

GRANT <xaTeropua> TO <umsa nombzosaTens> [IDENTIFIED BY <naposnb>];

3) HazHaueHue (M3MEHEHHE) KaTeTOPUH JI0CTYIIa CYHIECTBYIONIEMY CyOBEKTY KOHTPOJIS:

GRANT <kxareropus> TO <yvMa nojb30BaTEISI>;

Ponu

Anmapar ponieil HCHOIB3yeTCS ISl pa3rpaHUYEHHs] JOCTyINa CYObEKTOB KOHTPOJIS
CYBJI JIMHTEP k o6bexTaMm:

1) cozganue pomnu:

CREATE ROLE <uma posm>;
2) ynajneHue posu:

DROP ROLE <ums posn>;

3) mpHUCBOEHHUE POJIU MOJIB30BATEIIO:

10
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GRANT ROLE <umsa posm> TO {<uma nombzosatena> [, ...| | PUBLIC};

4) oTMeHa MPUCBOCHUS POJIU:
REVOKE ROLE <ums pom> FROM {<ums nonvzoBarens> [,...] | PUBLIC};

Ecmu monb3oBarens cO34aeT poib, TO [0 YMOIYaHHIO OHAa €My HE HasHadeHa (T.e. IO
YMOITYaHUIO Y HETO HET MPHUBHIIETUH 3TOH ponu). Ho OH MOXeT Kak Ha3Ha4MTh ee cede (Kak
U BCEM JIpYT'MIM) U MOJIYYHUTh €€ MPUBUJIETUH, TaK U OTHATH €€ y ce0s (Kak U y BCEX APYTUX)
U OIIATH HE UMETh €€ IPUBMIIECTHH.

Yn paBlieHne npusunerndaMmm gocrtyna

[TpuBmiieruu 10CcTyna MOryT ObITh HA3HAUEHBI KaK I10JIb30BATENSM, TaK U POJISIM:
1) Ha3HaYeHME MPUBWIETHH JTOCTYIIA I0JIb30BATENIIO:

GRANT <npueusnerus> ON <umsa obwvekTa> TO <umsa mosib30BaTEIIS>;

2) oTMeHa NMPUBWJIETUH JIOCTYIIA MOJIb30BATEIIO:

REVOKE <npueunerus> ON <umsa obwekTa> FROM <umsa nosnbzoBaTesns>;

3) HAa3HAYCHUC IIPUBUJICTHUH JOCTYIIA POJIN:

GRANT <npueusnerus> ON <umsa obwekTa> TO <ums pomm>;

4) oTMeHa NPUBUJIETUU JIOCTYIIA POJIU:

REVOKE <npusunerus> ON <umsa obwexkra> FROM <umsa posm>;

B IHpumeuannue

Jns moctyma k o0bekTy bBJl ¢ TpeOyemoii TpuBWIETHEd TaHHAs TPUBUJIETHS JTOJDKHA
ObITh Ha3Hau€Ha IOJIb30BATENI0 JUOO C MOMOIIbI0 MEXaHW3Ma Ha3HAUYEHUs MPUBUIIETUI
I0JIb30BaTEIIsIM, JIMOO C MOMOUIbI0 MEXaHN3Ma Ha3HAYSHUsI TPUBUIIETHI POJIH, TPU HA3HAYEHUU
ATOM POJIH TMOIB30BATEINIO, JIMOO MTPU HA3HAYCHUH TTPUBUJIETHH 10CTya K 00bekTy PUBLIC (101
PUBLIC umeeTcs B BUAYy KOMaH/1a Buja ""grant <npuBuierus™> on <o0bext> to PUBLIC").

To ectb, st monb3oBarensi JEUCTBYET COBOKYHNHOCTh (OOBEIMHEHHE) BCEX MPUBUIIETUI
JUCKPEIIMOHHOI0 TOCTYIIA: IIOJIYYEHHBIX HAIIPIMYIO, Yepe3 poiH, uepe3 PUBLIC U IPUBUIIETUH,
KOTOpbIE OH UMEET, KaK Biajiesiel] 00bEKTOB.

pynnbl nonb3oBaTeneu

Bce nonp3oBarenu b/l paznenstorcs Ha HenepeceKaromuecs rpyIbl.

I'pynna onuceiBaeT 00JaCTh JOCTYIHBIX WIEHAM IPYyHIbl JaHHBIX. JI KaKIOW TpyIIIbl
cyuiecTByeT aaMuHucTparop rpynns! (DBA-rpynmnsl), coznannsiii coznarenem b/l (rpymnma 0).
IIpunauies)xHOCTE rpyIe 3a1aercs komanaon ALTER.

ITonp30Barenn OTHOM TPYNIIBI HE BUJIAT JAHHBIX MIOJIB30BATEIEH APYTON TPYIIIIBL.

B Hpumeuannue
[pyImbI He CYNTAIOTCS 3apaHee JaHHBIMH, KaKIyI0 U3 HAX IEPE]] UCIOIb30BAHMEM HEOOXOIUMO
CO3/IaTh.
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s ynpasnenus rpynmnamu cosjareneM b/l ncnonb3yroTcs 3anpocsl:

* CO3JlaHuE TPYIIIIbI;
* WU3MEHEHHE UMEHHM IPYIIIIbI;

* Ha3HaY€HHUE IPYIIbI 10Jb30BaATEIO;
* NPEOCTaBIEHUE IOBEPUS IPYIIIIE;

¢ OTMCHA JOBCpUsA I'pyIIIIC.

Cos3paHue rpynnbl
[1] <coznmanue rpynmer>: : =
CREATE [IF NOT EXISTS] GROUP <cneuudukaiys rpynmnbr>
[2] <cnemudwukanus rpynmer>: : =
<HWMS TPYNIbL> [=<4YKCIOBON UACHTU(HUKATOP IPYIIILE>]
[3] <ums rpynnber>: : = <CUMBOJIBHBIN JTUTEpAT>
[4] <umcnoBoii MACHTU(PHUKATOP TPYNIBL>: : = <UEJTOYUCICHHBIN JIUTEpa™>

<YHUCIIOBOU MIACHTU(PHUKATOP TPYNIBLL> MPEACTABISAET COOON YMCIOBOE 3HAUCHUE B TUATIA30HE
[1-250]. 3nauenus B nuanasone [251-255] 3ape3epBUpOBaHbI.

I'pynma 0 — rpynna cosgarenss bJI. Ilpu coznanuu nomnb3oBarenss €My aBTOMaTHUYECKH
IIPUCBAUBAETCA IPYIIA CO3AATEINS.

Tonbko cozparens b/l MOXKeT co31aTh MMOAB30BATENIA B TPYIIIE, OTIIMYHON OT CBOEH.

IIpumepsl.

create group "1-m ormen";
create group ageb0;

create group "BoeHnpene"=8;
create group "1";

[Ipu co3manum Tpynmbel B Tabmuiyy $$SSGROUP 3aHOCHTCS 3amuch ¢ RowId, paBHBIM
YHCIOBOMY HAeHTU(UKaTOopy rpynnbl. Eciv oH He ykazaH, TO NMpPHUCBAUBAETCS IEPBBIM
CBOOOIHEBIN.

M3meHeHne nmeHu rpynnbl

[1] <u3mMeHeHME UMEHM TPYNIbL>: @ =
ALTER GROUP <crneunduramus rpyans> SET <cnenwmduranys rpyumnsr>

[Tpumepsr.

alter group "mnepBeM oTrnen" set "rpymnna MapkeTuHTa'";
alter group ageb50 set aged5;

HasHauyeHune rpynnbl nosib3oBaTtento

Ha3znaueHne rpynmsl MoJb30BaTEN0 BO3MOXKHO Yepe3 KOMaHIy OMpPEAeTICHHs TOIb30BaTems
(1-#1 cnoco6) wiu yepe3 KOMaHIy MOAU(PHUKALMHN ONpeAeSCHHUs MOJIb30BaTeNsl ¢ MOMOIIBIO
JIOTIOTHUTEIFHOM KOHCTPYKIIMU GROUP  (<crneumbmkalms Tpynmnsr>) (2-i cnoco0).

1-it cnoco6:
[1] <ua3HadyeHue rpymIbl MOIb30BATEIIO> : & =
CREATE USER <ums nons3oarens> IDENTIFIED BY '<maponbs>'

12 © AIMHUHHMCTPHUPOBAHUE KOMILIeKca cpeAcTB 3ammThl JaHHbIX. 3A0 HIIIT « PEJI9KC», 1990-2023



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

GROUP <cneuuduxaius rpyumsr>

2-i1 cnoco0:
[1] <na3HaueHuUe TPyMNIIbI IOJIB30BATENIO> & & =
ALTER USER <ums nons3oBarens> GROUP <cneuudukaumsa rpynnosr>

[Tpumepsi.

create user a identified by 'ASD' group "1-u ormen";
alter User b Group Admin;

NMpenocTtaBneHne goBepus rpynne

[Tonp3oBarenu rpynmnel A MOTYT BUAETh JTaHHBIE IOJb30BaTeNei rpynnsl b B ciydae, ecinu
DBA-rpynnst b ycranoBun ¢uar nosepus rpymnmne A:
[1] <mpemocrtaBneHue AOBEpUS TPYIIIE™: : =
GRANT ACCESS ON <rpynmna-gosepurens> TO {<rpynna-npuemuux> | ALL}
[2] <rpynma-mpHeMHHK>: :=
crenuguKanus rpyIibl, KOTOPOl «OKa3bIBalOT JOBEPUE).
[3] <rpynma-moBeputenp>: :=
crenuguKanus TpyIbl, K JaHHBIM KOTOPO MOTYT 00palaThCsl MOJIb30BaTENN <IPYIIIbI-
MpUEeMHHUKa>

[Ipumepsl.

grant access on "l1-u ormen" to "Boeunpeme";
grant access on age4b5 to all;

OTmeHa goBepusa rpynne
[1] <ormeHa moBepus rpymme>: :=
REVOKE ACCESS ON <rpynna-gosepurens> FROM {<rpynmna-npuemunk> | ALL}
[2] <rpynma-mpueMHHK>: :=
cnenuUKaIus rpymIbl, KOTOPOH «OTKa3bIBAIOT B IOBEPHUI.
[3] <rpynma-moBeputenn>: :=
cnenrUKaIys rpymIbl, KOTOpast 0TKa3bIBaeT <rpymie-MPUEeMHUKY> B TOCTYTIe K CBOUM
JTAHHBIM.

IIpumepsl.

revoke access on "Boennpegme" from "rpynmona MapkeTrmHra';
revoke access on age45 from all;

YpoBHU JOBEpUS HE MOTYT OBITh BIIOKEHHBIMHU.
Bce nanHble, cO31aHHBIE OT UMEHHM MOJIB30BATENS, IOMEYAOTCS €10 TPYIIION.

OnMcanus rpynn XpaHsaTcsi B CUCTeMHOH Tabmune $$SGROUP (cMm. nokymeHT «CYBJI
JIMHTEP. CucteMHbIe TaOIUIIBI ¥ TPEICTABICHUS ).

Omnucanue ypOBHCfI JOBCpUs 3apC3CPBUPOBAHO AJIA z[anLHefImero HCIIO0JIBb30BaHMA.

Wmst rpynmibl, Kak U ONMHUCAHUE, MOXKET U3MEHHUTD JIMOO MOIb30BaTeNb ¢ npuBmierneid DBA,
60 coznarenb b/ mpu momormm SQL-nipemnoxenuss ALTER GROUP.

Howmep rpymmbl BXonuT B METKY Bcex 00bekToB B/I.
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Ypo

BHM gocTtyna

YpoBHU noctyna (Tabnuma 1) BBoasTcs aiis npoBepku Ha ypoBHe sapa CYB/[ JIMHTEP npas
Ha OCYIIECTBIICHUE YTEHUS/3aUCH HHPOPMAIIHH.

BBomsiTes cneayrompe ypoBHH A0CTyTA!

1) nns monmb3oBarens (CyObeKTa):

* RAL-ypoBenb nocryna. [lonb3oBatesb MOXKET moy4ars (UnTaTh) nHpopmaiuio, RAL-
YpOBEHb KOTOPOI He BbIlIe €r0 COOCTBEHHOT'O YPOBHSI JOCTYIIA;

* WAL-ypoBeHb OBEpHS Ha MOHUKEHUE YPOBHS KOH(uaeHnnanbHoCcTH. [lonb3oBarens
HE MOXET BHOCHUTh MH(pOopManuio ¢ ypoBHeM noctyna (RAL-ypoBHem) Oosnee HU3KUM,
yeM pgaHHbli WAL-ypoBeHb moJb3oBaTens. T.e. MOJIb30BaTelb HE MOXKET CIeIaTh
JOCTYIIHYI0 eMy HMH(OpMalHi0 MeHee KOH(UICHIMAIbHOM, YeM yKa3aHO B JaHHOM
napamerpe.

2) nns uaGopmaIuu:

* RAL-ypoBens urenus. [Tonp3oBarens MOXKET monydaTh (uutaTh) uHGopmarmo, RAL-
YpOBEHb KOTOpOH He BbIIIE ero coOCTBEHHOro RAL-ypoBHS (MOXET 4HTaTh MEHee
KOH(UICHITMATbHBIC TAHHBIC);

* WAL-ypoBeHb IEHHOCTH WJIH YPOBEHb JIOCTYIIA HA 3aMUCh (MOAU(UKAIINIO, YIAICHUE).
[Tonp3oBatens MokeT Moauduuuponars (yaanars) wuHpopmanuto, WAL-ypoBeHb
KOTOpOU He BbilIe ero RAL-ypoBHs.

Bo3MoxHBIE COOTHOIIIEHUST YPOBHEH MpeACTaBiICHBI B Ta0mwHIIe 1.

Tabnuua 1. CooTHomieHus: ypoBHe# npu BeinosHeHnn DML -onepanuit

RALRN WALnRN
RALu (urenue) RALu < RALn (3anmcs) RALu > WALnD
WALwu (MomuduKarys, yaaieHue) —
WALn < RALn

RALn - RAL-ypoBeHp pnoctyna mnonb3oBatens. WALn — WAL-ypoBeHb noBepus
[IOJIb30BATENsl Ha IOHM)KEHUE YPOBHS KoHpuaeHuuaiabHocTh. RALu — RAL-ypoBenb
gyreHus nHpopmarmu. WAL — WAL-ypoBeHb IEHHOCTH HJIM YPOBEHb JOCTYIIAa Ha 3aliCh
(MonmuduKanmio, ynajaeHne) nHpOpMaInu.

Kontponupytorcs 10 ypoBuelt noctyna (Homepa 1-10). Yposuu 11-15 3ape3epBrupoBaHbI.
Bcem co3znaBaembiM nosb3oBaresisiM bl o yMon4aHHIO yCTaHABIMBAETCSl YPOBEHb JOCTYyNa
0 (mpu3HaK OTCYTCTBUSI KOHTPOJIS 10 MaHAATHOMY JAOCTYIy, T.€. II0JIb30BaTE€Id HMEIOT
BO3MO)KHOCTh YMTaTh U MOJU(HUIMPOBATH BCE NOCTYMHBIE UM MO MAaHJATHOMY HPUHIUITY
KOHTPOJIS IaHHBIE).

Co3natp nonb3oBarenst ¢ npou3BobHBIMU RAL/WAL-ypoBHSIMH MOXXET TOJBKO CO3/1aTelb
Bb/I. Ocransuble apmunucrparopel b/l (mosnb3oBarenn kareropuun DBA) umeror mpaso
co3faBarh nojib3oBateneil bJ] (MmuM M3MEHATh UM ypOBEHb JOCTYINa) TOJBKO B Mpenenax
OTBE/IEHHBIX JTaHHOMY aaMuHucCTparopy RAL/WAL-ypoBHe#l (Ha uTeHHe — He BbIIIE, Ha
3aluch — HE HUKE).

ITonp30Barenb MOXET SIBHO 3aj]1aBaTh YPOBCHb AOCTYyIla BBOAUMBIX IAHHBIX, YKa3biBasd B
CITMCKEC anI/I6YTOB YPOBHH OOCTYyIa JJIs1 COOTBECTCTBYIOIIUX 3anuceit U noneu (HpI/I Oorcpanuunu
INSERT wim UPDATE).

14
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RAL-ypoBenb 1 WAL-ypoBeHb BHOCUMBIX JJAHHBIX OEpYTCsl KAK MAKCUMYM YCTaHOBJIEHHBIX
RAL-ypoBHs 1 WAL-ypoBH Ui KaHaJ1a/I0Ib30BaTENs], BHOCSILET0/M3MEHSIOLIETO JaHHBIE.

3amuiaeMbpie OObEKTHI: TOTB30BATEIH, TAOIHIIBI, CTONIOIIB, 3aMTUCH (BHOCATCS TP INSERT),
noJist 3anuceit (M3MeHsroTcs mpu UPDATE).

Mpumep

create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

Ul cascade;
create or replace user Ul identified by
grant dba to Ul;

alter user Ul level("S",

drop user
'12345";
"C");
! <MeTka »OoCTyIa> NOJb30BaTesa ##3#4.
username U1/12345
! <MeTka pocTyna>
cozmaTens) .
create or replace table TAB1 (id int, name char (10));
! <MeTka pmocTyla> pobapygeMol sammcu ##44#4.
! Toslb30BaTEJyIb MOXET BHECTM CTPOKY ##4#4,
nHQOopMaLMM COBIanaeT
c !'WAL-ypOBHEM IOJIb30BATEJIA.
! Ho y moJib30BaTejyis HeT JOCTylla Ha 3aluck B Tabimuily,

Tabauuel ##3#4 (HaciemyeTcsa oT <METKM IOCTyIla>

T.k. RAL-ypOBEHb

T.k. WAL-
YPOBEHb TabOJIMIIEL

Bele !RAL-ypPOBHSA NOJIE30BaTEJIA.

! ommbxa 1070
insert into TABl wvalues (101, "'newl');

! <MeTka pmocTyla> pobapygeMol sammcu ##3#4.
! Tloslb30BaTEJIb HE MOXET BHECTM CTPOKy ##3#4,
MHOOPpMALIMM HMXE

!WAL-ypOBHSA IIOJIE30BATENA.

! ommbxra 1070
insert into TABl##3#4 values
! ommbxa 1070
insert into TABl##4#4 values
username SYSTEM/MANAGER

T.k. RAL-ypOBEHb

(102, "new2"') ;

(103, "new3");

drop user U2 cascade;

create or replace user U2 identified by

grant dba to U2;
alter user U2 level("S",

'12345";

"DSP") ,.
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| <MeTxka pmocTyIla> IOoJib30oBaTessa ##3#2.
username U2/12345

| <MeTxa pmocTyna> Tabnamuel ##3#2.
create or replace table TABZ2 (id int, name char (10));
insert into TAB2##4#4 values (102, 'new2');

Wudopmanuss 00 ypoBHSX [IOCTyNa XpaHUTCS B CHUCTEMHOH Tabmuue $$SSLEVEL (cm.
nokyMeHT «CYBJI JIMHTEP. CucteMHbIe TaOIUIIbI U TPEACTABICHUS ).

YnpaBneHue ypoBHeM OOCTyna nonb3oBaTtenemn

Jnsa ynpaBneHus ypoBHSAMHM JOCTyna Iosb3oBarenield coszparenem b/l ucnonb3yrorces
CJIEIYIOIINE 3aIPOCHIL:

Co3paHue ypoBHA
1] <co3pmaHue ypoBHS>: : =
CREATE [IF NOT EXISTS] LEVEL <uwms ypoBHsS™> = <HOMEp YPOBH>

[2] <ums ypoBHS>: := uaeHTU(DUKATOP
[3] <HOMep ypoBHS>: : = IEIOYUCICHHBIN JUTEpall B quana3one [1-10]
[Tpumep.

create level L10 = 10;

B Hpumeuanue
Homep ypoBHSI MOJKHO HCIIONIB30BATh B KAYECTBE HIACHTH(UKATOPA [P OTIPEICIICHUHN TOCTYTIa,
Hanpumep, AA#10#2#3.

I'IepeumeHOBaHMe YPOBHA
[1] <mepeumeHOBaHHE YPOBHS>: : =
ALTER LEVEL <uwms yposass> SET <HOBOE MM YPOBHI>

BrinonHenne gaHHOTO 3ampoca JOCTYIHO TONIbKO co3aarento b/l
Ha3Ha4yeHue ypoBHSA AocTyna nosib3oBaTesnto

HasnaueHue ypoBHS JOCTyma TOJb30BATEII0 BO3MOXKHO 4Yepe3 KOMaHAY OIpeleiIeHUs
MOJIb30BaTeNsl MO0 KOMaHay MOIU(UKALMK OIpeNeeHus IO0JIb30BaTesl C MOMOIIBIO
JIOTIOIHUTENBHON KOHCTPYKIMU LEVEL (<SRAL>,<WAL>):
[1] <ua3HaueHMe ypOBHS AOCTYIA MOJb30BATEIIO> & & =
CREATE USER <uwms nons3oBarens> IDENTIFIED BY '<napons>'
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
[2] <ua3HaueHME ypPOBHS JAOCTYIA MOJb30BATEIIO> : & =
ALTER USER <ums nonbs3oBaremns™>
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);

[Tpon3BoIbHBIE YPOBHHU JJOCTYIa MOXKET HAa3HAUaTh/U3MEHATh TOJIBKO co3aatens b/, mpoune
nosab3oBaten b/l MoryT Ha3Ha4aTh/M3MEHATh YPOBHU JIOCTYTA B Ipe/eiax Ha3HaUEeHHBIX UM
YPOBHEM.

IIpumepsl.

create user a identified by 'ASD'
level ("COB.CEKPETHO", "IJIA CJI.IIOJIB3OBAHUA") ;
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alter user b level ("COB.CEKPETHO", "IIJIsd CJI.IIOJIE3OBAHUA") ;

YnpaBneHue ypoBHeM AoCTyna K Tabnuue
B oneparopax ALTER TABLE m CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyNa JJIs
BCeH TaOmuUIIBl uepe3 KOHCTPYKIUIo LEVEL (SRAL>,<WAL>), HalIpuMep:

create table t (h INT, j char(10))
level ("COB.CEKPETHO", "IIJId CJI.IIOJIL3OBAHUA") ;

E Hpumeuanue
3aHpeHIeHO CO31aHUuC Ta6HI/IHBI C BBICOKMM YPOBHCM CCKPCTHOCTU Ha YCTPOﬁCTBe C HHU3KUM
YPOBHEM CEKPETHOCTH.

YnpaBrneHue ypoBHeM AOCTyna K cTonobuy Tabnuubl
B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyIa I
cTonb1a yepe3 KOHCTPYKIUo LEVEL (SRAL>,<WAL>), HalIpuMep:

create table t(h int
level ("COB.CEKPETHO", "IJIAd CJI.IIOJI3OBAHMA"), J char(10));

Ecnu st Tabnuipl 3aaHbl YPOBHM MaHJIATHOTO JOCTyMa, a AN KaKUX-TO €€ CTONOIOB
HE 3aJlaHbl, TO YPOBHU MAaHAATHOTO JIOCTYIa TaKHX CTONOIOB OEpyTCs PaBHBIMU YPOBHSIM
JOCTyTIa TaOIHIIBL.

NpeactaBneHue rpynn u ypoBHen B SQL-
BbIpa)KeHUAX

Beliiie ObL10 OIpeieneHo, 4To METKa TOCTyNa (MM MeTKa MOJIb30BaTeNsl) BCEIa COCTOUT U3
TPEX COCTABIISAIOIINX: HOMepa (UM UMEHH ) TPYIIbI U ABYX HOMEPOB (MMEH) YpOBHEH J0CTyna
(RAL, WAL):

[1] <wmetka goctyna>: : = #[[*|<rpymma>]#[[*]<RAL>]#[[*|[<WAL>]

<MeTKa IOCTYyIla> MOXET COIMPOBOXIATh KaK BCIO TaONHIly (3amuch TAONHUIIBI), TaK U
cTonOer] TabnuIIbI (I10JIe 3aIUCH ).

Koncrpykiusi Buna ### mpucBavBaeT MO0 METKY JOCTyHa TEKYIIero MOoJb30BaTels, a
KOHCTPYKIIMS BUIa #*#*#* ocTaBiseT METKy OCTyMa Mojis 0e3 N3MEHEHUSI.

[Ipumepsl.

update TEST set i###=200 where i=3;
update TEST#*#*#* set i=200 where i=3;
update TEST#*#"ICH"#* set 1=200 where i=3;

I'Ionyqel-me MHCbOpMaLIMVI O MeTKaX AocCcTtyna
Jis nomydenust nHGopMaIu 0 METKe JOCTYTIa UCIIONIb3yeTcsl BCTpoeHHas B SQL ¢yHKuus.
CuHTaKcuc

SECURITY({*|<ums cTon6ua>},{R'|W'|G"});
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OnucaHue

I) 'R'" | '"W' | 'G' — THO YacTH METKHU JIOCTYyTa WIHM yYKa3aHUE IS BbIJAYu 3HAYCHUHN
RAL, WAL 1 GROUP COOTBETCTBEHHO;

2) ¢yHKIMS BCeT/Ia BO3BpaAIllaeT 3HAUCHUE TUTIA integer, sSBIISIOIIeeCs 3HaYCHUEM YKa3aHHON
yactu MeTKu. [Ipu 3Tom ecrnu:

* B KauecTBE IMEPBOro NapameTpa ynoTpeOsieH CUMBOJ 3Be3/0ouka (*), TO pe3yiabTaToM
¢byHKIMU OyIeT ClIy)KUTh 3HaYCHHE YKa3aHHOW (BTOPHIM MapaMeTpOM) YacTH METKH
TeKyILIeHl CTPOKH;

* B Ka4ecTBE MEPBOTO MapameTpa yHnoTpeOIeHO UMs CTONONa, TO pe3yabraT (pyHKIHHA —
3HaYE€HHE YKa3aHHOW 4acTU METKU COOTBETCTBYIOLLETO CTOJ0LA TEKYLIEH CTPOKH.

3) dyHKIUI0O MOXKHO HCIIONB30BaTh B Tex Mecrax SQL-3ampoca, e mo CHHTaKCUCY
JIOTTYCTUMO HCHOJb30BaHUE CKASIPHON (YyHKIUMU. OTO MOXET ObITh TMOTy4YeHHE
cnpaBouHoil nHpopmaruu — Ha Beixoge SELECT-3anpoca wim B HTOMCKOBOM YCJIOBHH (B
WHERE-npennoxenun).

SELECT-BbIpaxeHus

Kpome Bermeonmcannoit gpyakmun SECURITY B SELECT-BbipakeHUSIX HET CIIEIIHAIBHBIX
BO3MO)KHOCTEH JUISI MCIOIB30BAaHUS METOK, KOH(PHUISHIIMATHLHOCTH U TIp. Bee melcTBus 1o
npoBepke noctyna npoussoadarcs aapom CYBJ[ JIMHTEP npo3pauno 1 monb30BaTes.

B Hpumeuanue

Boimonnsss nmouckoBele omnepanuu, sapo CYBJ[ Oymer mpuHMMare BO BHHUMAHUE TOJIbKO
AOCTyIHBbIe (BUAMMBbIE) TOIH30BATENI0 JaHHbIE. TakuM 00pa3oM, y KaKJOTrO IOJIb30BaTeIIs
OyZeT CBOe MPEACTaBICHUE O COJEPKAHUM TaHHBIX B b/ nin ee Tabnuiax.

CrnenoBaTenbHO, CyOBEKTHI, OOJMUEHHBIE OONBIIMM JOBEpHEM, OyayT BHAETH OOJbIIE
UHPOPMAILIUK TaM, TIe Jpyrue MOJIb30BaTeNH HANAYT JUIIb HEOONBIIYI0O YacTh JAAHHBIX
(IOCTYyIHBIX UM).

OpHako ecnv Ipu BBITOJHEHHM IOMCKOBOM OIEpaluy BCTPETHJIACh CEKPETHAs 3aIucCh,
YIOBJIETBOPSIOIIAS. YCIOBUSAM IIOMCKa, HO HE COOTBETCTBYIOIAs YPOBHIO JOCTYIa
MOJIb30BATENIA, Takas 3aluCh HE WIHOPUpPYETCA, a Bblmaercs koj 3aBepuieHus 1070
(HapymeHre MaHOAaTHOT'O OOCTyIa).

31ech HUCKIIIOYEHBI BCE BO3MOXKHBIE, Ja)Ke KOCBEHHBIE, Ja3eMKH, Tak KaK MpaBUIIO
BUJMMOCTH KacaeTcsl U TaKuX KOHCTPYKIUH, Kak arperatHbie GpyHkiuu. Tak, uHpOpMarus
O MUHUMAJIbHOM 3HAUEHHM JAHHBIX KaKoro-iubo crtonbia OyneT BbIJaHA, UCXOAS W3
JOCTYTIHOTO TI0JIb30BATENII0 MHOXKECTBAa 3Ha4eHUH 3Toro crombua. To ke kacaercs u
OCTaJIbHBIX arperarHeix QyHKIui (MIN, MAX, AVG, COUNT u ap.).

UPDATE, INSERT u MERGE onepaTtopbl

<MeTka IOOCTYyIla> BITHX OMEPaTOpax MOKET OTHOCUTHCS KakK KO Bcel Tabmulie (CTpoke),
Harpumep,

insert into auto<merxa gjoctTyna> values (...);

TaK U OTACIBbHBIM IIOJIAM, HAITPHUMED,

insert into auto (PersonID<merTka pmocTyna>) values (10000);

18
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B NEpBOM CJIyda€ CHHUTACTCHA, YTO MCTKa NOCTYyIla OTHOCHUTCS KO BCeil CTPOKEC, BO BTOPOM —
TOJIBKO K YKa3aHHOMY IIOJITO.

Ecnu nmpomymieHa <meTka JOCTymna> CTPOKH, TO MO YMOJIYaHHUIO Tpynmna OepeTcs paBHOMN
rpynne nosb3osarend, a RAL-ypoBens 1 WAL-ypoBeHb yCTaHaBIMBAIOTCS KaK MaKCUMYyM
RAL-ypoBHs u WAL-ypoBHs nons3oBarens. T.e. ayisg noas3zoBarens Ul ¢ <meTko# nocryna>
#1#5#1 BHOCUMBIE UM JJaHHBIE OyAyT UMETh <METKY JlocTymna> #1#5#5.

Ecin B xoHcTtpykumn UPDATE g crpokum wmnm ans moias <MeTKa JIOCTyNa> He
yKa3aHa, OHa OCTaeTcsi TOW Jke, 4TO ObUIa /10 KOPPEKTUPOBKU CTPOKU (IOJIs), TPHU
YCIIOBUM, YTO OIPEIEISAEMBI €10 YpPOBEHb IOCTYyNA Pa3pelleH I0JIb30BATEI0 Ul 3TOU
onepauuu. B nmpoTtuBHOM ciydae (kKorjga, HarpuMep, CEKPETHBIN IMOJb30BATENIb MEHSET HE
CeKpeTHbIE JaHHbIe 0e3 yKa3aHus ypoBHEH) BbaaeTcs Koa 3asepiuenus 1070 (Hapymenme
MaHIaTHOT'O IOCTyIla).

Ecnn 3anana <meTka A0cTyna> Moisi, TO pe3yJbTUPYIOIINN YPOBEHb JOCTYyNA JUIs OIS U JUIs

3allUCHU YCTAHABJIMBACTCA KaK MAKCUMYM ypOBHCfI 3aIlliCu " IOJIA.

ITpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create or replace user Ul identified by '12345';
grant dba to Ul;

alter user Ul level("CC", "NS");

username Ul/12345
! <MeTka pocTyna> Tabmamusl ##5#1
create or replace table tabl (id int LEVEL("CC","C"), name
char (10)
LEVEL ("CC","C")) ;

! <MeTka pocTymna> szanucu/nosent ##4#4

insert into TABL##"C"#"C" (ID##"C"#"C",NAME##"C"#"C") values
(101, "gwerty"');

! <MeTka pocTymna> szanucu/nosent ##4#4

insert into TABL##"S"#"S" (ID##"C"#"C",NAME##"C"#"C") values
(102, "abed'") ;

! <MeTka pocTymna> szanucu/nosen ##4#4

insert into TABL##"C"#"DSP" (ID##"C"#"C",NAME##"C"#"C") values
(103, 'zzzzzzzz");

insert into

! <MeTka pmocTymna> szanucu/mnosein ##5#5

TABL (ID##"C"#"C",NAME##"C"#"C") values (104, 'new');

! <MeTka pmocTymna> szanucu/mnosein ##5#5
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insert into TABl values (105, "new2');

B Hpumeuannus

1. Ecnu myist oGHOBIIsIEMO TaONHIIBI 3a/1aH TICEBIOHUM, TO CrienU( UK MaHIaTHOW 3aIUThI
JIOJDKHA CTOSTH ITOCJIE 3TOTO IICEBIOHNUMA.
update <ums Tabmnier>[AS <ncesnonum>| [#[<rpynna>|#[<RAL> |#<WAL>]]

2. Ilpu no6asneHnuu HOBO# 3armucu ¢ BLOB-3nauennsimu Bcrabka BLOB-3HaueHuii cunraercs
OTJIEIBHOM omeparuedt u B cinydae, ecinu B pexxume AUTOCOMMIT ommbka mpou3oiaér
nipu BctaBke BLOB-3HaueHuid, To oTkata 700aBIEHUS 3aMCH HE MPOU30UIET.

YHpaBneHMe MaHAaTHOM 3alMTOU Ha ypoBHEe cecCuun

s Toro 4ToOBI HE yKa3biBaTh Ipynmy, RAL u WAL B KaxaoM INSERT- unu UPDATE-
3arpoce, BBIIOIHAEMOM I0JIb30BATEIEM B TEKYIIEH CECCUU, MOKHO MCIOJIb30BATh KOMAHY:

SET SESSION DEFAULT SECURITY #[<rpymma>#[<RAL>J#[<WAL>];

KomManga pacrpoctpaHsieTcsi Ha BCe OTKPBIThIE JOUepHHE KaHalbl (KOTOpbIE YK€ OTKPBITHI
paHee Uiy OyIyT OTKPBITHI BIIOCIIEICTBUN).

[Tpumep.
create level "NS" = 1;
create level "DSP" = 2 ;
create level "C" = 3;
create level "CC" = 4;

drop user "TEST" cascade;

create user "TEST" identified by 'TEST';
grant DBA to "TEST";

username TEST/TEST

create or replace table a (i int, J int);
! TEST FOR 'INSERT'

insert into a wvalues(1l,1);

username SYSTEM/MANAGER

alter user TEST level ("DSP","DSP");
username TEST/TEST

insert into a values(2,2);

lok

set session default security ##C#C;
insert into a wvalues(3,3);

lok

set session default security ##CC#CC;
insert into a values(4,4);

12 rows

select security(*,'R'),security(*,'W') from a;
username SYSTEM/MANAGER

alter user TEST level ("CC","CC");
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username TEST/TEST

'4 rows

select security(*,'R'),security(*,'W') from a;
! TEST FOR 'UPDATE'

update a set 1=10,3=10 where i=1;

'4 rows

select security(*,'R'),security(*,'W') from a;
lerror: MandatoryViolation

set session default security ##NS#NS;

SET SESSION SECURITY #[<rpynna>#[<RAL>J#[<WAL>];

B ortimuune ot xomanasl SET SESSION DEFAULT SECURITY, mannast koMaHa BIHASIET
He Ha MmeTku noctyna B INSERT- wim UPDATE-3ampocax, a ycTaHaBIMBAaeT B KaHale
METKY JocTyna Juist paboTsl ¢ oobekTamu BJ] — Tabnuuamu, npencraBieHUsIMH U T.1. (110
YMOIJTYaHHUIO 3Ta METKa OepeTcs paBHOW METKE ypOBHs MOJIb30Bares). T.e. ¢ MeTKOM TocTyma,
YCTaHOBIIEHHOM KOMaH/I0H set session security, OyayT BHITOIHATHCS JIIOOBIE 3aIIPOCHI [0 TOMY
kaHairy. Komanaa Takke pacnpocTpaHseTcs Ha Bce JoUepHUe KaHaJIbl (KOTOPBIE YKE OTKPBITHI
panee uiu OylyT OTKPBITHI BIIOCIEICTBUH).

YcranaBnMBaeMblii KOMaHAOH YPOBEHb UTEHUS JIOKCH OBITh HE OOJBINE YCTAHOBJICHHOTO
B KaHaJle YPOBHS 4YTeHHs (IO yMONYaHUIO OH Oepercs paBHbIM RAL-ypoBHIO pocryma
MOJIb30BATEJIs).

YcraHaBnuBaeMblii KOMaH/I0M ypOBEHb 3alIUCU JIOJDKEH ObITh HE MEHbBIIE YCTAaHOBJIEHHOTO
B KaHaje ypoOBHA 3amucu (M0 yMoil4aHHMIO OH Oepercsi paBHbIM WAL-ypoBHIO AocTyna
MOJIB30BATEJIs).

Jns komang SET SESSION DEFAULT SECURITY u SET SESSION SECURITY MoxHO
IIPOITYCKATh 3a/IaHKE IPYIIIBI U YPOBHEH.

[Tpu nomeiTke cmensl rpynmbl B koManae SET SESSION SECURITY Oyxer BblgaH Koj
3apepuieHus 1070 (Hapymenme wMaHmaTHOTO mnocTyna) (T.K. B Ipyroi rpyrre Mbl
paborats He MoxkeM), x0T st komanabel SET SESSION DEFAULT SECURITY Ttakoit kox
3aBeplICHUs BblaBaThcs He OyzeT (T.K. Mbl MOkeM BHecTU b/l naHHbIe 1)1 Apyroi rpymmsl).

[Tpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create or replace user Ul identified by '12345';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username U1/12345
drop table TAB1 cascade;
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set session security ##4#4;

ommbra 1022

create table tabl (id int, name char(10)) LEVEL("NS","NS" );

ommbBra 1070

set session security ##4#3;

ommbra 1070

set session security ##5#4;

omMOKIM HEeT

set session security ##3#4;
create or replace table tabl (id int, name char(10));

username Ul1/12345

<MeTka mDocCTyIa> sanmcu/rnoisenn ##3#4

insert into TABl##3#4 values (104, 'newd');
<MeTka @pocTyrna> sanmcu/nosenn ##4#4

insert into TABl##4#4 values (105, 'new5');
set session security ##5#1;

<MeTka @pmocTyna> sanmcu/noseirr ##5#5

insert into TABl values (106, "newo');

MapkKknpoBKa OKYMEHTOB

ComnacHo apxutekrype OoTkpoIThiX cuctem, CYB/] JIMHTEP He mmeer cpeactB BhIBOJA
nHpopmaruu Ha gokymeHThl, oqHako JIMHTEP npenocTasiseT pa3paboTuyuKy MPUIOKEHUS
BCE BO3MOYKHOCTH JUIsI pean3aliiii MapKupPOBKH JIOKyMEHTOB.

Oynkiusa SECURITY, onucaHHas BbINIE, 00€CIIeYnBaeT HE TOJIBKO MOYYCHUE CIIPABOYHON
nH(OpMaIuu 111 aIMHHUCTPATOPA CPEACTB 3aIUTHI, HO U SBIISIETCS TIIABHBIM HHCTPYMEHTOM,
MTO3BOJISIONIM MPUIIOKEHUIO MAPKUPOBATh IOKYMEHTHI (BBIBOIUMBIC JaHHBIE).

Ha camom nerne, maBHYIO poJib IPU MapKHPOBKE HIPAET YPOBEHb KOHQPHUIECHIHMAIHLHOCTH
(ureHus1) — RAL-ypoBEeHb MOIy4YaeMbIX JAaHHBIX. [Ipu monydyeHun pa3HOypOBHEBBIX (IO
RAL-ypOBHIO) JJaHHBIX MAapKHUPOBKa IOKyMEHTOB JIOJIKHA OCHOBBIBATHCS HA YPOBHE CaMbIX
KOH(UACHIMAIBHBIX U3 HUX, T.€., HA MAKCHMaJbHOM YPOBHE MTOJYyYEHHOH HH(pOpMAIIUH.

CnenoBarenbHO, IPU MapKUPOBKE JTOKYMEHTOB OCHOBHBIM amlapaToM IpOrpaMMHUpPOBaHUs
npuioKeHus cranet Gpynkuusa SECURITY (..., 'R').

KoHTponb goctyna K B[l ¢ ceTeBbIX CTaHUUN

CVYB]/] JIMHTEP npencrasisier cob60oii MHOTOMONb30BaTeNbCKyl0 cuctemy. Ilonb3oBarenu
MOTYT MOJYy4aTh yAaJeHHBIH JocTyn K Bl ¢ pa3nuyHBIX CETEBBIX TEPMHUHAIBHBIX CTaHLMH
(ynaneHHbIX MoOJNb30BaTesbckuX KommbroTepoB). CYBJ[ JIMHTEP otnuuaer pa3nuyHble
CTaHLIMM CETH 10 UX MPOTOKOJY O0MEHa JaHHBIMU U YHHMKAJIBbHOMY CeTEeBOMY aJpecy B
IIpelenax OAHOro MPOTOKOJA.

CYB/I JIMHTEP no3BossieT aAIMUHUCTPATOPY CUCTEMBI O€30TIaCHOCTH PETyIMpPOBaTh AOCTYII
none3oBareneit k BJ[ mo cruegyromuMm KputepusiMm (B MOPAIKE OYEPEAHOCTH KOHTPOJIS
JIOCTYTIA):

1) mo BpeMeHu pabOThI MOJIL30BATENS;

22
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2) MO KOJMMYECTBY OJTHOBPEMEHHO aKTUBHBIX JIOTHYECKUX coenuHeHui Kk b/[;
3) MO CIUCKY pa3peleHHbIX IS JOCTYIa CTAHIINM;

4) 1Mo ypoBHSIM JIOCTYyTIa;

5) MO CIUCKY pa3pelIeHHBIX I JOCTYIIa TPYIIIL.

OcHOBOMOJIATAIOIITUM TTOHATHEM B IMPOIIECCE COMOCTABICHUS IOJIb30BATENS C YCTPOWCTBOM
sBisieTcs nmousatue cemesou cmanyuu. CereBoii ctannueit CYBJ] JIMHTEP cumraet nmob6oit
KOMITBIOTEP, UMEIOIINN YHUKAIBHBIM UICHTH(PHUKATOP — aJIpeC B CETH.

CYBJ JIMHTEP noaaepkuBaeT HECKOJIBKO TUIIOB CETEH, UTO TPEOYeT pa3IMUYHOIO MOAX0Aa
K UHTEPIPETALNH CETEBBIX aPECOB.

PaccmoTpuM cTpyKTypy ceTeBoro ajapeca. B o01iem cirydae ceTeBoit aapec COCTOUT U3 adpeca
noocemu (YHUKaJIBHOTO B TIpeJieaX BCCH CETH) U adpeca cmanyuu (YHUKAJIBHOTO B Ipeenax
noncern). CYB/[ JIMHTEP mno3BomsieT ynpaBisTh AOCTYIIOM, KaK Ha ypOBHE KOHEYHOM
CTaHIIMH, TAK U HA YPOBHE MojiceTu. B mocnenneM cinyyae orpaHiuueHusi, HaJI0KEHHbIE Ha BCIO
MOJICETh, BIUSIOT U HAa BCE CTAHIUH, PACTIOJIOKEHHbIE B TAHHOW MOJCETH.

Kaxnp1ii cereBoii anpec B CYBJI JIMHTEP xapakrepusyercs ciaelyrolMMU TapaMeTpaMu:

* THII ceTH (OIpeeNsieT BHYTPEHHIO CTPYKTYpY ajapeca);
* TN ajpeca (yKa3bplBaeT HA MOACETh WK KOHKPETHBIN y3el);

* ajapec B ceTH (COOCTBEHHO CETEBOM aJipec, B 3aBUCUMOCTH OT THIIA CETH, MOXKET BKIIIOYATh
aJipec MOJICETH, @ MOXKET HE BKIIFOYATH €T0);

* Macka pa3pelleHHbIX Tpynm (CTaHAapTHAss OMTOBas Macka, ONKCHIBAIONIAS, Pa3pellieH JIn
JOCTYI IaHHOM TPYNIIBI K CTAHINH);

* YpOBEHb MaHAATHOTO NOCTymna (MpOBEPSETCS BO3MOXKHOCTH IOJB30BATENS BBIOJIHSTH
COOTBETCTBYIOIIME OTIEPAIIMH 110 OTHOIIEHHUIO K JAHHOW CTAHIINH);

¢ MacCKa pa3spelICcHHOI0 BpEMEHU NOCTYyIIa (C TOYHOCTBIO 10 IIOJy4YacCa OIUCHIBACTCS BPpEMA,
pa3pCei€eHHOC U1 10CTYyIIa CO CTaHI_II/II/I).

Co3aTh HOBYIO CETECBYIO CTAHIMIO (M3MECHUTH XapaKTEPUCTUKH CYIIECCTBYIOIICH) MOXKET
TOJILKO aJIMUHHCTpATOp Oe3omacHocTu b/I.

[IpaBo Ha JOCTYIT C KOHKPETHOM CETEBOM CTAaHIMM MOXET OBITh MPEAoCTaBICHO
aJIMMHUCTPATOPOM O€30IaCHOCTH.

Jlnis ToxanbHOU ceTH, B KOTOPOM BCE CYIIECTBYIOIIME CETEBbIE CTAaHIMHU (U 100aBiIsieMble B
Oy/yIeM) HaxoIsATCsl B JOBEPEHHOM OKpYykeHuH B pamkax OC u ceTu, 10CTyl MOXKET ObITh
IPEIOCTABIEH KO BCEM CETEBBIM CTaHIMSAM JIMOO Cpa3y BCEM TEKYLIUM M MOTEHIMAIbHBIM
nosb3oBatensM CYB/I, nubo onpeneneHHo rpymne TeKyIuX HoIb30BaTeNeH.

[Tpu npengocTaBaeHNH IpaB MOTYT OBITh YCTAHOBJIEHBI BPEMEHHBIE OrpaHUYEeHUS 11 JOCTyTa
JTAaHHOTO MOJIb30BATENSI C KOHKPETHOW CETEBOM CTAHIIUU.

[Ipy mombITKE yCcTaHOBIEHHS coequHeHHus mnoacucrema 3ammtbl CYBJl BemonHseT
CIIEYIOIINE ACHCTBUS:

1) mpoBOAMT CTaHJAPTHBIC MPOBEPKU UACHTU(UKAIMH U ay TEHTH(PHUKALIUY TT0JIb30BaTEIIs;
2) mpoBepseT HaJIM4uue y MoJIb30BaTes Kateropuu Connect;

3) mosy4daeT y ONEpPAallMOHHON CHUCTEMBI THII CETH M aJpeC CETH — MCTOYHHUKA 3alpoca Ha
YCTAHOBKY COEIVHECHUS;

4) mpoBepsieT, OrpaHWYeH I JOCTYN JUIS JAHHOTO IONb30Barelis (M0 BPEMEHHBIM
MOKa3aTessiMm);
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5) MMPOBEPACT, CYHICCTBYCT JIM MJIsI OAHHOTO IIOJIB30BATCIISI CIIMCOK PAa3pCHICHHBIX HWIIN
3alIPCIICHHBIX CCTCBLIX CTaHLII/II\/'I;

6) eciu Takoi CIUCOK CYIIECTBYET, IOJIBEPraeTcs IPOBEPKE COBMA/IEHUE METOK JI0CTYIIa JJIs
MI0JIb30BATENSl U Pa3pelIeHHON CTaHIMK (TpYyIINa IMOJIb30BaTells 0JIKHA COAEpKaThCs B
MAaCKe TPYIII MOJIb30BaTeNIe y cTaHuK; RAL-ypOBEHb MOJIb30BATEIIA He JOJKEeH ObITh
BbIlle RAL-ypOBHS CTaHLUHU, WAL-YpPOBEHb I10JIb30BaTEIIs He J0JIKeH ObITh HU:Ke WAL-
YPOBHS CTaHIUH);

7) npu YCHCHIHOﬁ IMPOBEPKE pacCMATPUBACTCA BO3MOXKHOCTL JAaHHOI'O IIOJIb30BATCIIA
pa6OTaTI> C 9TOM CTaHIIUU B TeKanPII’I MOMCHT BPEMCHH,

8) eciu 3anperieHHbIX KOMOMHAIMM He 00HapYKEHO, TOCTYI pa3peniaeTcs.

WNudopmarnus 0 ceTeBbIX CTAHIMAX XPAHUTCS B CUCTEMHOHM Tabmuie $$S$SSTATION (cm.
nokyMeHT «CYB/I JIMHTEP. CucteMHbIe TaOIUIIbI U TPEACTABICHUS ).

NMst ctanmuu mpenctaBiser co00W HMACHTH(PUKATOP, KOTOPHIA MOXKET HCIIOIb30BaThCS
aAMUHUCTPATOPOM O€30MaCHOCTH IS pa3pelieHus (3amnpenieHus) J0CTyIa Mojib3oBaresei ¢
JTAaHHOTO YCTPOMCTBA.

XapakTepHUCTUKN CTAHIIUH BKJIFOUYAIOT:

* 00IIee YUCIIO HEYCTICITHBIX MOTMBITOK OOPAIICHHUs CO CTaHITUH,

* TEKYyIee YUCIIO HEYCICIIHBIX MOMBITOK OOPAIICHHS CO CTAHIINM;

* (naru gocTymna (JOCTYII 3anpelieH, TpeOyeTcs MPoBEPKa TPYIIIIb);
* YPOBHH JIOCTyIA C YCTPOUCTBA JJIsl MAHJATHOTO JIOCTYIIA;

* Macka pa3pemieHHbIX IS TOCTyIa TPYIIIT;

* Macka BPEMEHHOTO JIOCTyIa: OMTOBOE MOJIE Pa3peIIeHHOT0 BpeMEeHH paboThl CO CTaHIIUU
(C TOUHOCTBIO /10 TIOJIyYaca Ha HEeJIeT0);

* BpeMs [IOCIEIHET0 HEYJauHOI0 JOCTYIa;

* BpEMsI IOCJIEIHETO YCIEIIHOIO 10CTYIIa;

* J1aTa ¥ BpeMsl, HauuHasi C KOTOPOT'o JIOCTYII C IaHHOM CTaHLMU pa3peliaercs;
* J1aTa ¥ BpeMs, 10 KOTOPOTo AOCTYM C JaHHOM CTaHIIMM pa3pelaeTcs;

* MackKa pa3pelleHHbIX AJIs JOCTyNa JHEH Heelu.

YpoBHM MaHIATHOTO JIOCTYIA JJIsi CETEBOM CTaHIMU MPEACTaBISIOT coOOM nBa umcia (co
3HaYeHUsIMU U3 oTpeska [1-10]).

Macka pa3pemeHHbIX I JOCTyIa TPYIII MPEACTaBIsSeT cO00i OUTOBYIO MacKy U3 256 Our,
nepBbie 250 OUT KOTOPOH KOAUPYIOT pa3pelieHrue COOTBETCTBYIOIICH TPYNIbl HA TOCTYN K
CTaHIIMH.

[lara 1 BpeMs1, HauMHas ¢ KOTOPOTo TOCTYI C JAHHOM CTaHIMM pa3peliaercs, NpeaCTaBIsItoT
c000i1 OTHOCTOPOHHEE OrPaHNUCHHE Ha ATy Hauasla pa3pelieHus J0CTyIa ¢ JaHHON CTaHIIHN.

I[aTa " BpEMs, HAUUHAA C KOTOPOTO JOCTYII C JJAaHHOM CTaHIIMU 3alipeuiacTcs, NpeaACTaBIAOT
coboit OAHOCTOPOHHECC OIPAHUYCHUC HA ATy NPCKPALICHUA JOCTYIIa C JJAHHOM CTaHIIMU.

Macka pa3peuieHHbIX JUIsl OCTyIla JAHEW HeAenu NpeicTaBiseT co0oil OMTOBYIO MacKy
pa3pelleHHbIX AJIs A0CTYyNa JHEH HEeeNu.

CospaHue/yganeHne ceTeBOU CTaHUUM

[Tepen nucnonp30BaHWEM CTAHIMH €€ HeoOXoaumo crnenarh noctynHou s CYB/ JIMHTEP.
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DTO MOXKHO CACIaTb ABYMS CIoco0aMu:

1) co3narb craniwo (SQL-CHHTaKCHC IPUBEICH HIIKE), T.C. BKIIFOYHUTH €€ OTIMCAHUE B CITUCOK
CTaHIM (B CUCTEMHYIO Tabnuiyy $$$SSTATION);

2) nepeBectu CYBJl JIMHTEP B pexum OecnpensiTCTBEHHOW pabOThl C HEU3BECTHBIMHU
CTaHUUSAMHM (KaK YK€ YCTAaHOBJICHHBIMH B CETH, TaK U J00aBIseMBbIMH B Oyayliem)
(UNLISTED STATION). Ilpeamomnaraercsi, 4TO BCE TakWe CTAHIMM BXOIAT (U OymyT
BXOJIUTh) B IOBEpEHHOE OKpyxeHue B pamkax OC u ceT.

I[J'ISI YHOpaBJICHUA pa60‘{I/IMI/I CTaHIMAMHU CO3JaTCIIEM BI[ HCIOJIB3YIOTCA CIICAYIOIIHC
KOMaHbI:

1) co3manue cTaHIUU:

[1] <cosmanme cTaHIHI>: : =
CREATE [IF NOT EXISTS] STATION <ums ctaHuuu>
PROTOCOL <ceTeBoi mpoTOKOI>
ADRESS <aapec cranmmmn>

[LEVEL (<RAL><WAL>)]

[<pabouee Bpems>];
[2] <wums craHmm>: : = <uAeHTU(UKATOP>
[3] <ceteBoil MPOTOKOI>: : = <CUMBOJIBHBIN JINTEpAT>
[4] <anmpec craHuuMu>: : = <CHUMBOJIbHBIN JUTEpAT>
[5] <RAL>: := <unentuduxarop>
[6] <WAL>: := <uneHTtu]puKaTrop>
[7] <pabouee Bpems:>: : =

{ENABLE | DISABLE} LOGIN
{ALWAYS | <rpaduk 1o BpeMeHI>|<rpaduk mo gHsm>}
[8] <rpadwuk mo BpemeHn>: : =
FROM <gpewmst Hauasia paboThr>
TO <Bpems okon4yanus padoter>[FOR <gam paboThr>]
[9] <rpaduk mo gHAM>: : =
{SINCE <nara nauana>}|{UNTIL <gara okoH4aHus>}
[10] <Bpems Hadana paboter>: : = 'HH:MM'
[11] <Bpems okoH4aHust paboTer>: : = 'HH:MM'
[12] <gHM paboTBL>: : =
<neHb Henem> {[,<meHb Hemen>] ...}
[13] <menb Hemenu>: : =
'™MON''TUE'|'WED'|'THU'|'FRI''SAT'|'SUN'
[14] <para mauana>: :='DD.MM.YYYY'
[15] <nmara oxonuanus™>: := 'DD.MM.YYYY'

Onuusa IF NOT EXISTS OTMEHSIET BBIIOJIHEHHUE OllepaTopa, €Clid yKa3aHHasi CTaHIUs yKe
3apeructpuposana B b/I.

2) ynaneHue CTaHIMH:

DROP STATION <umsa cranimm>;

MU3meHeHuUe napameTpoB CeTeBOM CTaHLUUMn

[Tpu HEOOXOAMMOCTH MapaMeTPhl CTAHIIMKA MOYKHO U3MEHHUTH ¢ TOMOIIbI0 SQL-nipenoxenHus
ALTER STATION, KOTOPOE UMEET CIECAYIOIIMN CUHTAKCHUC:

ALTER STATION <umsa cranumum> [SET <HoBoe uMmMa cTaHumMm>]
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[LEVEL(<RAL>,<WAL>)] [<pabouee Bpemsa>];

YnpaBneHne 4OCTYNOM K CTaHLUU

3anpoc:
GRANT ACCESS ON UNLISTED STATION TO {<umsa rpynner> | ALL};

paszpemiaer paboTy cO BCeX TEKYIIMX U BHOBB J00aBISIEMbIX CTaHIUIl, KOTOPbIE HAXOISATCS
B JIOBEpEHHOM OKpykeHuHu B pamkax OC u cetn nmu6o Bcem nonws3oBareins CYBJl JINMHTEP,
00 TOJNBKO MOIH30BATENSIM YKa3aHHOW TPYIIIHI.

3anpoc:

REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
3amperiaer paboTy C TEKyLIMX UM BHOBb J00aBIISIEMbIX CTAaHLUN, KOTOpPbIE HAXOIATCSA B
noBepeHHOM OKpyxeHuH B pamkax OC m cetn nmubo BceM nonb3oBarens CYB/[ JIMHTEP,

7100 TOJBKO MOJIb30BATESAM YKa3aHHOM TPYIIIIbI.

Crnenyromire JBa 3arpoca Mo3BOJISIOT aIMUHUCTPATOPY O0€30MacCHOCTH YIPABIAThH JTOCTYTIOM
C CETEBBIX CTAHIIMH JJIs1 UACHTU(UIIUPOBAHHBIX CTAHIIUM.

GRANT ACCESS ON STATION <umsa crauuvm> TO {<muma rpynns> | ALL};
REVOKE ACCESS ON STATION <umsa crauumm> FROM {<umsa rpynner> | ALLY;

SQL-npennoxenne GRANT ACCESS pazpemaer AOCTyl A IpyHmnbl ¢ UMEHEM <M
T'PYTIINE> WK AJI BCEX I'PYIIT CO CTAHIUU <MMsS CTaHLIUM>.

SQL-npennoxenne REVOKE ACCESS 3ampelaer JOCTyH JUIsl TPyHbl ¢ UMEHEM <MMS
T'PYTIINE> WK AJIS BCEX I'PYHIT CO CTAHIUN <MMS CTaHLUM>.

3awumTta BBOA4a-BbiIBOAA HA BHELWWHUU HOCUTENb

CYB JIMHTEP ucnons3yeT BHENTHUE yCTPOHUCTBA IOCTOSHHOTO XpaHESHUS HH(POPMAITUH JIJIs
pa3MerieHus Tabaul JaHHBIX U BPEMEHHBIX pabouux (haisios.

Pacnionoxxenue koHkperHoro oobekra b/ (¢aitna tabnuikl, BpemeHHOro padouero (aiina)
BHYTpH b/l onHO3HAYHO MACHTUDUIUPYETCS YemblpexcumMBONbHbIM UOEHMUDUKAMOPOM —
JIMHTEP-umenem ycrpoiictBa. JIMHTEP-ums ucnons3yercs npu co3gaHud HOBBIX TaOIHIL
WJIM U3MEHEHUH pacIoyiokeHus (ailyioB cTapbIX.

Nudopmanuss o coorBerctBuu JIMHTEP-uMenu ycTpoiicTBa M COOTBETCTBYIOIIETO €My
peanbHOr0 (U3MYECKOTO YCTPOMCTBA XPAaHHUTCA B CHCTEMHOU Tabmuie $S$SSDEVICE (cwm.
nokyMeHT «CYBJI JIMHTEP. Cuctemnble TaOnuilbl U OpeacTaBieHus»). JlanHas Tabmuma
co3aaercs aAMUHUCTparopoM O6e3onacHocT Bl 1 10CTymHA TOJIBKO eMy.

Onucanue JnoCTyma K YCTpOMCTBY (cronbery $S$SSDESCR)  BKIIOUAET — CIIEMYIONINE
COCTABJISAIOIIHE:

1) memka oocmyna — Habop U3 AByX 3HaUeHUW: RAL 1 WAL. CIy>KUT JIJIs1 TPUHYAUTEIBHOTO
KOHTpOis Hanx co3ganuem dainoB b/l (daitmoB Tabmuir W BpeMeHHBIX (HaiyioB) Ha
ONHUCHIBAEMOM YCTPOMCTBE:

* RAL-ypoBeHb ycTpoiicTBa mpeacTaBiseT co0oi MakcuManbHbli RAL-ypoBeHb
00BEKTOB (TabIHII), KOTOPBIE MOTYT OBITH Pa3MEIICHbI HA JAHHOM YCTPONCTBE;
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* RAL-ypoBeHb ycTpoiicTBa mpejacTaBiseT co00il MHUHUMAIbHBI YPOBEHb JOCTYIa
nosnb3oBatens (RAL-nonp3oBaresns), HEOOXOIUMBIHN I CO3JAHUS 3TUM I0JIb30BaTENIEM
00BbeKTOB (TalNIUI U BpEMEHHBIX (PaiijIoB) HA JAHHOM yCTPOHCTBE;

 WAL-ypoBeHb YCTpOHCTBa MpEACTaBIsIeT coO0i MakcuManbHbli WAL-ypoBeHB
MOJIL30BATENs, HEOOXOAUMBIH JIJIS yIaeHUs TaOIUIIbI;

2) macka npusHakos Oocmyna — TPOBOAMUTCS WM HE IPOBOJUTCA IPOBEpKa IOCTyIa
K COOTBETCTBYIOLIEMY YCTPOMCTBY, 3alpellleH WM HEeT JOCTyl K HeMy UEJIMKOM
Juls cucTeMbl. B mocnenHem ciydae Bce 3ampochl Ha CO3JaHHE HOBBIX (ITOJTy4YEHHE
MH(POPMALIUH U3 CYLIECTBYIOIINX) 00BEKTOB OyIyT OTBEprarhCs;

3) macka pazpewtenus docmyna Aiis TPYIII MOIB30BaTeNeil — onmuckBatoTcs Bee 250 rpymi.

CyuiecTByeT JONONHUTEIbHBIA IapaMETp, IO3BOJISIIOIIMNA YIPaBIATH JOCTYIIOM JJIs
YCTPOWCTB, OTCYTCTBYIOIIMX B Ta0auume ycrpoiictB. OH ykaspiBaeT, Oyger Ju
3anpammBathest MHpopMamus o HeonucaHHbIX JIMHTEP-ycTpoiicTBax y omepanuoHHOMR
CHCTEMBI, HJTH 3aMPOChl HAa pabOTy C JAHHBIMU yCTPOHCTBaMU Oy/IyT OTBEPraThCsl.

Jns  ynpaBieHus KOHTPOJIEM YCTPOMCTB coszaareneM bJ[ ucmonb3yrorcs clienyromme
KOMaH/BbI:

1) co3manue ycTpoiicTa:
CREATE [IF NOT EXISTS] DEVICE <umsa ycTpoiicTBa>
DIRECTORY <kaTanor>
[COMMENT <xomMmeHTapmn>|

[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];

<uMsa yCTpoMCcTRBRa>

JIMHTEP-ums, wucnoib3yeMoe B Ka4eCTBE MMEHHM YCTPOMCTBA TMpHU  YKa3aHUH
pacnonoxeHus (aiaoB co3aaBaeMbIX TaOIUII.

<kaTaJjior>

CuMBoONbHAS CTPOKA (UTHHOM 0 256 CUMBOIIOB), ONPEIEIIAIOIIas MECTONON0KEeHNE (TTyTh)
(B TepmuHax cootBercTByromEeil OC) daiinoB Tabaui Npu UX CO3AaHUM (B KOMaHE
CREATE TABLE) Wi MOAU(DUKAIIUN MECTONONOKEHHS 3 TUX (ailioB (B koMaHae ALTER
TABLE).

Omneparop CREATE DEVICE co3naer HoBoe JIMHTEP-ums, xoropoe BmociencTBuu
MOXET HCIIOJIb30BaThCS B 3alpOcax Ha cozaanue (Moxudukanuio) tadbmuu. [Ipu coznanuu
YCTpOWCTBA MOXET OBITh yKa3aH KOMMEHTApHil K HeMmy (MOSCHEHHE O Ha3HAYeHUHU
YCTPOICTBA) U YPOBHM JIOCTYIIA K YCTPOUCTBY.

Onmus IF NOT EXISTS oTMEHSET BBIIIOJIHEHUE oniepaTopa, eciu ykazanHoe JIMHTEP-
M3 yCTPOUCTBA yxke cyuiecTByeT B b/l
2) ynaneHue ycTpoiicTaa:

DROP DEVICE <ums ycrpoicrea>;

Komanna ynanser JIMHTEP-ums ycTpoiicTBa U3 criucKa pa3penieHHbIX UMEH.
3) MoauduKamus mapaMeTpoB yCTPOKUCTBA:
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ALTER DEVICE <umva ycrporicrea> [DIRECTORY <xaTanor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];

Komanga mno3Bonsier usMenuth 3HaueHue JIMHTEP-umenu (nmyte k ¢usmueckomy
YCTPOMCTBY) U YPOBHH 3aIIUTHI YCTPOHUCTBA.

[Ipu wucnonp3oBanum omnepatopoB ALTER DEVICE u DROP DEVICE He00X0OUMO
YUUTBIBaTh, YTO CYIIECTBYIOLIME (ailyibl, pacrolioKeHHbIE HAa HOBBIX YCTPOMCTBax, MOTYT
CTaTbh HEAOCTYIIHBIMU JJI1 HEKOTOPBIX I10JIb30BATENCH.

3HaueHue (copepikaHue) ycrpoiictBa SYOO ompenenseTcss B MOMEHT CTapTa CHUCTEMbI
U He MOKeT ObITh Iepeolnpene/ieH0 B IPOM3BOJIBHBIN KaTajlor, HO BCE OIpaHUYCHMS,
HaJIOKCHHbIE Ha HEro, OyyT BBIMOJIHATHCS OOBIYHBIM 00pa30M, 32 HCKIIOUYEHHEM OTHOLLICHHH,
HeoOxonumblx i (yHkunonuposanusst CYBJl JIMHTEP u coorBeTcTByrOmUX paboumux
¢aiinos.

4) pa3permuTh rpymnme/BceM Moab30BaTeNsAM IOCTYI K YCTPOUCTBY:

GRANT ACCESS ON DEVICE <mmsa ycrporicTea> TO {<umsa rpynmne> | ALL};

5) 3ampeTuTh rpymnme/BCceM MOoIb30BATEISIM IOCTYII K yCTPOMCTBY:
REVOKE ACCESS ON DEVICE <umsa ycrponcrea>
FROM {<mmsa rpynmner> | ALL};

CrnenuanbHBIMM KOMaHJAaMH aJMUHHCTPATOp OE30MacHOCTH MOXKET pa3peliuTh WM
3alpeTUTh JOCTYNl K YCTPOMCTBaM, KOTOpbl€ HAaXOAATCA (MM MOTYT HaXOAMUTHCS B
Oynyiiem) B JOBepeHHOM OKpykeHMH B pamkax OC M ceTu Kak Juig BCEX TEKyIIUX
u Oynymux mnonb3oBarened CYBJl, Tak U g ONpeAETIeHHOM TIpyHmbl TEKYIIHMX
II0JIB30BATEIIEH.

6) pa3peuuTh rpymne/BceM MoIb30BaTeNsAM JOCTY K He3aperuCTPUPOBAHHBIM YCTPOUCTBAM:
GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynmne> | ALL};

Komanna pasperaet padoty ¢ JIMHTEP-umenamu ycTpoiicTB U3 TOBEPEHHOTO OKPY KEHUS
cpeactBamu omnepaunoHHoit cucremsl (CYBJl Oyaer 3ampamuBarh HH(GOPMAIHMIO O
(bu3nUeCcKOM PacCHOIOKEHIH YCTPOUCTBA Y ONEPALIMIOHHON CHCTEMBI).

7) 3anpeTUTh IPyIIe/BCEM MOIB30BATENAM JOCTYI K HE3apErUCTPUPOBAHHBIM YCTPOCTBAM:
REVOKE ACCESS ON UNLISTED DEVICE FROM {<umsa rpynmnes> | ALL};

Komanna 3anpermiaer pa6oty ¢ JMHTEP-umMenamu ycTpoicTB U3 TOBEPEHHOTO OKPY KEHUS
CPEICTBAMHU ONEPALUOHHON CUCTEMBI.

IIpn wucnonb3oBaHuM KoMaHAbl REVOKE ACCESS HeOo0XOIUMO YYHTBIBATh, 4YTO
CYILIECTBYIOLIME O0bEKTHI, PACIIONIOKEHHbIE HA HOBOM MECTE, MOTYT CTaTh HEIOCTYTHBIMU
JJIs1 COOTBETCTBYIOLIMX I'PYIIII.

WNudopmanus o Bo3mokHocTu padotsl ¢ IMHTEP-umenamMu npon3BosibHO HCIIONB3YEMBIX
YCTPOMCTB (T.€. ¢ YCTPOMCTB U3 JJOBEPEHHOTO OKPY)KEHU) pacnonaraercs B onucanuu b1
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KOHTpO.Hb LUeJIOCTHOCTU CpeaAcTB 3alinTbl AaHHbIX

B cocraB kommiekca cpenctB 3amuthl AaHHbix CYBJ[ JIMHTEP Bxomst cienyromue
KOMIIOHEHTBHI:

* TOJICUCTEMA JUCKPEIMOHHOTO JI0CTYTIA;

* TOJICKCTEMa MaHJAaTHOTO JIOCTYTIA;

* JHUCHETYEp JOCTYIA;

* MOICHCTEMA OYKMCTKH ITaMSITH;

* TOJICKCTEMa KOHTPOJIS BHEITHUMHU (DU3UIECKUMH YCTPOMCTBAMHU XpaHEeHUsI HHPOPMAIIUH;
* ToAcHCcTEeMa KOHTPOJS TOCTYIA C BHEIIHUX YCTPOMCTB;

* ToAcHucTeMa UACHTU(UKALIUY U ayTeHTU(UKALINY;

* TOACHCTEMa PETUCTPALIUU COOBITUH.

KC3 CYBJ JIMHTEP peanu3oBan B Bue yacTu ucnoiusemoro koaa siapa CYB/l. [maBHbli

komrioHeHT KC3 — gucneryep AocTyna, KOTOPBIA MOMydYaeT yIpaBlIeHUE Ha PAHHUX dTanax
unumanuzanu CYB/] no 3amycka nmpouenyp o0ciyKuBaHUs MOIb30BaTENBCKUX 3aIPOCOB.

Hanpreiimas padora CYB/l npoucxomut nmox korTposiem KC3.

Ienoctaocts KC3 B CYB/l JIMHTEP 3kxBHBaneHTHA LENOCTHOCTH IPOIrPaMMHOTO KOJa s1ipa
CYBJ JIMHTEP.

Hns mpoepku nenoctHoct CYBJ] npuMeHsieTcss yTUIIMTA MO/ICYETa KOHTPOJIBHBIX CYMM,
KOTOpasi co37aeT Ha BbIxoAe Gail, colmepKalliil KOHTPOJbHBIE CYMMBbI MPOBEPSEMBIX
¢aiinos. llenoctHocte CYB/] cuntaercs moATBEPKICHHOH B CiTy4ae, €ClIA Pe3yIbTHPYIONINe
KOHTPOJIbHBIE CYMMBI COBITAJIH C KOHTPOJIbHBIMU CyMMAaMH, IPUBEACHHBIMH B TOKYMEHTAIUH.

IIpoBepka BelnosHAETCA NEpe]] Kax1bIM 3amyckoM siapa CYB/I.
[Togcyer KOHTPOJNBHBIX CYMM BEAETCS TOJNBKO JUISl YKa3aHHBIX B Tabmuue 2 ¢aiiinoB ¢

MOMOIIBIO YyTUIUTHI count. 3amycK JAaHHON yTUIUTHI (TOCTABIIIEMO B COCTaBE AUCTPUOYTHBA
CYB/Jl JIMHTEP) npou3BoAUTCS ¢ TOMOIIBbIO KOMaHTHOW CTPOKH:

count <mmMmsa odanmga>

3HaueHHEe KOHTpOJ'II;HOfI CYMMBEI BbBIJACTCA HAa TCPMHUHAI, U €TI0 HYKHO TOJIBKO CPAaBHHUTH C
MMPUBCACHHBIMU B Ta6n1/1ue z SHAYCHUSAMMH.

Ta6nuua 2. [IpoBepsiembie Ha 1IeNTOCTHOCTH UcnonHsembie Moaymu CYB/] JIMHTEP

Nwms daiina Tun OC Pa3mep (B DOYyHKIUOHAJIBHOE KonTtpoabnas
OaiiTax) Ha3HaYeHHue cymma
gendb Co3nganune u
koH(purypuposanue bJ|
linter SAnpo CYB/ JIMHTEP
sqlD SQL-tpancasTop
intsrt? [Iponieccop copTupOBKU
tspD TpaHcnsTOp NPOUEAYPHOTO
SA3bIKa
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HNwms ¢paitna Tun OC Pa3mep (B DYyHKIHOHAIBHOE Kontponbnasn
OaiiTax) Ha3HAYeHHe cymMMa
loltp VYipasneHue pacrpeeieHHbIMU
TpaH3aKIHIMHU
linapid JDBC-cepBep
count VYTunura moncuera
KOHTPOJIBHOM CyMMBI (paitina
testdb Yrunuta tectupoBanus bJ|
dbs tcp CereBoii apaiiBep cepBepa
dbc_tcp CeteBoil npaliBep KIUEHTa

1
) [Tpyu HanuuMK yka3zaHHOTO IIpoLecca B ycTaHoBouHOM Karanore CYB/I.

NoacyeT KOHTPOSILHOMN CYyMMbI

Ha3HauyeHue

Hns kontpons uenoctHocty KC3 CVYB/] JIMHTEP wucnone3yercs yrtuiaurta count,
KOTOpasi MOACYUTHIBAET 32-0UTHYIO KOHTPOJbHYIO cymMMy (aiina. Ee ucrnonb3oBanue Takxe
1enecoodpa3Ho i KOHTPOJISI HEM3MEHHOCTH BCEX HCIOJNHSEMBIX MOAYNEH, KOHTPOJIbHBIE
CYMMBI JJIsl KOTOPBIX MPHJIararoTcsl.

OnucaHue

[IpowsBoautcss pacuer 16-0aliTHOM  MOCIEAOBATEILHOCTH  CHMBOJIOB, OJIHO3HAYHO
UISHTU(OUIMPYIONTUX 3aJlaHHbId  Qain. PacdeT ocymecTBiIsieTcss ¢ HCIIOIb30BaHUEM
pPacpoCTPaHEHHOTO AJITOPUTMA BBIUUCICHUS ay TEHTUDUIIUPYIOIIMX KoJoB Message Digest B
peXUME CIETUICHHS TI0 MPOMEKYTOYHOMY PE3YJIbTaTy BHIYUCICHU.

3areM pe3ysbTaT CyMMHUPYETCS CO CABUTOM IS TOJIYYCHHS pe3ylbTUpYONIeH 32-OuTHOMN
KOHTPOJBLHOM CyMMBI.

Ucnonb3oBaHue

Komannas ctpoka:

count <mmMma o¢anjaa>

3HayeHHe KOHTPOJIBHON CyMMBI BBIIA€TCA Ha TEPMHUHAN, U €T0 HYXHO TOJBKO CPaBHUTH C
MPUBEIEHHBIMU B TAONMUIE 2 3HAYECHUSIMHU.

DMCI’IGT‘-Iep AOCTYynNna

Hucneruep nocryna CYB]] JIMHTEP peanu3oBan B BHJI€ HECKOJBKHUX B3aMMOCBSI3aHHBIX
MPOrPaMMHBIX (PParMEHTOB, KaKIbIH M3 KOTOPBIX KOHTPOJUPYET CBOIO 00JacTh AEHCTBHIA
CVYBU.

[lepBasi wacTh OOCITY)XHMBaeT MOJACHCTEMY IMCKPeHNUOHHOro poctyma. OHa moxydaer
yIpaBJIeHUE T0ciIe pa3doopa 3amnpoca. B 3TOT MOMEHT MOTHOCTBIO OTPE/ICTICHBI BCE OOBEKTHI
JOCTYyTIa ¥ 3alpaiiuBacMble 10 OTHOIICHUIO K HUM JeicTBus. Jlucmerdep BeIOMpaeT Bce
NpaBuila, KacarolIMecs 3alpallnBaloIero MOJIb30BaTelNs, W, B COOTBETCTBUHU C 3allPOCOM,
MPOBEPSIET, JOCTYIHBI JIU TpeOyeMble OOBEKTHl B JAHHOM 3ampoce. Takke mpoBepseTrcs
BO3MOKHOCTH pa0OTHI C BHEIIHUMH YCTPOWCTBaMH. JlaHHBIN (pparMeHT MOXET 00paImaThes
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K MOJACHUCTEME HACHTU(UKALMK 3a TOATBEPXKIECHUEM (3ampeToM) ACHCTBUIA, CBA3aHHBIX C
KaTeropusiMu nojb3oBareneil (Connect, Resource, DBA).

Bropast wacte oOciyxuBaeT mnoicucteMy HAeHTU(UKAMK U ayTeHTuukaruu. OHa
[IOJly4yaeT YNpaBICHHME B MOMEHT OTKpbITUSA Jorudeckod cBasu ¢ CVYBJl npu
U3MEHEHUU INpaB I[0Jb30BaTeNell M TaOMUIbl CEeTeBbIX CcTaHUMHA. JlaHHBIA (parMeHT
obecreunBaeT UACHTUPHUKALINIO, Ay TCHTU(UKALIIO, IPOBEPKY KAaTeropuil J0CTy1a, IPOBEPKY
COIIOCTaBJICHHUS 10JIb30BATENIEH C YCTPOHCTBOM.

Tperuil ¢parMeHT NONy4aeT YHpaBICHUE NpPU KaXKIOW omepanuu MaHUIYISLIUU C
KOHKPETHBIMM JIaHHBIMU — NP Moidy4yeHuu ux u3 BbJl, mpoBeneHun omeparnuii Haj HUMH,
3anucu B Tabnuipsl b/l, Beljaye JaHHBIX MMOJIB30BATENIO U T.I. B 3TOM ciyyae npoBepsitoTcst
MaH/aTHbIE MPaBUJIA J0CTYIIA.

Yerepthiii pparment aucneruepa jpocryna CYBJ] JIMHTEP oGecneunBaer H30JALUIO
[apaJUIeJIbHO  BBINOJHAIOMIMXCS 3ampocoB. OH Takke OCYIIECTBISET IJIaHUPOBAHHE
00paboTKH 3alpocoB, KOHTPOJUPYET WX KBAHTOBAaHME M OTCIIEKHBAET BCE BO3MOXKHBIE
HapyILIEHUs U30JALUHU ITPOLIECCOB, BBIOIHAIOIUXCS 10 PA3HBIM JIOTUYECKHUM CBS3SM.

Bce ¢parmenTsl aucneTruepa AOCTyma B Ipolecce paboTbl oOpamaroTcst K IMoJCHCcTeMe
peructpanuu coOsituii CYBJ] JIMHTEP, koTopast MOKET MPUHATH PELIEHUE COINIACHO CBOUM
napaMeTpam O PerucTpaluy COOTBETCTBYIOIIUX COOBITUI B TaOIuIlEe COOBITHI.

CospnaHue bl

Coznanne BbJ] JIMHTEP BeimonHseTcs ¢ MOMOLIbI0 YTHIUTHL gendb (CM. JOKyMEHT
«CYB/] IMHTEP. Co3nanue u xoHdurypupoBanue 6a3bl JaHHBIX»). B mporiecce renepanuu
co3naroTcs (aibl cUCTeMHOM 1 padoueit b/1.

CucrtemHasn bl

Cucremnas b/l npeacrasinser co6oit Habop U3 Tpex TabauIl, coaepKaluX MeTauH(pOpPMaIIUIo,
T.€. IaHHBIE O IAHHBIX:

1) $$SSYSRL (daitnbl ¢ umenamu 1.*) — tabmuua tabnuu. CoaepXuUT HHGOPMALIUIO O
TaOIMIIaX: UM, UACHTU(PHUKATOP BIIAJICNIbIIA, YUCIO CTOJIOIOB, pa3Mepsl (GaitioB U mp. ITO
karasor Tabnui b/l, BEIOIHEHHBIH TaK)Ke B BUJIE TAOHIIbI;

2) SSSATTRI (aitnel ¢ umeHamu 2.*) — tabmuma ctono1oB. CoaepkXutr HWHOOpMAITUIO
0 cToJIOIaxX TaONHIl: UM, MMPUHAUISKHOCTh K TaONHIle, TUI JaHHBIX, HHPOpMaIus 00
MHJICKCaX, OTPAHUYCHHS [IETIOCTHOCTH H TIp.;

3) $S$SSUSR ((aitbl ¢ mmeHamu 3.*) — tabnuna nosmHoMounid. ConepkuT MHGOPMAIIHIO O
MIOJIH30BATENSAX U MX TIOJIHOMOUUSX NIPU paboTe ¢ TaONUIIaMHK, POJISX U TIP.

KpOMe OIMMCAHWI TT0IB30BaTEIBbCKUX Ta6J'II/IH, CHUCTCMHBIC Ta6J'II/II_[bI COACpKAT U CBOHU
COOCTBEHHBIE OIIMCAHUS.

ITocne renepanuu cuctemMHoit b/l ¢ momompro yTuiauTel gendb oHa OyaeT CoaepkaTh
CJIeTYIOIINE TAOIUIIBI:

* $$SSYSRL — OonMCaHMs TPEX CUCTEMHBIX Tabuil: $$SSSYSRL, SSSATTRI, $SSUSR;

* SSSATTRI — onucanus 13 cTOIOOB CHCTEMHBIX TAOJIMIL;

* $SSUSR — ONMCaHWE EIWHCTBEHHOTrO Iojb30Bareis B/, mMmeroliero moaHOMOYHS Ha
YTEHHUE TpU paboTe CO BCEMU CUCTEMHBIMU Tabmuiamu (agmuuauctparopa bJl).
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[Tpu co3ganuy HOBBIX TAOMHII U TIOJIB30BATEIBCKUX MPEACTABICHUA WM MPU U3MEHEHHH
IMOJIHOMOYHM cOCTOssHHE cucTeMHO# b/l MeHseTcs.

Coznanve Moib30BaTEeIIbCKOM TaOJIMIIBI/TIPEACTABICHHS BJI€UeT 3a Co00il ao0aBieHuEe ee
onucaHus B $$SSYSRL u onucaHuil ee ctondnoB B $$SATTRI. [lpu ynanenun Tabauiisl
CVYB/l BbinonHseT 0OpaTHbIE AEWCTBUS.

Hoctyn k mro6oi Ttabmuie (mosib3oBaTenbckoi/cucteMHoil) bJl  ompenensiercss 1o
nH(pOpPMAIUU U3 CUCTEMHBIX TaOIUII.

CucremHbIe TaOIUIIBI COJEPKAT KUZHEHHO BaXKHYTO 11t paboTsl b/l nndopmaruio.

N3Mmenenne naHHoi I/IH(i)OpMaI_II/II/I MOXET IIPUBECTU K KATACTPOPUIECKUM MOCICACTBUAM.
Bo u30exanne M3MeHEHUs MOJIBL30BATENIMU CUCTEMHBIX TaOJIHI] JOCTYIl K HUM 3anpenieH
IJIs1 BCeX IMOoJIb30BarteJiei (I[an(e aIMMHHUCTPATOP b/I umeer nuip NPUBUJICTHIO SELECT).

Bce HeoOxomuMble M3MEHEHHUS B CHCTEMHBIX TaONMuIaX B Mpolecce paboThl MPOU3BOIUT
tonbko sapo CYB/] JIMHTEP.

CTpyKTypa CUCTEeMHbIX Tabnuy,

CucreMHEbIC Ta6J'II/II_ILI, TaK KC, KaK U MMOJIb30BAaTCIbCKUEC, COCTOAT U3 CTOJ'I6I_[OB, 10 3HAaYCHUAM
KOTOPBIX BO3MOXKCH ITOHCK.

OnHako cpeau CTONOIOB CUCTEMHBIX TaOIHIl €CTh CTONOIBI, COAEpKalIne B OaAHTOBOM BHIIE
MHTETPUPOBAHHYIO UH(DOPMALIKIO O BKIOUEHHOM B 3Ty Tabnuny oowsekte b/I. Ilpunoxenuto,
HE SIBJISIIOIIEMYCSl CUCTEMHBIM, 3Ta MHpopMalus yaiie Bcero He TpeOyercs. KnneHnrckue
npuwioxkenus padorarotr ¢ CYB]] Ha ypoBae SQL-3ampocoB K MoJIb30BaTEIBCKUM TaOIUIIAM.
Bcto npouyto paboty Beinonsser CYB/I.

TonbKO CHCTEMHBIM HMPHIOKCEHHSIM MOXKET MOTPeOOBaThCS MH(POPMALIHS O PACIOIOKCHHH
daitnoB B/l, 0 ToM, KaKk OTIMYUTH 0Aa30BYI0 TaOIUIy OT MPEACTABICHHUS, O THUIE, JUIMHE
CTOJIOIA | TIp.

CocraB 00s13aTeIbHBIX CUCTEMHBIX TAOIHII;

* $$S$SSYSRL — naHHBIE 0 Beex Tabnunax/mpeacrapieHusx b/l;
* $$SATTRI — maHHBIE O BCEX CTONOLAX U UX arpulyTax mo BceM Tabnunam BJl;

* $$SUSR — maHHbBIE O BCEX MOIb30BaTessix b/l, possix, Ha3HAYEHUU POJIEH MOIb30BATEISIM
b/l u ux npuBUIEerUsiX.

Crpykrypa cucteMHbix Tabmui, ommcaHa B gokyMmeHte «CYBJl JIMHTEP. Cucremusie
TaOJIUIbl ¥ IPECTABICHUSY.

Pabouas b

B pabGoueit BJ] comepkarcs MuHEMYM dYeThipe ¢aiina (Ipu HAIMYUK HECKOJIBKUX (aitioB
CHUCTEMHOTO JKypHaJia X MOXKET OBITh TOpasao OoJbIIe):

1) 1.31 — pabounii daiin Out-BekropoB. IIpeaHazHaueH s CBONMHTA OUT-BEKTOPOB OTBETOB
OZIHO 1 MHOTOIIEPEMEHHBIX 3aIIPOCOB;
2) 1.41 — paGouwii (aitn XpaHUMBIX TPOLEAYP U OBICTPOH 3aTrPy3KH;

3) 1.51 — paGountii daiin coprupoBku. [IpeaHazHadeH 1151 BBIOTHEHUS COPTUPOBKH OTBETOB
U npeuiokeHuil Tuna group by B SQL-onepartopax;
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4) 000001.61, 000002.61, ... — daitnel cuctemMHoro >xypHana. I[lpenHazHayeHbl A7
BE/ICHUSI NpPOTOKosia 000 Bcex M3MeHeHusx, npousBereHHbXx CYBJl B cucremHoit u
1oJb30BaTeNnbCKoi b/l (ceaHChl UTeHMs B XKypHaJe He PeruCTPUPYIOTCS).

@aiin 6uT-BeKTOpOB HUcnoib3yeTcs sapoM CYB/l mis xpaneHust HHGOPMALUU O TOM, KaKue
3aIMCH BOILUIM/HE BOLUIU B OTBET (MOXKET OBITH POMEKYTOUHBIM).

HporpaMMa Sort mocieaoBaTeIbHO 06pa6aTLIBaCT 3allpoCbl Ha COPTUPOBKY, IMO3TOMY
KaXK bl pa3 B (baﬁﬂe 1.51 3anmChIBaIOTCS HOBBIC JaHHBIC, KOTOPBIC COPTUPYIOTCA OO KOHIIA.

Pasmepsl ¢aitnoB gomxHbI ObITH onpeneneHs! 1o 3amycka CYB/[. OnHako OHM HE OCTaloTCs
(UKCHUpPOBaHHBIMU Ha MPOTSDKEHUM Bcero ceanca pabotsl siapa CYB/I, a pacmupstores o
Mepe HEOOXOJMMOCTH 10 YCTaHOBJICHHBIX JINMHUTOB.

WHnumanusauma Komnnekca cpeacTB 3aWmnThl AaHHbIX

be3 ununmanuzaumu KC3 CVYB][ JIMHTEP He Oynmer momjep>kKuBaTh OONBIIMHCTBO M3
OIMCAHHBIX BbIlIE QPYyHKIMIA (YIIpaBIeHHE IPyIIIaMH, YPOBHHU JAOCTYIIA, 3aLUTY YCTPOMCTB U

mnp.).
B npornecce nannumanmzanun KC3 co3narorcs HeoOXoauMsbie 1iis €€ paboThl PeCypChI:

1) AJI TIOAACPKKH MCXaHU3Ma MCTOK JOJIKHBI 6LITB CO31aHbI Ta6J'II/II_IBIZ
* $SSSLEVEL;
* $SSGROUP.

2) s paboTHI anmapara CoroCTaBICHHUsI [TOIb30BATEIs C CETEBBIM YCTPOHCTBOM HEOOXOAUMO
cos3zathk Tadnuiy $$$STATION;

3) ans paOoThl MOACUCTEMBI 3AIIMTHI BBOAA-BBIBOJA HA BHEIIHUN HOCHUTENb Tpebyercs
co3farh Tabnuny $$S$DEVICE;

4) 1A pa60TLI MOJACHUCTEMBI perucTpanuu CcOOBITHI HY>XHO CO31aTh Ta6J'II/II_Iy SSSAUDIT;

5) Ans yCTaHOBIEHHS «OTHOILIECHHUI» MEXKly KOHKPETHBIMU MOJIb30BATENISIMU U KOHKPETHBIMHU
o0beKTaMH ciefyeT co3aarh Tabnuiy $S$SRELATION.

Bce BhimenepeunciaeHnble TaOnuIpl co3gaores ¢ noMoibeio SQL-¢aiioB extsec.sqgl
U security.sqgl, KOTOpbI€ IOJKHBI OBbITH BBIMOJIHEHBl (C MOMOIIBIO YTHJINTHI inl)
aJIMUHHCTPATOPOM 0€30MaCHOCTH.

s saToro Heobxonumo 3anmyctuth sapo CYB/] JIMHTEP, 3arem, monb3ysce yTwinTo# inl,
3alyCTUTH Ha BhImonHeHne SQL-daiinel security.sql uextsec.sql:

inl -u SYSTEM/MANAGER -f security.sgl
inl -u SYSTEM/MANAGER -f extsec.sqgl

[Tocne BeIMONHEHMs naHHOro makera 3ampocoB sjapo CYBJ JIMHTEP nHeo6xomumo
nepe3anycTuTb. Tonbko mpu cienyroeM 3anycke sapa CYBJ[ OyayT BKIIIOYEHB! yKa3aHHbIE
MexaHn3Mbl KC3 1 mpoTokonnpoBaHus.

© AIMHUHHMCTPHUPOBAHUE KOMILTeKca cpeAcTB 3ammThl JaHHbIX. 3A0 HIIII « PEJI9KC», 1990-2023 33



MOHUTOPUHI KOMNJIeKca CpeaACcTB 3alUUThbI
OaHHbIX

CYB/] JIMHTEP mno3BoisieT XpaHUTh OJHOBPEMEHHO HH(OpMAIMIO, MPUHAIICKAILYIO
Pa3IMYHBIM I10JIB30BATEIISAM, IOAACPKUBATE CIOKHYIO HEPAPXUYECKYIO CTPYKTYPY HOCTyIa K
JaHHBIM. J[J1s1 KOHTPOJIS Ha/L TOCTYIIOM IOJIb30BaTeNEH K TaHHBIM U JUIs TUKBUIALIUN OIINOOK
WINA TIPOTUBOPEUYHH B CTpYKType 3amuThl b/l ciyxuT mojcucrema perucrpanuu coObITUI

(aymout).

Jannas noxcucrema sisisiercst HeorbemiieMoit yacteto KC3 CYBJ[ JIMHTEP.

CYB/] JIMHTEP no3BoisieT perucTpupoBaTh CIeIyIONe COOBITHS:

¢ BKIIIOYCHUC MCXaHHU3MOB I/IZ[GHTI/I(i)I/IKaIII/II/I n aYTCHTI/I(l)I/IKaHI/II/I;

* 3ampochl Ha JocTyl K pecypcaM B/l

* co3gaHue, MOAU(UKAIMIO U YHHUTOXKEeHHE 00beKTOB B/l;

* JIeWCTBUA [0 U3MEHEHHUIO NpaBui pasrpanndenus nocryna (I1PI);
* BCE NOMNBITKU JocTyna K b/1;

e JnerictBusa anMuHucTparopa bI.

Tabnuna peructpamuu coObiTHii $SSAUDIT wumeeT 8 CTONOIOB,

MMPEACTAaBICHHBIX

B Tabnuiie 3. bosee moapoOHO WX copep)KaHUe pacCMaTPUBACTCS HUXKE.

B Hpumeuanne

Cpencrsa nporokonuposanus CYB/l JIMHTEP npenocTaBiasioT agMUHUCTPATOPY BCETO JIMLIb
BO3MOXKHOCTh cOopa mH(popmanuyu 00 MHTEPECYIOUX €ro COOBITHSIX; Ui €¢ 00paboTKu U
aHaJu3a JI0JDKHBI pa3padaThIBaThCs CIICIHMATbHBIC PUIIOKCHHUS.

Tabnuua 3. Ctpykrypa Tabnuis! peructpanuu $$SAUDIT

HNms cronbua Tun gaHHbIX Coaep:xanue

EVENTTYPE smallint Ncrounnk coOwiTus (TI01630Batensb, sapo CYB/,
KC3 sppa CYB/)

EVENTID smallint Tumn coObITHS (3aMIpoc Ha AOCTYT, U3MEHEHHUE
[P/ u T.11.)

USERNAME char(66) WMs monp30BaTelIst, ”HUIIMHPYIOMIETO COOBITHE

SOURCEADR char(24) CeTeBoif aipec UCTOYHUKA COOBITHS

OBJECTNAME char(134) [TonmHOE MMsT 00BEKTa, OOpaIeHHEe K KOTOPOMY
BBI3BAJIO COOBITHE

OBJECTTYPE smallint Tun o6bekTa, K KOTOPOMY OTHOCHUTCS COOBITHE

BODY byte(58) JonomauTenpHas HHGOPMAITUS O COOBITUN

USERTEXT char(240) [Tonp3oBaTenbckoe cooOIIeHNE

Tabnuua $$SAUDIT uMeeT cleAyoe 0COOEHHOCTH:

1) oHa He coznaercst aBToMarnuecku npu co3nanuu bJl. Jlns ee co3nanus aiMUHUCTPATOPY
b/l HeoOxomuMo BBHIIOTHUTH (aiin security.sql;

2) 3amyck MonuTopunra KC3 (aynura) ocymectBisiercss koMan10il AUDIT START, IpU 3TOM
B HYJICBOH 3alMCU CHCTEMHOM Tabmuibl $S$$SYSRL ycTaHaBnuBaeTcs (piar akTMBHOCTH
MOJICUCTEMBI ayJHTa;
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3) ocraHOB ayauTa MPOUCXOAMT MO KomaHae AUDIT STOP, mnpu D3TOM B
HYJIEBYIO 3allUChb CHUCTeMHOW Talmuuel $S$S$SSYSRL  3aHOcuTcs HHGpopMmanus o0
OCTaHOBKE HPOTOKOIMpoBaHUA. [Ipu BO30OHOBICHUM MPOTOKOIUPOBAHUS BCE COOBITHS,
YCTaHOBJICHHBIE /IO OCTAHOBKH NPOTOKOJIMPOBAHUS, OylyT aKTUBUPOBAHBI;

4) oTMeTKa B TabJHIIE PETUCTPALMU MOXKET OBITh IIPOM3BE/IECHA MOIH30BATENEM C TOMOIIBIO
koMaHapl AUDIT MESSAGE <TexcT CcoobmeHusa>. DTo ObBaeT HEOOXOIUMO
B CiydYae, €ClM IMOJIb30BaTeib XOYET OCTaBUTh aIMHUHHMCTPATOPY OE30MAaCHOCTH HEKOe
COOOIIEHHE;

5) cneunanbHOM  XapakTEepUCTHKOM  Tabmumsl  $SSAUDIT  sBAsSETCS  Mapamerp
RECORDS_LIMIT —y4ucIo 3anuceil B JaHHOU Ta0IuLie, IPY NPEBBIILIEHUH KOTOPOTO S1pO
CYB/Jl JIMHTEP Gynet pa3Memniarh HOBBIE 3alMCH HA MECTE CaMbIX CTapbIX 3aIHCel;

6) AN UCKJIIOYEHUS TOTepU HAKOIUIEHHOM HMH(OpMAnUM [OKHO OBITh pa3paboTaHo
CreLMaIbHOE NPUIOKEHHE, KOHTPOJIUPYIOIIEe CTENEeHb 3all0JHEHUS Tabaub! $$SAUDIT
Y aBTOMAaTUYECKU BBIIPYXKAIOLIEE JaHHBIE U3 HEE IIPU YIPO3€ MEPEIOIHEHNUS,

7) u3MeHATh 3HaueHKe napamMeTpa RECORDS LIMIT MOXKET TONbKO agMuHucTparop b/l;

8) mns noctyna K Tabnuie $$$SAUDI T HeoOX0JUMO UMETh COOTBETCTBYIOIIUE MTPaBa TOCTyIa
U KaTeroputo noas3osarens DBA;

9) CYB/] JIMHTEP He no3BoJsieT apxuBUpoBaTh Tabmuiy $$SAUDIT oTaenbHO oT Beelt b/
(T.€. €e MO)KHO COXPAaHUTh TOJIBKO B apXUBHOM (aiine Bceit BJI);

10) npu pabore ¢ Tabnuueit $$SAUDIT CYB/] JIMHTEP ucnonbs3yeT TOIBKO OIUH PEKUM

paboThl TpaH3akIMii — AutoCommit.

Onucanue cToa0noB Tabmumel SSSAUDIT:

1) EVENTTYPE - wucTo4HHMK COOBITHSA, MOMJIEXKAIIero perucrpanuu (tabmuma 6).
Hcrounnkom perucTpupyeMbix coobiTrii MOTYT ObITh simpo CYBJI JIMHTEP (nanpumep,
npu co3naHuud HoBoro obowekta) m KC3 (Hampumep, mpu peructpanuu odpamieHus K
HEJOCTYITHOMY OOBEKTY);

2) EVENTID — unentudukarop tuma coobitus (Tadmuus! 8, 9, 10, 11 u 12);

3) OBJECTTYPE - wunentudukarop ooObekta bBJl (tabmuma 7, mopoauBiiee
MIPOTOKOJIUPYEMOE COOBITHE);

4) SOURCEADR - cereBoii ajgpec CTaHIMHM KJIMEHTA. DTO 3HAYCHHE HECET peabHYIO
nH(GOPMAIUIO TOIBKO IPU HE HYJIEBOM 3HAYEHUH THUIIA UCTOUYHUKA (IIPU CETEBOM paboTe);

5) USERNAME — umst cxemsl (10Ib30BaTeNsi). ITO HAMMEHOBAHHUE CXEMBI (ITOJIb30BaTENIA),
OT MMEHHU KOTOPOTO MHHUIIMHPOBAHO COOBITHE (HAIIpUMEp, MMsI TOJIbh30BaTeNs, KOTOPBIH
oOpaTuics K HeoCTynmHOMY eMy 00bekTy bJ1);

6) OBJECTNAME — momnoe mms oObekta BJl. D10 mMs oObekra, mpu OOpalleHUd K
KOTOPOMY BO3HHKIIO PETUCTPUPYEMOE COOBITHE;

7) BODY — nononauTtenbHast nHGopManus o coObITuu (Tadmuna 4);
8) USERTEXT — nonp30BaTenbCKkoe COOOIMEHUE O TIPOTOKOIMPYEMOM COOBITHH.

Ta6muia 4. Ctpykrypa nosist BODY Tabmuier $$SAUDIT

IMose cTpyKTYpHBI Tun naHHbIX KommenTapuii
SQL

EventTime date ata u Bpems COOBITHS
Reserved byte[16] 3ape3epBUPOBAHO
SourceType smallint Tum coObITHS
SourcePid int Wnentudukarop npouecca-ceppepa
SourceRPid int Nnentuduxarop nporecca-KIneHTa
SourceSocket int CereBoil mopT (COKET) Mpoliecca-KINeHTa
EventStatus int Cocrosinue Bomnonuenus CYBJ[ JIMHTEP

© AIMHUHHMCTPHUPOBAHUE KOMILTeKca cpeAcTB 3ammThl JaHHbIX. 3A0 HIIII « PEJI9KC», 1990-2023 35



MOHI/[TOPI/[HF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

ITosie cTpYKTYpBI Tun nanHbIX KommenTapuii
SQL
SourceStatus int 3ape3epBUPOBAHO
SourceSystemStatus nt CocTosiHue onepanuoOHHON CUCTEMBI

st ynoOcTBa aHanu3a HHPOPMAIIUK O TPOTOKOIUPYEMBIX COOBITHSIX MPH BHIMOIHEHUH (haiiina
security.sql co3naerca npeacrasienue AUDIT EVENTS (tabmuua 5).

Tabmuma 5. Crpykrypa npencrasieanss AUDIT EVENTS

Cronben Tun 1aHHBIX KommeHnTapuii
SQL

Event time date ara u Bpemsi COOBITHS
Username char(66) Wms monb3oBarens
Event type char(19) Tum coObITHS
Eventid char(19) Nmst coObITUS
Networkaddress  |char(24) CeTeBoil anpec KIMEHTa
Objectname char(134) Nwmst o6bexTa B/
Sourcepid int Wnentuduxarop npouecca-cepsepa
Sourcerealpid int Nnentuduxarop nporecca-KIMeHTa
Socket int CereBoil opT (COKET) Mpolecca-KINEeHTa
Status int Cocrosinue Boimonnenus CYBJ[ JIMHTEP
Osstatus int Cocrosinue Boinonnenust OC
Usertext char(240) [Tonp3oBarenbekoe COOOIICHIE

Tabmuma 6. Unentudukaropsl HCTOYHUKOB COOBITHI

Hnentuduxarop HUcTounux codbITus KommenTapuii
HCTOYHHMKA

1 SYSTEM EVENT CucremHbie COOBITHS

2 RESOURCE EVENT CoObITHS, CBA3AHHBIC C U3MCHCHHUEM
cTpyKTypsl b1

3 AUTHORIZATION EVENT CoOBbITHS, CBSI3aHHBIE C IOJCUCTEMOM
aBTOpHU3ALIHI

4 TABLE EVENT CoObITHSI, CBSI3aHHBIE C KOHKPETHBIMU
TabIMaMu

5 CHANNEL EVENT Kananbubie coObITHS

Tab6muma 7. Kogel 00bexT0oB B/

Kop MHeMOHUKA KomMmenTapuit
0 LOBJ NONE Heonpenenenusiit 00beKT
1 LOBJ USER [Tonwp3oBarens wim cxema b/{
2 LOBJ ROLE Poub
3 LOBJ LEVEL YpoBeHb gocTyna
4 LOBJ_GROUP I'pynna nonb3oBarenei b/
5 LOBJ STATION PaGouas crannus
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Kon MHeMoOHUKA KommenTapuii

6 LOBJ NODE VY3en gokanbHOU ceTu

7 LOBJ DEVICE YerpoiictBo xpaneHus ¢aitnos bJ{

8 LOBJ TABLE Tabnuua bJ{

9 LOBJ VIEW [IpencraBnenue bJ{

10 LOBJ SYNONYM CuHOHMM 00BEKTa

11 LOBJ EVENT CoOsbiTue b/]

12 LOBJ PROCEDURE Xpanumas npouenypa b/

13 LOBJ TRIGER Tpurrep bJ1

14 LOBJ CURSOR Kypcop (BbiOOpKa 3amuceii)

15 LOBJ TABLE ID Wnentudukarop Tabauisl, K KOTOPOH y MOJIb30BATENS
HET JI0CTyIa

16 LOBJ _SEQ [TocnenoBarenbHOCTh

17 LOBJ CSET Konogast crpanuna

18 LOBJ TRANSL IIpaBuio TpaHCIALKMUA KOJOBBIX CTPAHUIL

19 LOBJ CSAL Annac

20 LOBJ PROC ID Nnentudukarop xpaHuMoi npoueaypsl, npu
00paboTKe KOTOPOI BOSHUKJIA BHYTPEHHSISI OIIMOKa
snpa CYB/] JIMHTEP

21 LOBJ TRIG _STRUCT Wnenrudukarop cpaborapirero Tpurrepa (pu JIr000oM
OKOHYaHUH)

22 LOBJ COLUMN Cronben TabnuILIbI

23 LOBJ PARAMETER [TapameTp napaMeTpuuecKoro 3amnpoca

24 LOBJ GLVAR ['moGanpHas mepeMeHHas MPOIETYPHOTO s3bIKa

Yn paBJsieHne MOHUTOPUHIOM

st ynpaBieHUs MOHUTOPUHTOM IIpEeIHA3HAYEHbI CIEAYIOINE KOMaH IbI:

1) HacTpolika MPOTOKOIUPOBAHUS;

2) TPOTOKOJIMPOBAHHUE TTOJIb30BATEIIHCKOTO COOOIICHHS;
3) HayaTh KOMMEHTHUPOBAHUE TPOTOKOJIUPYEMBIX COOBITHIA;
4) OTMEHUTHh KOMMEHTUPOBAHHUE MTPOTOKOIUPYEMBIX COOBITHIA.

HacTpoiika npoTokonMpoBaHus

Cneuundmkauusa

[1] <uactpoiika mpOTOKOJIUPOBAHUS> : : =

AUDIT {<cocTosiHue NpoTOKOIUPOBAHUS> | <HapaMeTp NPOTOKOIHPOBAHUS >}
[<ums cOOBITHS™> [<OOBEKT MPOTOKOJIUPOBAHUS>]|

[<CyOBEKT MPOTOKOIUPOBAHUS ™|

[<ypOBEHb IPOTOKOJIMPOBAHUS™ |

[<yclioBHE TPOTOKOJIMPOBAHUS |

[2] <cocTosiHHE MPOTOKOIUPOBAHUS> : : =

START|STOP|ENABLE|DISABLE|CLEAR
[3] <wums coObrTus™> : : = <uaeHTU(UKATOP>
[4] <oObekT mpoTokonmupoBaHus™: : = ON <upeHTUPUKATOP>
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[5] <cyObekt nporokonupoBaHus™: : = FOR <ums nons3oBarens™
[6] <ypoBeHb NPOTOKOJIMPOBAHUS>: : =

BY {SESSION | STATEMENT | ACCESS}
[7] <ycnosue nporokonupoBanus™>: := WHEN [NOT] SUCCESS
[8] <mapameTp NPOTOKOJIMPOBAHUS>: : =

SET {RECORDS | DAYS} LIMIT <ueno4ucieHHBIN TUTEpaT>

CuHTakcu4veckue npaBuna

1) Jonyctumbie <mmeHa COOBITMI> TPUBEACHBI B Tabmumax 8, 9, 10, 11 u 12.

2) JomycTumbie TUIBl <OOBLEKTOB IPOTOKOJIMPOBAHMI>!

Ecin

USER <uM4A MOJIB30BATEIS>;

USER <nMd CXEMBIL>;

ROLE <uMs posin=>;

LEVEL {<uMs ypoBHS AOCTyna> | <uJIeHTU(UKATOP ypOBHS JOCTYyIa>};
GROUP <M Ipyniibr>;

STATION <I/ILLeHTI/I(p1/IKaT0p CTaHIUU>,

NODE <uMs y3J1a JIOKaJIbHOM CETH>;

DEVICE <uMs yCTpOMCTBa™>;

TABLE [<ums cxembr>]|.<uMs TaOIUIIBE>;

VIEW [<uMs cXeMbI>].<uMs MpeACTaBICHUSI ™,

SYNONYM <uMsga CHHOHUMA™;

EVENT <uMS$ COOBITUS>;

PROCEDURE <uM$ XpaHUMOU IIPOLIETyPbLI>;

TRIGGER <ums TpUrrepa>;

CURSOR <ums kypcopa>;

LOCK <cuCTeMHBII HIeHTU(UKATOP OJOKUPYEMOH TaOIUIBE>;
SEQUENCE <uMmd moJjib30BaTeiids> <UM4 ITOCJIEA0BATEIbHOCTU>;
CHARACTER SET <mMs KOOUPOBKU>;

TRANSLATION <uMs nIpaBHIa TPAHCIISIUN>;

ALIAS <pMg anmaca>.

KOHKPETHBI ~<OBBEeKT NPOTOKOJMPOBAHMA> HE  YKa3aH,

IMPOTOKOJIHUPOBATHCA JOCTYII KO BCEM o0BbeKTaM BZ[

Oynet

<O0BBEeKT MNPOTOKOJMPOBAHMA> JIOJDKEH CYIIECTBOBATh HA MOMEHT CO3/IaHUs COOBITHS
IIPOTOKOJIMPOBAHHUS.

O6wwme npaBuna

1) B noncucreme aynura CYBJI JINMHTEP npeaycMoTpeHo 4eTbIpe TUIa yCTaHOBOK:

* 2100a1bHble — YCTAHOBKH, IEHCTBYIOIINE JIJIsl BCEX IMOJIb30BaTelNeil 1 00beKToB b/I;

00veKxmHuble — YCTAHOBKY JIJII KOHKPETHBIX 00beKTOB b/I;
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* NnepcoHanbHble — YCTAHOBKH ISl KOHKPETHBIX MoNib3oBareneit b/1;
* JIOKANbHble — YCTAHOBKH MEXIYy KOHKPETHBIMH IIOJh30BATCISIMU M KOHKPETHBIMHU
oowexkTamu B/I.

Cuavaia IIPOBCPAIOTCA n1o0abHEIE YCTAHOBKH, 3aT€M YCTAHOBKH [JIsSI KOHKPETHBIX
00BEKTOB BI[, 3aTEM YCTAHOBKH IJIs1 KOHKPCTHBIX rojib3oBarenei. Ilocie IMPOBCPAIOTCA
JIOKAJIbHBIC YCTAHOBKHM.

Ecnu 3amana mo6anbpHas yCTaHOBKA, TO HAJIMYME YCTAHOBOK JUIi KOHKPETHBIX 00OBEKTOB
B/l yxe He npoBepsiercs. B mpoTtuBHOM ciiydae (eciu mio0anbHasi yCTaHOBKA HE 3a71aHA)
IIPOBEPSETCS HAJMYUE YCTAHOBOK U1l KOHKPETHBIX 00beKTOB b/,

Ecnu 3amana ycraHoBKa Ui KOHKpeTHOro oObekra bJl, To Hamu4ue ycTaHOBOK MM
KOHKPETHBIX I0JIb30BaTENIEH yKe HE MpoBepseTcs. B IpoTUBHOM cilydae (eciii yCTaHOBKa
JUIs KOHKpeTHoro oOwekta BJI He 3amaHa) mpoBepsieTcs Halu4uMe YCTaHOBOK ISt
KOHKPETHBIX I10JIb30BATEIICH.

JlokanpHbIE YCTAaHOBKM MPOBEPSIOTCS B JIIOOOM cilydae (HE3aBUCHMO OT TOTO 3aJaHbl JIU
100abHBIE YCTAHOBKHU WJTM YCTAHOBKH JIJISI KOHKPETHBIX 00BheKTOB/Mob30Barenei bJ1).

[Tpumepsr:
AUDIT ENABLE SELECT; (rmo6anpHasi yCTaHOBKA);
AUDIT ENABLE SELECT ON AUTO; (0o06bekTHast yCTaHOBKA);
AUDIT ENABLE SELECT FOR SYS; (nepconasbHast yCTaHOBKA);
AUDIT ENABLE SELECT ON AUTO FOR SYS; (JiokanbHasi yCTaHOBKA).
2) Onmust <CoCTOSAHME MPOTOKOJIUPOBAHMI>

START

KOMaHI[a AKTUBU3HUPYCT INOACUCTEMY ITPOTOKOJIUPOBAHUA.
STOP

Komana oTK/II09aeT NOACUCTEMY IPOTOKOIMPOBAHUS.
ENABLE

Komanna pasperraer mpoTOKOIMPOBAaHHE YKAa3aHHOTO COOBITHS U JIOJDKHA BBITIONHATHCS
IIPY aKTHBHOW IOJCUCTEME NMPOTOKOJIMPOBAHMS (IIOCIIE BBIIOJHEHUS KOMaHAbl AUDIT
START).

Pe3ynbTaThl BRINOJIHEHUS! KOMAH/bI:

a) ecnu <umMs COOBITMS> HE 33JaHO, MPOTOKOIUPYIOTCS BCE COOBITHS;

0) ecmn  <mms COBHTUSA>, <UMA nojb30BaTesna> U <OOBEKT
NPOTOKOJIMPOBAHM > HE 3aJJaHbl, TO U3MEHSAIOTCS TI00aIbHBIE YCTAaHOBKH;

B) €CJIM 3aJ]aHO <MMS [10JIb30BATEJIA> WIH <OOBEKT MTPOTOKOJIMPOBAHMI>,
TO U3MEHSAIOTCS IEPCOHAIIbHBIE YCTAHOBKU;

r) ecimu  <uMd coBrITMS>  3amaHo  0e3  yKazaHud ~ <yCJIOBUSA
IIPOTOKONIMPOBAHMA>, TO YCTAaHABJINBACTCSI:
* 3aJlaHHOE <COCTOsHME NPOTOKONMPpoBaHuyusa> (ENABLE);
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* MPOTOKOJMPOBAHUE TOJIBKO HEYAAYHBIX COObITHI (when not success).

J) eclli <COCTOSHME [IPOTOKOJMPOBAHMSI> HE YKa3bIBAETCs, IO YMOJIYAHUIO
npuauMaerca BY STATEMENT;,

€) eclMm 3aJaHO0 TOJNBKO <COCTOSHME nporokoampoBaHmsa> ENABLE,
BKJIIOYAETCSI MPOTOKOJIIMPOBAHUE CPa3y BCEX HEYCIEITHBIX CUCTEMHBIX COOBITHH.

ITpumep.

audit enable linter error;

DISABLE
Komanna 3anperaeT npoToKoIMpOBaHUE YKA3aHHOTO COOBITHS.

Ecmu <mums  coOwlTmsa> He 3aaHo, 3alpeliaeTcss TPOTOKOJIMPOBAHUE BCEX COOBITHI.
Komanna pomkHa BBINOIHATHCS MPU AKTUBHOM MOACUCTEME MPOTOKOIUPOBAHUS (mocie
BBIIIOJIHEHUA KOMaHAel AUDIT START). Ecmu Ipu DJ3TOM HE 3aJaHbl <MMA
MoJIb30BaTENIA> U <OOBEKT MNPOTOKOJMPOBAHMA>, TO U3MEHSIOTCS INI00AIbHEIC
YCTaHOBKH.

Ecnu 3amano <mumMsa moJib30BaTEIISA>, TO U3MEHSIOTCS IePCOHAIbHBIC YCTaHOBKU. Ecnn
3alaH <OOBEKT [IPOTOKOJIMPOBAHNS>, U3MEHIIOTCS YCTAHOBKH JII KOHKPETHOTO
oO0bekTa. Ecnu 3a1anbl <yiMs moJib30BaTENSA> H <OOBEKT MPOTOKOJIMPOBAHMUS>,
MU3MEHSIOTCA JIOKaJIbHbIE YCTAHOBKH.

B cnyuae mogaun komauzs! audit disable <mMs coOGBITVS> BBIMOIHAIOTCS CIETYIOIINE
JIEeUCTBUA:

* CCIIM paHCC <COCTOAHME TIIPOTOKOJIMPOBAHMA> HE OBLIO YCTAaHOBJICHO, TO
3aIllpOC UTHOPUPYCTCA,

* eClm <COCTOSHME NPOTOKOJMPOBAHMSA> paHee ObUIO YCTaHOBICHO U
B 3alpoCce HE 3alaHO <yCJIOBUE IPOTOKOJIMPOBAHMA>, TO OTMCHIIOTCI
paHeC YCTAHOBJICHHOC <COCTOSHME IPOTOKOJIMPOBaAHUA> U <YyCJIOBUE
[IPOTOKOJIMPOBAHUA>,

* ecmu <COCTOsSHME MPOTOKOJMPOBAHMSI> paHee ObUIO YCTaHOBJIEHO U B
3aIIpocCe 3aaH0 <yCJIOBME IIPOTOKOJIMUPOBAHMSA>, TO PAHCC YCTAHOBICHHOC
<COCTOfHME TNPOTOKOJIMPOBaHMA> HE U3MEHIETCA, & OTMEHSAETCS TOJIBKO
paHee YCTaHOBIEHHOE <y CJIOBME MPOTOKOJIMPOBaHMs> (€Ciu ObLIO 33a/1aHO).

Eciu 3agaHo <cocToshue NpOoTOKOMMPOBaHMUSA> disable, OTMEHSCTCA
MIPOTOKOJIMPOBAHUE CPA3y BCEX CUCTEMHBIX COOBITHIA.

ITpumep.

audit disable linter error;

B Hpumeuanue

B Tekymieli BepcuM 3ampeT MPOTOKOJIMPOBAHWS HEYJAUYHO 3aBEPUICHHBIX COOBITHH He
noxaepxkuBaercsa. Hanpumep, mo komange audit disable create table when
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not success NOoNbITKa CO34aHUusA Ta6J'II/II_ILI IPOTOKOJIUPYCTCA BCCra (KaK pu yCIiCIHOM
3aBCPUICHUH, TaK U IIPU HeyCl'IeIJ_IHOM).

CLEAR

Komanna cOpachiBaeT (OuuMIIaeT) HM3MEHEHMs YCTAHOBOK, BBIITOJHEHHbIE KOMaHIaMHU
AUDIT ENABLE mAUDIT DISABLE:

* AUDIT CLEAR ... WHEN SUCCESS — OYHILAET TOJIBKO «YyCIIEIIHbIE» COOBITHS;

e AUDIT CLEAR ... WHEN NOT SUCCESS — O4HIIAET TOJIBKO «HEYCIEIIHBIC
COOBITHS;

* AUDIT CLEAR ... — OYMILAET BCE COOBITHUS.

3) Ommus <vMs coBBITHS>

Nms  coObITHs, UIsi KOTOPOTO  YCTaHaBIMBAaeTCs MpoTOKonmupoBaHue. CIHCOK
MOJACPKUBAEMBIX COOBITHIA TpuBeaeH B Tabmunax §, 9, 10, 11 u 12. Ecnu uMs coObITUs
SIBHO HE 33/1aHO, YCTAHABJIMBAETCS MTPOTOKOIUPOBAHUE JIJISI BCEX BOZMOXKHBIX COOBITHH.

IIpumepsl.

audit enable create table;
audit disable create view;

4) Onmust <OBBEKT MPOTOKOJIMPOBAHMI>

Jnst cobbiTii rpynnel "RESOURCE EVENTS" (kpome EXECUTE TRIGGERUEXECUTE
PROCEDURE) B ciIy4ae, €Cld U HUX YKa3aH Mogudukarop "ON <OBJECT>" Beigaéres
KoJ 3aBepieHus 2499 (Bo3MOXHOCTE elle He peaynM30BaHa).

HepeannzoBanHble KOMaH[bl YCTAHOBKU ayauTa IS coOpITHH: "CREATE DEVICE",
"ALTER DEVICE","DROP DEVICE","CREATE STATION","ALTER STATION",
"DROP STATION", "TRUNCATE TABLE". IIpu NOIBITKE BBITOJIHEHUS KOMAaHIbI
AUDIT nuis BelllieyKa3aHHBIX COOBITUIN OyZIEeT BBIIaH KO 3aBepiieHus 99 (Onepauns He
peanmszoBaHa).

5) Omnuus <rMs [OJIb30BaTEeJIA>

Nwmst monp30Barens, 4bK IEHCTBHS JOIKHBI TPOTOKOIMPOBATHCA. ECN yka3aH KOHKPETHBIN
MOJIb30BaTeNb, TO COOBITHE BO3HHUKAET NPU YCIOBHHM, YTO TEKYIIMH MOJb30BaTeb
COBHIAJACT C <MMeHeM IOoJib30BaTessa>. Ecim <uMs nosb30BaTesis> He 3a7aHo,
IIPOTOKOJIUPOBATHCS OyIyT EHCTBUS Bcex moib3oBareneit b1

6) Onmus <ypoBeHb MNPOTOKOJMPOBAHUS>
BY SESSION

CobwiTue mpoTokoupyetcst oguH pas A onnoro noakiatoueHus (CONNECTION). Tlpu
sTOM ypoBeHb npotokoaupoBanust BY SESSION cpabarbiBaeT TOIBKO /1Sl yCTAHOBKH TSI
KOHKPETHOTO I0JIb30BaTeIs.

Ecnmu yposenp BY SESSION 3aman ans mio0anbHOW YCTaHOBKHM, YCTAHOBKH ISt
KOHKpeTHOro 00bekTa b/ min 10kaibHOM yCTaHOBKH, OH UTHOPUPYETCS.

IIpumepsl.
AUDIT ENABLE BY SESSION; (MTHOPUpPYeTCH)
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AUDIT ENABLE FOR SYS BY SESSION; (cpabaTeBaeT)

BY STATEMENT

CoOblTHE TPOTOKONHMPYETCS OAWH pa3 musd Kaxaod SQL-omepamuu (pexuMm 10
YMOJTYaHHUIO).

BY ACCESS

CoObITHE POTOKOIUPYETCS TSI KaXKI0T0 0OpAICHHUS K JAHHBIM.
7) Onmus <ycJjioBMe NPOTOKOJMPOBAHUS>

WHEN NOT SUCCESS

CoObITHE TPOTOKOJIUPYETCS TOIBKO MPU HEYITaUHOM 3aBEPLICHUHU (PEKUM I10 YMOIYAHHUIO).

WHEN SUCCESS

CoObITHE TPOTOKOIUPYETCS TOIBKO B CIIydae yCIEUTHOTO 3aBEPIICHHUS.
8) Onuus <mapaMmeTps IPOTOKOJIMPOBAHMI>

SET

YcTaHaBIMBAET YKA3aHHBIA <IIapaMeTp INPOTOKOJIMPOBAHMI>:

* RECORDS — MakcumalbHOe KojaudecTBO 3amuceid B Tabmuue $SSAUDIT. Ilpu
HCYEPIIaHUK CBOOOJIHBIX 3alMCEN HOBBIC 3AIIUCH Pa3MEINAFOTCS Ha MECTE CaMbIX
CTapbIX 3aIlKCeif;

* DAYS — yKa3bIBaeT KOJIMUYECTBO NPEIIECTBYIOIINX TEKYIIEH JaTe IHEH, B TEUEHUE
KOTOPBIX HEOOXOIUMO XPAaHUTh 3aIUCH MPOTOKOJIMPOBAHMS. 3ape3epBUPOBAHO JUIS
JaIbHEWUILETrO UCII0JIb30BAHNU.

CANCEL

OTmeHsieT paHee YCTaHOBICHHbBIE <[TapaMeTpPH [IPOTOKOJINPOBAHNSI>.

E Hpumeuanue
Konctpykumst AUDIT CANCEL RECORDS LIMIT 3ampelicHa.

NMpoTokonupoBaHMe Nosnb3oBaTeNIbCKOro COOoLLEeHNs

Cneuundumkaums
AUDIT MESSAGE <TekcT coobueHms>;

Komanma cosmaer B Tabmume SSSAUDIT HOBYIO 3aIllUCh C THIIOM «II0JIb30BaTEIbCKOE
coo0IIeHNE» U <TEKCTOM COOBIeHMa> B mojae USERTEXT.

HauaTtb KOMMEHTNpPOBaHNEe NPOTOKOJINPpYEeMbIX CcoObITUN
Cneuundmnkauusa

AUDIT SET MESSAGE <xomMmeHTapmn>;
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I[J'Iﬂ BCEX CO6LITI/II71, MMPOTOKOJIUPYEMBIX 1O COCANHCHUIO, B KOTOPOM IIOAAHA 3Ta KOMaH4d, B

nosie USERTEXT tabnuipl $$SAUDIT HaunHaeT 100aBISITECS TEKCT <KOMMEHTAPWA>.

Komanna noctynna Bcem nonb3oBaressam b1

Mpumep

audit set message 'llpuioxeHue

"CKﬂaﬂ"';

OTMEHUTb KOMMEHTUPOBaHUE NPOTOKONUPYEMbIX COObLITUN

Cneuudmnkauus

AUDIT CANCEL MESSAGE;

Jliis BceX COOBITHIA, MPOTOKOJIMPYEMBIX MO COCAMHEHHIO, B KOTOPOM TIO/IaHa 3Ta KOMaH/a,
oTMeHsieTcsi jgobaBienue B moe USERTEXT tabmumpl $$SAUDIT panee 3amaHHOrO

<KOMMEHTapUI>.

Komanna nocrynHa Bcem nonb3oBarensim b1

lNMpoTtokonupyemsbie coobITUA

CucremMHble coObITUA

CucteMHbIe COOBITHS MPEICTABICHBI B TAOIUIIE 8.

Taomuna 8. CucreMHBIE COOBITHS

ID Hma coobITHR IlosicHeHne
coObITHS

3 SHUTDOWN Ocranos siipa CYB/]
4 STARTUP Crapr aapa CYB/]
5 RESTART Temnbrit pecrapt siapa CYB/]
6 LINTER ERROR Perucrpanus quarnoctuku CYBJ] JIMHTEP
7 AUDIT START AKTHUBAIMS CUCTEMBI ayJIuTa
8 AUDIT STOP JleakTuBanus CUCTEMBI ayJIUuTa

78  |SET DATABASE NAMES

YcranoBka konupoBku b/l 1o ymoiganuto

79  |SET RECORD SIZE

OrpanuueHnue pazmepa 3arucu

80 |SET NAMES

VYcTaHOBKA KOIUPOBKH COCAMHEHUS 110
YMOJTYaHUIO

85 SET DATABASE DEFAULT
CHARACTER SET

YcranoBka konupoBku b/

CobObITHus, cBsi3aHHbIe ¢ B[]

CoObITHs, cBsi3anHble ¢ b/, mpencrapiensl B Tabnuie 9.

Tabmuma 9. CoOwiTusl, cBsizanHbIe C B[

ID coObITHS Hms coObITUSA

IHosicuenue

9 CREATE TABLE

Cosnanue TadauLbl
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ID coObITHS

Hms coObITHSA

IHosicHenune

10 CREATE VIEW Coznanue npencTaBieHUs
52 CREATE SYNONYM Co3manne CHHOHUMA
11 CREATE PROCEDURE Co3pnanue npoueaypbl
16 DROP TABLE VYnanenve Tabnuiibt
17 DROP VIEW VYnaneHue npencTaBiIeHUs
18 DROP SYNONYM VYnaneHue cMHOHUMA
19 DROP PROCEDURE VYnanenue npoueaypbl
20 DROP TRIGGER VYnanenue tpurrepa
59 CREATE STATIONX Co3nganue cTaHIuNA
60 ALTER STATIONY s3menenue crannmnu
61 DROP STATIONY VYnaneHue cTaHIIMKA
62 CREATE DEVICED COSI[aHI/Ie YCTpOﬁCTBa
63 ALTER DEVICER H3menenue ycTpoicTaa
64 DROP DEVICED VIIaJIeHI/Ie yCTpOﬁCTBa
65 ALTER | REBUILD PROCEDURE |HN3meHnenue npoueaypbl
66 CREATE TRIGGER Coznanue Tpurrepa
68 GRANT TABLEY Hasnauenue npas nocrtyna
K Ta0IIuIe/XpaHuMOM Mpoeaype
70 EXECUTE PROCEDURE Beinonuenue npouenypsl
71 EXECUTE TRIGGER Brinonnenue Tpurrepa
72 CREATE SEQUENCE Co3znanue mociaea0BaTeIbHOCTH
73 DROP SEQUENCE Vnanenue mocneaoBaTeIbHOCTH
74 CREATE CHARACTER SET Co3naHue KOIUPOBKU
75 DROP CHARACTER SET VYnanenue KOIUPOBKU
76 CREATE TRANSLATION Coznanue npaBuiia TpaHCISALUU
77 DROP TRANSLATION VYnaneHue npaBuia TPAHCIALUN
81 CREATE ALIAS Co3nanue anuaca
82 DROP ALIAS Vnanedue annaca
86 TRUNCATE TABLE Yceuenune TaOIUIIBI
87 ALTER SEQUENCE Monuukaiys mociea0BaTeIbHOCTH

)

— COOBITHE HE ayIupyeTCs.

CobbITUA, cBA3aHHbIE C NOACUCTEMOU AOCTyna

Co0bITHSI, CBSI3aHHBIE C TIOACUCTEMOM JTOCTYMa, MpeACcTaBiIeHbI B Tadmwmie 10.

Tabnuua 10. CoObITHs, CBA3aHHBIE C MTOJICUCTEMON AOCTYyNa

ID coObITHS

Hms coObITHSA

IHosicuenune

21

CREATE USER

Co3ganue moiabL30BarTeis
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ID coObITHS

Hms coObITHSA

IHosicHenune

22 DROP USER Vnanenue monb30Baress

23 ALTER USER N3meHenue npuBUIEeruii Moib30BaTess
24 ALTER PASSWORD H3MeHnenue naposisi mojib30BaTes
25 CREATE ROLE Co3znanue ponu

26 DROP ROLE VYnanenue ponu

31 GRANT ROLE Hasznauenue ponu

32 REVOKE ROLE OTMeHa Ha3HAYeHHOM poau

27 CREATE GROUP Coznanue rpymmsl

28 ALTER GROUP N3menenue rpynmsl

29 CREATE LEVEL Co3nanue ypoBHs

30 ALTER LEVEL H3MeHnenue ypoBHs

33 GRANT ACCESS Pa3pemenue nocryna k rpymnmne
34 REVOKE ACCESS Otmena ocTyna K rpymnie

CoObITUA, cBA3aHHbIE C Tabnuuamm

CoObITHS, CBSI3aHHBIC C KOHKPETHBIMU TaOIHIIAMHU, TIPEICTABICHBI B Ta0mIe 11.

Ta6muma 11. CoObITH, CBSI3aHHBIE C TAOIHIIAMHI

ID coObITHS

Hms coObITUSA

IHosicuenue

13 INSERT JloGaBiieHre CTPOKH B TAOIUILY

14 UPDATE N3meHnenue cTpoku TabIuUIIbI

12 SELECT Bri6opka cTpok U3 TaOIUIIbI

15 DELETE VYnaneHue cTpoK TaOIuIbI

35 INSERT IN PROCEDURE JloGaBneHune CTPOKHU B TAOIUILY
XPaHUMOM IPOLEAYPOU

37 UPDATE IN PROCEDURE N3menenue cTpoku TabIuUIIbI
XPaHUMOM IPOLEAYPOU

38 SELECT IN PROCEDURE Bri6opka cTpok TaOIHIBl XpaHUMOM
poIeaypoi

36 DELETE IN PROCEDURE VYnaneHue cTpoK TaOIUIbI XPaHUMOM
MPOLETY PO

40 UPDATE IN REFERENCESY W3meHeHne CTpoKH B TabIHIIE IPU
KacKaJTHOM U3MEHEHUH

39 DELETE IN REFERENCESY VYnanenue cTpok U3 TaOIUIBI TPU
KacKaJTHOM yHalleHUU

42 DROP INDEX Vnanenue nHaexca TaOIUIbI

41 CREATE INDEX Co3nanne uHaeKca TaOIHIbI

44 REBUILD TABLE Boccranosnenue Ta0Oiubl

43 PRESS TABLE Coxarue TaOIuIbI

45 ALTER FILER N3menenue gaiina TaOnuipt

48 LOCK TABLE briokupoBka Tabnuiibl
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MOHI/ITOI)I/lHF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

ID coObiTHS HNmsi coObITHS Ilosicnenne
49 UNLOCK TABLE CHsATHE OIOKUPOBKH C TAOIUITBI
46 GRANT TABLE [lepenaua npuBuieruii Ha TabIHILy
47 REVOKE TABLED Ot™MeHa npuBuMIIeruii Ha TaOIUILy
56 ADD COLUMN JloGaBneHue cromodIa
57 ALTER TABLE H3meHenne CTpyKTyphl TaOIHIIBI
88 MERGE Bcraska/m3menenne qaHHBIX TaOIHIIBI

D _ cobbiThe He ayqupyeTcsl.

COGbITI/IFI, CBfi3aHHbIEe C Nonb3oBaTesiIfisMu

CoObITHS, CBSI3aHHBIE C MMOJIH30BATEISIME, TTPEICTABICHBI B Tabmuie 12.

Tabmauna 12. CoObITHS, CBSI3aHHEIE C MOIL30BATEIIMHA

ID coObiTHSsI HNmsi coObITUS IMosicHeHne

50 COMMIT ®ukcanus TpaH3aKIUK
51 ROLLBACK OTKar TpaH3aKuuu

1 CONNECT [Togkntouenne monb3oBareis K B[

2 DISCONNECT OrtcoenuHeHNE TTOIB30BaTels oT b/
54 OPEN CURSOR OTKpbITHE TOJYMHEHHOTO KaHala
55 CLOSE CURSOR 3akphITHE MOAYMHEHHOTO Kypcopa
53 USER MESSAGE Co3nanue moiab30BaTeIbCKOro COO0IEHUS

B Hpumeuanne 1
CHeHyIOH_II/Ie COOBITHS IMPOTOKOJHUPYIOTCA U B CIIydac YCIICIIHOI'O U B CJIyda€ HCYCIICIITHOI'O
BBITIOJTHCHUA (CCHI/I pa3pCui€HO IMPOTOKOJIIMPOBAHUEC 3TUX CO6LITI/H‘/’I):

* AUDIT START;

* AUDIT STOP;

e AUDIT MESSAGE <TexkcT coobmeHmus>;

e SET DATABASE NAMES <uMAa KOIOMPOBKU>;

* ALTER DATABASE SET RECORD SIZE LIMIT <pamHa>;

* SET DATABASE DEFAULT CHARACTER SET <uMa KOIMPOBKU>;

OTO 03HAYAET, YTO €CIIU, HAITPUMED, BBICTABIICH PEXHM:
AUDIT ENABLE SET DATABASE NAMES WHEN SUCCESS;
IIPOTOKOJIMPOBAThCS OyAyT U yCIEIIHbIe, U HeycnemHble coobIThst SET DATABASE NAMES.

B Hpumeuanne 2
Y1005l IMPOTOKOJHUPOBATE BXO/ IMOJIB30BATCIA B CUCTEMY HeO6XO}1HMO HCIIOJIB30BAaTh OJHY U3
KOMaHT;

* AUDIT ENABLE CONNECT [WHEN SUCCESS | WHEN NOT SUCCESS];
* AUDIT ENABLE ACCESS DENIED [WHEN SUCCESS | WHEN NOT SUCCESS];
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MOHl/ITOpI/IHF KOMILJIEKCA CPEACTB 3alIUThI JaHHBIX

JlaHHBIE KOMaH/bI HE 3aBUCAT APYT OT Apyra.
IIpumep.

AUDIT ENABLE CONNECT;

AUDIT DISABLE ACCESS DENIED;
B pesynbrare paboThl JaHHOH 1OCIIEA0BATENbHOCTH KOMaH 1 Oy/IE€T BBICTABIICH PEXUM:
AUDIT ENABLE CONNECT;

Coo6pitne «ACCESS DENIED» o3HavyaeT HeycHnenHoe NoAKIIoueHue moias3oBarens k b/l T.e.
MOIKIIFOYEHHUE C KOIOM OIIHUOKH.

B Hpumeuannue 3

1. AUDIT ENABLE;
BkitouaeT npotokonupoanue BCEX HEYCITEIIHBIX coObiTuii.
AUDIT DISABLE;
3ampeniaet nporokonupoBanne BCEX coObITHii.
Komanppr:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmma coOermsa> WHEN SUCCESS;
BKJIIOYAIOT MPOTOKOJIMPOBAHUE U YCIICIIHBIX, M HEYCIEIIHBIX COOBITHH.
ITpumep.

username SYSTEM/MANAGER

AUDIT START;

AUDIT ENABLE LINTER ERROR;

AUDIT ENABLE CREATE TABLE WHEN SUCCESS;
| perucTpupyeTcs

CREATE TABLE T1( I INT);

! peructpupyercs - ommbka 1503

CREATE TABLE T1( I INT);

AUDIT STOP;

2. Jlns BKJIFOUEHUS TPOTOKOIHPOBAHHS HEYCIEIIHBIX COOBITUH HEOOXOAMMO BBIMOJHUTH
KOMaHIbI:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABRLE <umMsa CcOOBITUSA>;
158)0%1
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmumga cobeirmdg> WHEN NOT SUCCESS;

B Hpumeuanne 4
YcraHOBKH Ui KOHKpeTHOro o0bekTa b/l u ynokanbHbie ycTanoBku cpabatsiBator TOJIBKO
mast cooprtuii Tuna "TABLE EVENT", u cobwertuit EXECUTE TRIGGER u EXECUTE
PROCEDURE.
st Bcex coObrtuit Thna "RESOURCE EVENT", eciiu He oroBopeHo OTAeNbHO, Kitoun «ON
<upentudukarop>» U «FOR <ums nonp3oBarenss™» OyayT TM00 UTHOPUPOBATHCS U BKIIOUAThH
MIPOTOKOJIMPOBAHHE BCEX COOBITUI TAHHOTO THIIA, THO0 00padaThIBATHCS CIEAYIOUIMM 00pa3oM:

* KOMaHOA
AUDIT ENABLE <umMsa cobweTmsa> FOR <uMmsa nojabsoBaTenigs> [BY {SESSION
| STATEMENT | ACCESS}] [WHEN NOT SUCCESS | WHEN SUCCESS];
BBIJIAET KOJI 3aBepIieHus 99;
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* KOMaHIa
AUDIT ENABLE <wumMmsa cobelTug> ON <ugeHTUOUKATOP> [FOR <umMsa

nonb3oeatTenga>] [BY {SESSION | STATEMENT | ACCESS}] [WHEN NOT
SUCCESS | WHEN SUCCESS];

BbIIAET KoA 3aBepuieHus 2050;

e 1A coObiTHA TRUNCATE TABLE M Ha ON <upmeHTuOMKATOP>, U HA FOR <umMms
[IOJIbL30BAaTEJISI> BbIIAET KO/ 3aBepiieHus 99;

* U BCEX OCTAJIbHBIX COOBITUN — UTHOPUPYETCS KII0Y «ON <mumeHTudMKaTop>».
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MexaHu3M HaaeXXHOro BOCCTaHOBJIEHUA

Mexann3m HazaexxHoro BoccraHoBieHus obecreumBaercss CYBJ JIMHTEP. Ero ocHoBoi
SBJISICTCSl BEJICHUE CHUCTEMHOTO »JKypHalla, TII€ OTOOpa)kaloTCsi HW3MEHEHHS, KOTOPBIC
npousBozATcs ¢ b/l Bcemu €€ nmonbp30BaTessIMU.

HeﬁCTBHH, CBsA3aHHBIC C HU3MCHCHHAMHU B CHCTEMC 3alllUThl, TaKXC OTO6pa)KaIOTC$I B
CHUCTEMHOM JXKypHaJie (Co3aanue/yaajieHne HOBOTO MOJIb30BATEIIS/TPYIIIHI U T.11. ).

Ecim monp30BaTesns OMydYuT YBEAOMIICHHAE O TOM, YTO €r0 M3MEHEHHUS TiepeHeceHsl B bJI, To
c00if 000pYyAOBaHMS HE MOXKET MPUBECTH K HAPYIIEHUIO CHCTEMbI 3aIlIUTHI.
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Npeobpa3zoBaHue AaHHbIX

[IpeobpazoBanuto B b/l IMHTEP nmoanexar nanueie 1r000i TaOIHIIBI, COAEPIKAIINAECS B:

* (ailax 1aHHBIX;

* BLOB-¢aiinax.

Llenpro mpeoOpa3oBaHuUs SIBICTCS 3aTPyAHCHHWE JOCTynma K JaHHBIM bBJl cpenctBamw,
ormmaabiMUA 0T cpeactB CYB]] JIMHTEP, B moment, korma siapo CYB]] He paGoraer (He
3arpy»eHo).

[Tpu 3arpyxxenHoM sinpe CYBJl ¢aiinbl Tabmui MOHOIMOJIBHO OMOKUPYIOTCS U JIOCTYITHBI
tonbko aapy CYBJ JIMHTEP.

[IpeoOpa3oBanue JaHHBIX NpPEACTaBIeT co00M omepanuio «uckiaodaromee WIIM» ¢
KOHCTaHTOM IJId BCEX MAIIMHHBIX CJIOB, COACPKAIUXCA B JaHHBIX.

B ¢daitnax unaexcoB mpeoOpazoBaHue HE TPeOyeTCs, T.K. C)KaTue, KOTOPOMY TOJBEPTarOTCs
KITFOYH TaOJIHIIBI, HACTOIBKO CEPhE3HO, YTO MOXKET IMMOTPEOOBATH MECSIIHI YITOPHOTO TPY/Ia JUIS
MOJTyYEHUs peajbHOU nH(pOpMaIUK.

Kpome Toro, crpanuipl Beex ¢aiiaoB TabauIsl CHA0KEHBI IPOBEPOUHON MHGOpMaLIUEH, HE
MTO3BOJISIONIEH HE3aMETHO U3MEHUTH JaHHBIC.

[Taponu monb3oBaTenel, npexae yeM 3amuckiBathess B b/, moasepratoTcss HeoOpaTUMOMY
npeoOpa3zoBanuto. [Ipu stom ucnonb3yercs anroputm MAC (Message Authentification
Code).
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OuucTtka onepatuBHOU/BHELLHEN NAMATH

[Tepepacnpenenenre BHEMIHEW NaMATH BO3MOKHO B ABYX CITydasix:

1) npu ynanenun/ycedeHuu (ainoB TaOIUIbI U CUCTEMHBIX KYPHAJIOB;

2) npu 3aBepmennu pabotel CYB]] (ycekatorcs ee paboune (aitibi).

B o00oux ciywasx ocoOonuBlIeecs AMCKOBOE MPOCTPAHCTBO OUMUINAETCS C MOMOIIBIO
TPEXKpPATHOM 3alIUCH MACKUPYIOIIeH nH(pOpMaIuu.

[lepBriii pa3 ouncTKa BBIMOJIHAETCSA IMyTEM 3aucH ToJlbko 0-X OWUTOB, 3aTe€M uYepeOBaHUEM
0-x u 1-x GUTOB, B TpeTUil pa3 3aluCh OCYUIECTBIAETCA TOJAbKO 1-mu Outamu. T.x. daiiiasl
CUCTEMHOI'0 JKypHaja MOTYT MCIIOJIb30BAaThCS MOBTOPHO, TO HX OYUCTKA BBIMOJIHAETCS
yTeM 3alMcu HOBOM HMH(oOpMauuu noBepx paHee 3anucaHHoil. Mudopmauus B CYB/]
3aMMChIBAETCS CHayajla B CUCTEMHBIN xKypHau (17151 o0ecrieueHus: HaIe)KHOCTH), a TIOTOM YXKe
B (aitnibl Tabmuipbl. lyonupoBanue nHdopMaluu Heo0X0uMo 1Sl 00ecTedeH s HaIeKHOCTH
¢yukuuronupoBanuss CYBJl. Ilpu ymaneHun TtaOnuibl MpPOMCXOAMT IEpepacipeesieHre
BHEIIIHEW MaMsATH, 3aHUMaeMo# (aitlaMu TabIUIbl, OJHAKO TIEpepacrpeaesieHus] BHEITHEN
MaMsATH, 3aHMMAE€MON CHCTEMHBIM KYpHAJIOM, IpH 3TOM He mpoucxonut. I[lostomy
nH(poOpMaIUs B CUCTEMHOM KypHaJle cCOXpaHseTcsl U nociie ynajaeHus daiinos tadbmuuesl. Ee
OYMCTKAa IPOU30MIET MO3HEE, NMPHU MepepacpeeICeHn UM MEePEUCIIoNIb30BaHNUU MTaMATH
KypHasia. B mocieaHeM ciiydyae OuMCTKa OCYILIECTBIISIETCSI 3alIMChI0 HOBOM HH(pOpMaluu
IIOBEPX CTAPOM.

Bo Bpems pabotet CYBJl JIMHTEP otcnexxuBaeTt 3aHATOE €10 MECTO B OTIEPATUBHON MTAMSATH.

[Tpu 3aBepuienun csoeit paborsl CYBJl JIMHTEP oOnynser Bech 00beM oOmnepaTUBHOM
ITaMATH, KOTOPBIA OHA 3aHUMAJIA.

B npornecce 06paboTku nHbOpMAIIIS MOXKET IPOXOIUTD CIASAYIOIINE My TH:

1) ot mpuioxkeHus yepe3 Mexanu3Mbl MexipoueccuHoro oomena OC k CYB/;
2) ot ypanenHoro npuioxenus no certu uepe3 OC k CYB/;

3) ot CYB]] uepe3 OC k BHENIHEH MamMsITH.

B xaxnaom cimyuae OC MOXET HUCIOJIb30BaTh ONEPATUBHYIO MAaMSTh JUUISl BHIMOJIHEHUS 3TOU
¢yukuroHanbHocTU. CYB/] HE ouMIaeT onepaTuBHYIO MaMsITh, HCIOIb3YIOIIYIOCS AJIs ATHX
mejei — 3Ta 00A3aHHOCTh JOJDKHA Bosararbed Ha OC.

CYB/] Moxer OBITh HacTpO€HAa Ha HCIOIH30BAHWE MAaTEMaTHYECKOTO MPeoOpa3zoBaHUs
nH(popMaIuu, XpaHUMOM Ha TUCKE U MePeaBaeMOM 1O CETH. DTO MOXKET OBITh UCIIOJIB30BAHO
TSl 3aTPYIHEHUS TOCTyma K octarouHor nHdopmarmu O3V, kortponupyemoit OC.

OuncTka namMsATH (BHELIHEH U ONEepaTUBHON) BBINONHSIETCS, TOIbKO eciu B b/l mpucyrcrByer
XOTs Obl OTUH YPOBEHb CEKPETHOCTH.
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U3onauua moayneu

IIpu paccmorpenun mexanusmoB padorslt KC3 CYBJl JIMHTEP neobxonuMo OTAEIBHO
UccienoBaTh paboTy MeXaHHW3Ma MapajjielbHOM 00pabOoTKM 3alpocoB  pazIUYHbIX
nosib3oBarenel. KoHTpone Hax M30IMPOBAHHOCTBIO 3aIPOCOB OTAEIBHBIX ITOJIB30BAaTENIEH
npou3Boaut gucnerdep aocryna CYBJl JIMHTEP. On nomy4aer ynpasieHue:

* IpU yCTaHOBKE Joruueckux cpsseil (kananoB) ¢ CYB/] pasnuuHbIMU MOJIb30BaTENIMU U
IIPU UX pa3phIBE;

* IIpH [OJa4ye 3arpoca MoIb30BaTeleM;
* TIpY BbIJIa4€ OTBETA MOJH30BATEIIO;
* B IIpoIIeCCe MapaJIeIbHOM 00padOTKH 3ampoca;

* TIpU OKOHYAHHWH KBAaHTA TEKYIIETO 3arpoca.

B Moment ycrtanosneHus noruyeckoid cBs3u ¢ CYB/] u npu ycnoBuM BBINOJHEHUS BCEX
IpoLeaAyp IPOBEPKU JOCTyHa AUCIETYEp JAOCTyIa BbIAENAET oA 00pabdOTKy 3arlpocoB
OT JTaHHOTO IIOJIB30BATENs YIPABIIIOLIYK) CTPYKTYPY, PacHojlararollyrocs B aJpEeCHOM
npoctpanctee CYBJ] JIMHTEP. B cinyuae ecniu ¢ CYB/] ycTaHOBIEHO HECKOIBKO JIOTHIECKHUX
COCUHEHHUM, AN KaXJIO0ro M3 HUX OydeT BblIeJIeHa CBOsI COOCTBEHHAs YIpaBIISOLIAs
CTPYKTypa. YNpaBIAOIIAs CTPYKTypa KaHala TOJHOCTBIO OIMCHIBAET IOJIb30BATENS,
YCTAaHOBUBILIETO COEIMHEHUE, U COJACPKUT BCIO HHPOpPMALMIO O TEKYIIEM COCTOSHUU
BBIITOJIHEHHUS 3aIIPOCOB JAHHOTO TOJIb30BATENS.

CVYB/Jl JIMHTEP B nponecce 06pabOTKH 3apOCOB ONEPUPYET HE JAAHHBIMH MOJIb30BATEINS,
a TOJBKO YMpaBJsOIMEed wWHHOpPMALUEH, XapakTepu3ymromed wux. Irta uHopmarus
IpeJCTaBiIsieT cOO0H, B OCHOBHOM, MacCHUBBI CChUIOK Ha (hailiibl JaHHbIX. Bes ynpasnstomas
uH(poOpMaIUs XpaHUTCS B YIPABISAIONIEH CTPYKTYPE COOTBETCTBYIOIIETO KaHala.

[lpn mnapamienbHOM HCIOMHEHHH 3allpoCOB  JHCIETYEp MAOCTyNa IPOCTO BBIOMpPAET
OYEPEIHYIO CTPYKTYPY YIPABICHUSA KaHAJIOM B COOTBETCTBUM C HIPUOPUTETAMU UCIIOJIHEHUS
3ampocoB. JlanpHelmass pabora CYB/| JIMHTEP, Bmnote n0 nepenauu ynpaBieHUS
JUCIIETUEpy JAOCTYIA, BEAETCA B KOHTEKCTE apaMeTpOoB U HH(GOPMAIK TaHHOU CTPYKTYPHI.

Bcee monynu CYBJI JIMHTEP (xpome nucneruepa A0CTyIa) MOMIYy4aOT HA BXOAE U BbLAAIOT
Ha BBIXOJIE YIIPABIIAIOILYIO CTPYKTYPY, COOTBETCTBYIOILYIO KaHaITy, AJi1 KOTOPOTO 3TH MOJYIIH
OyAyT OCYIIECTBIISATH CBOM (PyHKLMHU. B mporecce BbIMOIHEHUS 3a1poca IUCIeTyep A0CTyIa
KOHTPOJIUPYET HEBO3MO)KHOCTh HCIIOJIb30BAaHUS WM MIOBPEXKIEHUS CTPYKTYP, OTHOCSALIUXCS K
Ipyrum kananam. Jlro6as mogoOHast MonbITKAa CYUTAETCS OLIMOOYHOM CUTYallMel, U MOIbITKa
noctyma k B/l cooTBeTcTBYIOIIIEr0 MOJIb30BaTeNst Oy/IeT 3aBEpIleHa ¢ OIITMOKOM, yKa3bIBAIOIIEH
Ha HapylIeHUe U30JISLUH.

IIpn KOppPEKTHOM 3aKpbITMM WM aBAPUMHOM pa3pblBE€ JIOTMYECKOM CBSI3H JUCIHETYED
JIOCTyINa MPOU3BOAUT HPOLELYpYy OCBOOOXKAEHUS KaHana. B 3ToM ciyuyae yHuuToxkaercs
BCS YINpaBisiomas MHGOpMALMs, KacaBIUAsCs JaHHOIO KaHajla, OCBOOOXJAIOTCS BCE
UCIONb30BaHHbIe KaHanoM pecypchl CYBJl, u yHHuUTOXaeTcs CTpPyKTypa YIpaBieHUS
KaHaJIOM.
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SQL-3anpocbkl aAna padoTbl C CUCTEMOU 3aLLUTDI
AaHHbIX

MmeHoBaHUue obobekToB Bl

Nwms oobexta B/] (<mms>) B CYB/] JIMHTEP cogepxut He 601ee 66 CHMBOIIOB.

OTUMHU CHUMBOJAMH MOTYT OBITh IUQPHI, JTaTUHCKHE OYKBBI, 3HAKH MOMYEpKUBAHUS () U
nosapa ($). imst 1ommKHO HaunHAThCs C OYKBBI.

[TonHOE MM TAOIULIBI BKIKOYAET TAKKE U UMS CXEMBI TAOIMUIBL: [<MMS CXeMbD>. | <muMs
TaOJIMLIBI>.

NMpepoctaBneHue npuBUNernmn

[IpenocTaBneHre MPUBWIETUU BBIMONHSIETCS omneparopoM GRANT, cxema KOTOpPOTO
IpuBe/IeHa Ha PUCYHKeE 1.

Hus Cnncox

TpuEmiernn —@—- rafimmns —o‘ TO |
Ipesoctanaenne GRANT
npHBIerni
" Crmcox [ ] C ;
Laﬂmpw_z c_\.'ﬁm'mcs IDENTIFIED BY n;;::[:lﬁ

SELECT

cyOBeKTOR

/ INSERT

DELETE CONNECT

r/
i

_A_UPDATE /_A_RESOURCE
Kateropas
IpHERTETHA TlpneRIerna Mpusaierns o e \\\ — DEA
N Y
% INDEX Y~ BACKUP

LA

\

Y
Y

REFERENCES

ALL

Pucynok 1. Cxema oneparopa GRANT
OO6mume npaBuia:

* ALL paBHO3HAYHO CIIMCKY, BKJIOYAIOIIEMY BCE€ MPUBWIETUU JUIsL  TaOIMUIIBI
(SELECT+INSERT+DELETE+UPDATE+ALTER+INDEX+REFERENCES);

¢ €CJIM B KOMaHAC MPEAOCTaBJICHUA HpI/IBI/IJ'Iel"I/Iﬁ Ha YKa3aHHYIO Ta6n1/1uy BMECTO CIIMCKa
noJjip3oBarenieil ykazaHo PUBLIC, TO BCEM I0JIb30BaTeNsIM (CYLIECTBYIOLIUM U OyTyIIIM)
OyIyT MPEAOCTABICHBI YKA3aHHBIC TPUBUJICTHH,

» BTOpas opma oneparopa GRANT npenHa3HauYeHa Kak ISl CO3/IaHUsI HOBOTO TOJIb30BaTENs
C ONpENECICHUEM €ro KaTeropuu, Tak W I U3MEHEHUW KaTeropuu CyIIEeCTBYIOIIETO
MOJIB30BaTEA;
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

CIIMCKH CyOBEKTOB M HMX Mapojieil MOTryT pa3iuyaTbcs MO YMCITy 3JIeMeHTOB. llpu
3TOM CIIMCOK CyOBEKTOB JOJDKEH OBITh He Kopoue crnucka mnapoieil. CooTBeTcTBHE
«T10JIb30BATEIb-TIAPOIIb» MPOU3BOAUTCA ciieBa HampaBo. [loap3oBatenu, octaBimuecs 6e3
cooTBeTCcTBUs, nonydar «mycroi» mapoinb: GRANT CONNECT TO U; paBHO3HAa4HO
GRANT CONNECT TO U IDENTIFIED BY ";

CTpOKOBBIﬁ MapoJib MOKET COACPIKATL OO 18 CHMBOJIOB;

NpUBWIICTUU  MOTYT TCpPCAaBATbCA  TOJIBKO BJIaACIbLEM YKaBaHHOﬁ Ta6J'II/II_U>I/
MMPEACTAaBJICHHUA,

BBOJUTh HOBOIO IIOJIb30BaTeNsl (C ONpPEAETICHUEM €ro KaTeropuu) MOXKET TOJIbKO
anMuHucTparop (kareropust DBA).

OTmeHa npuBunerum

OTmeHa mpUBWIETMH BBINOIHIETCS onepatopoM REVOKE, cxema KOTOpOro IpHBEIEHA Ha
PHUCYHKE 2.

OTMeHA
MpHBHIETHH

I'Ipnnmm:t-( ON )—hl E’]m
TAOTHIR

REVOKE ( FROM )—b CHOHCOK CYOBEKTOR

Kareropua

Pucynok 2. Cxema oneparopa REVOKE

OOuue npaBuia:

CUHTAaKCHUYECKHE ITpaBuiIa Te ke, uTo U i oneparopa GRANT;
IPUBUIIETUN MOXKET OTMEHSTh TOJBKO BIlajiesel] TaOIuIIbl;

OTHATh (TIOHM3WTH) KATETOPUIO TIOJIB30BATENS MOXET TOJBKO aaMuHHCTpaTop b/l
(xareropust DBA);

IOpU 3TOM CUMTAETCs, YTO Kareropuss DBA BKIIOYaeT B ceOs NMPUBWIETMU KaTErOpUU
RESOURCE u kareropusi RESOURCE BKJIIO4aeT B ce0st NpuBUiIeruu kareropud CONNECT,
T.€. Kateropuu ymnopsigoueHsl. Korga orHumaercss kakas-au0o0 KaTeropus, 3TO O3Hayaer
CHIDKCHHC KaTerOpHHy Ha OJIMH YPOBCHbD.

Hcxonnast npuBUiIerus OTmensiemast Pe3yabTHpyomas npuBujierus
NpUBHUJIETUs

DBA DBA RESOURCE

DBA RESOURCE CONNECT

DBA CONNECT 3anpeT NoAKIrYeHus K b/
RESOURCE RESOURCE CONNECT

RESOURCE CONNECT 3anpeT noAktodeHust K bJJ
CONNECT CONNECT 3anpeT NOAKIIOYeHUs K B[

CospaHuel/ypaneHue nonb3oBaTtens

CxeMbl co3IaHus/yaalieHus TI0Ih30BATENs MPEJICTABIICHBI HA PUCYHKAX 3, 4.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

Iapoas
0
:’/ SYSTEM |
. . A
s T
IDENTIFIED BY \ PROTOCOL Y,
pS J ——
( LDAP h
c > : AN J
owamie | (orate USER Ja| M || Ampubym mmL ) Mera _ :
CYDBEKTA b iy CyOBEKTA cyOBeKTA " ., Ty e b ~
AN /!

P ~,
{ GROUP T A
\_ Y, L

Pucynok 3. Cxema co3aHus noib30BaTest

Vaanemme | " noop ysER |  BME |, Pexam
cyObexTa J cyOBeKTa yAaneHns

Pucynok 4. Cxema ynaneHus I0Ib30BaTeNs

OO6mume npaBuia:

* IS CO3/IaHusl/yaalleHus 0Jb30BaTessl HEOOXOIMMO UMETh YPOBEHb NpaB DBA;

* [0 YMOJYAHHIO IOJB30BATENIb CO3JAacTCs Oe3 mapoiisi. YPOBHEM IpaB €My Ha3HauaeTCs
CONNECT;

 pexuMm ynaneHus CASCADE HUCIIONb3yeTCs A7 yAaJeHHs OIb30BaTes, BCEX €ro 00beKTOB
1 BcexX uMmeromuxcs B b1 CChUIOK Ha €ro 0ObEKThI;

* 3anpeleHo He KACKaHOE YIAJICHUE TI0JIb30BaTEJIsl, SIBJISIOIETOCS BIaIe/IblIeM KaKuX-1TH00
o0wvekToB B/I;

¢ BMCCTC C IIOJIb30BATCJICM YAAJIAIOTCA BCC €ro MPUBUIICTHUU U HA3HAYCHU ponei/'l.

U3meHeHune naponsA nonb3oBaTtens

CxeMa U3MeHEHUS MapoJIAa IMOJb30BaTCId ITPUBEACHA HAa PHUCYHKEC i

Hapoas

PROTOCOL

Hma

|—. cvhneKTa —|
Hamenenne ALTER USER 1+ N
MapoiA [ }

IDENTIFIED BY

Pucynok 5. Cxema u3mMeHeHus apoJis Mojab30BaTelst
OO6mwme nmpaBuia:

* M3MEHUTH MMAPOJb MOTYT aAMHUHHUCTpaTop (MMeroumii nmpaBa DBA) u nonb3oBarens (cam
cebe);

* ©CITM UM TIOJIB30BaTelIs HE 3a7aHO, TO TOAPa3yMeBAaeTCs IMOJIb30BaTENb, MOJABIIUN 3Ty
KOMaHJy.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

B Hpumeuanne
AIIMUHUCTpaToOp HE MOXKET HE3aMETHO BBINOJHUTH HM3MEHEHHE IMapois, T.K. HE HMeEeT
BO3MOXKHOCTH BEpHYTb OOpaTHO CTapblil mapoib. Eciu oH (agMUHUCTpATOP) U3MEHUT Napoiib
MOJIb30BATENs U MOTYYUT JOCTYH K KOH(UAESHIIMATbHON NH(OPMALIUK ¢ IMEHEM HOJIb30BaTENs
U ero HOBBIM IApoJeM, 3TO HE OCTaHeTCs He3aMeueHHBIM. Ilonb3oBarens He OyneT 3HATh
M3MEHEHHOTO MapoJIst (CTapblil BOCCTAHOBUTH aIMUHUCTPATOP HE CMOXKET), HE CMOXKET MOJyIUTh
noctyn k b/ u 3a0bet TpeBory.

CospaHue/yaaneHuve ponu

CxeMpbl co3laHus/yaaleHus! poJid IPUBEICHBI HA PUCYHKE 0.

Co3nanne g 0\
. -b-kCREATE ROLE /F‘- Hma poan
VYiaaneHHe 4 Y
H» DROP ROLE M Hms pomm
pomm [T\ J b

Pucynok 6. CxeMbl co3nanust/ynajaeHus poiu
OOuue npaBuia:

* JUISL CO3/1aHUsI POJIM HEOOXOIMMO UMETh YpOBEHb IpaB RESOURCE;
* yIaJuTh POJIb MOXKET TOJILKO €€ CO31aTeib;

¢ BMCCTC C POJIbIO YAAIAKOTCA 3allMCH 000 BceX Ha3HAUCHHBIX Ci NPUBUIICTUAX U 000 Bcex ee
HA3HAYCHUAX MOJIB30BATCIAM U JPYTUM POJISM.

Ha3HayeHune/oTMeHa Ha3Ha4YeHus ponu

CxeMbl Ha3HAYCHUS/OTMEHbI HAa3HAYCHHUS POJin IIPUBCACHBI HA PUCYHKC 7.

HasnageHnHe
pom "(GRANT ROLE}’ Humsa pomn —>< TO )—b CIHCOK CyOBEKTOB
OTMeHa -
Dol -DQ:!EVDKE F!OLE)—t Hma poan —< FROM )# ChucoK cyOBeKTOB

PI/ICYHOK 7. CxeMbl Ha3HAYEHNI/OTMEHBI Ha3HAYEHUS poiin

OO01ue npaBuna:

¢ Ha3Ha4YUTH POJIb (OTMeHI/ITB Ha3HaA4YCHUC pOJ'II/I) MOXKET TOJIBKO €€ BJIaACIICI.
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NMpunoxexHue

CuHTakcuc KOMaHA4 Ansd pa6OTbI C KOMIJ1EKCOM CpeacTB
3allnTbl AaHHbIX

YpoBeHb AocTtyna

Cosnague:

CREATE LEVEL <uMsa ypoBHA> = <HOMEP YpPOBHI>;

N3meHenne uMeHn ypoBHS:

ALTER LEVEL <uvma yposusa> SET <uoBoe mMa ypoBHS>;

Mpynnbl gocTtyna

Cosnanue:

CREATE GROUP <umMa rpynne>[=<umcjioBOM MOEHTUOUKATOP I'PYIINL>];

W3MeHeHne MMEHH TPYTIIIbL:

ALTER GROUP <ums rpynmner> SET <HoBOe ums Tpymmer>;

YpoBHU JOBEpUS MEXKY TPyIIIaMHU:

GRANT ACCESS ON <rpynna-noseputresns> TO {<rpynna-nosyuaresns> | ALL};
REVOKE ACCESS ON <rpynna-noseputesns> FROM {<rpynna-nonyuaresns> | ALL};

Moaudukauusa nonb3oBaTtens

Co3znanue nosip3oBaresis ¢ kareropueit CONNECT 1o yMOJTYaHHUIO:

CREATE USER <umsa nonbzoaTesna> IDENTIFIED BY <naposnb>;

Hasnauenue nmosib30Baresnto KaTeropuu JOCTyIa:

GRANT <xareropus> TO <uma nomsbz3oBaTesnsa> [IDENTIFIED BY <naposns>];
VYnaneHue mnoyib30BaTeis:

DROP USER <uma nomsbzosatens> [CASCADE];

N3meHenune kaTeropuu moiab30BaTes:

GRANT <xareropusa> TO <uma nossz3oBaTesns> [IDENTIFIED BY <naposnbs>];
N3menenue napossi mojab30BaTeNs:

ALTER USER <vmva nomnbzosaTesna> [IDENTIFIED BY <zoswir naposis>];

Hasnauenue rpynmsl 10CTyIa MOJb30BaTEINO:
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CREATE USER <uma  noaszoarensa> IDENTIFIED BY <napons> GROUP <wums
TPYIIED;

ALTER USER <ymva nosnbzoBaTena> GROUP <ums rpynmner>;
HasnaueHnue ypoBHS 10CTyIa MOJIb30BATENIO:

CREATE USER <ums nosnbszosarens> IDENTIFIED BY <naposns>
LEVEL(<RAL>,<WAL>);

ALTER USER <ums nosbzosBarens> LEVEL(<KRAL>,<WAL>);

HasnaueHnue npuBHIIErHii MOJIb30BaTENIO:

GRANT <npususnerus> ON <umsa obwvekTa> TO <umsa nosb30BaTEIIA>;

REVOKE <npusunerusa> ON <umsa ob6wexkTa> FROM <umsa nomb3oBaTess>;

Ponu

Cosnanue:

CREATE ROLE <uma posn>;

Vnanenue:

DROP ROLE <ums posm>;

Hasnauenne/oTMeHa MpUBUIIETHN HA OOBEKT:

GRANT <npususnerus> ON <ums obwexTa> TO <ums posm>;
REVOKE <npusunerus> ON <umsa obvexrTa> FROM <umsa posm>;
Haznauenue/oTMeHa poiy MoJb30BaTeNIo:

GRANT ROLE <umsa ponu> TO <umsa nosb3oBaTEsS>;

REVOKE ROLE <umsa pos> FROM <uMma nosb30BaTena>;

YpoBHU pgocTyna

OmnpeneneHue ypoBHS A0CTyna i TaOIHLL:

CREATE TABLE [<uMs cxemer>.|<uMsa TaOJIMLBD>

(<yMs crombua> <Tun crosudua>, [...]) LEVEL(<RAL>,<WAL>);
ALTER TABLE <uuvsa Tabmauuesr> SET LEVEL(<KRAL>,<WAL>);
Onpenenenre ypoBHs 10CTyIa AJis cToiOua:

CREATE TABLE [<uMa cxeMbr>.| <umsa TaOuMisr>
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(<umsa cronbua> <tun cromndua> LEVEL(KRAL>,<WAL>) [,...]);
ALTER TABLE [<uMs cxeMe>.] <uMs TaOJImLED>

SET COLUMN <mmsa cronbua> LEVEL(<RAL>,<WAL>);
Hcnonp3oBanue rpymnn 1 ypoHel B SQL-BbIpakeHuu:

INSERT INTO [<nms cxeMmel>.| <uMs Tabmuue>[AS  <nceBmoHMM> |
[#[<rpynna>]#[<RAL>|#[<WAL>]]

(<mMvs cronbua>[#[<rpynna>[#[<RAL>]#[<WAL>]]) VALUES (<3HaueHune>);,

UPDATE [<mms cxeMer>. | <uMms Tabauue>[AS <nceBOOHUM>|
[#[<rpynmna>#[<RAL>J#[<WAL>]]

SET <mmsa cronbua>[#[<rpynna>#[<RAL>J#[<WAL>]]=<3naueHwue> [,...];
UreHne METOK JoCTyna:
SELECT SECURITY ({*|<umsa crTombua>},{'R'|'W'|'G'})

FROM <umsa Tabmanier>;

CeTeBas ctaHUuA

Coznanue:

CREATE STATION <umMms crTadHumm>

PROTOCOL <ceTeBoit npoToKOJI>

{ADDRESS <anpec craHumm>}

[LEVEL (<RAL>,<WAL>)]

[<pabouee Bpemsa>];

<¥Ms CTaHUMM> =<uOeHTruburaTop>

<ceTeBOM MNPOTOKOJI>:.=<CUMBOJILHEIN JIUTEPaJI>
<azmpec cTaHuuUM>::=<CUMBOJILHEI JUTEepa>
<RAL>:=<mpmeHTUOMUKaATOP>
<WAL>!=<muneHTndMKaTop>

<pabouee Bpewma> ::= {ENABLE [DISABLE} LOGIN
{ALWAYS |<rpadux no BpemenHu>|<rpadbmk no nHam>}
<rpaduk no BpemeHy>::=FROM <Bpemsa nauana paboTer>

TO <Bpems oxonuanmusa paborer> [FOR <gumu paboTwer>|
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<rpadux no muam>:= {SINCE <gmara nauasa>}|{UNTIL <gaTa oxoHuaHMs>}
<Bpewmsa Hauajya paborer>::=HH:MM'

<Bpemsa okoHuauus paborer>:;=HH:MM'

<mHu paboTe>:=<meHb Hemeyn> {[,<meHo Hememn>]...}

<menr uenemy>::=MON'|TUE''WED'|THU'|'FRI'|'SAT'|'SUN'

<pmaTa Hauamna> :=DD.MM.YYYY'

<pmaTa okxonuaHua>: =DD.MM.YYYY'

N3meHenue napaMeTpos:

ALTER STATION <umsa crauunu>[SET <HoBoe ums crTaHimm>]
[LEVEL(<RAL>,<WAL>)] [<pabGouee Bpemsa>];

VYnanenue:

DROP STATION <mma cTaHLUmm>;

PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED STATION TO {<ummsa rpynner> | ALL};
REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
GRANT ACCESS ON STATION <umsa crauumm> TO {<mms rpyrner>|ALL};
REVOKE ACCESS ON STATION <umsa crTaHLMm>

FROM {<mmsa rpynmner>|ALL};

YcTpouctBa

Cosnanue:

CREATE DEVICE <mua ycrporictBa> DIRECTORY <kxaTamor>
[COMMENT <xomMeHTapmit>]

[LEVEL (<RAL-ycTpomcTBa>,<WAL-ycTpoicTBa>)];
N3menenue napameTpos:

ALTER DEVICE <uus yctporicTea> [DIRECTORY <xaTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpoicTBa>)];

VYnanenue:

DROP DEVICE <ums ycrponcTea>;
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PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynne> | ALL};

REVOKE ACCESS ON UNLISTED DEVICE FROM {<uwms rpynmner> | ALL};
GRANT ACCESS ON DEVICE <ums ycrpomicTra> TO {<umsa rpynmoer> | ALL};
REVOKE ACCESS ON DEVICE <uMmsa ycTpoicTea>

FROM {<mms rpynne> | ALL};

MoHuTopuHr KC3

3arycK IpOTOKOTUPOBAHUS:

AUDIT START;

OcTaHOB MPOTOKOJIUPOBAHHUS:

AUDIT STOP;

VYrpasneHue nNpoTOKOIMPOBAHUEM:

AUDIT {ENABLE|DISABLE|CLEAR} [<uma co6eirus> [ON <obvexT aynmra>]]
[FOR <umsa nosbzoraresna>] [BY {SESSION|STATEMENT|ACCESS}]
[WHEN [NOT] SUCCESS];

[TapameTpbl MPOTOKOIUPOBAHUS:

AUDIT {SET |CANCEL} <napaMeTpsl IpPOTOKOJIMPOBAHNI>;

<napamerpe nporoxosmpoBaHusa>:;:= RECORDS LIMIT <komnuecTBo 3anmncen>
DAYS LIMIT <cpok xpaHeHUI>;

[IpoTokonupoBaHue MOIB30BATETHCKOTO COOOIICHUSI:
AUDIT MESSAGE <coobmenne>;

Hauath KOMMEHTHpPOBaHHE TPOTOKOIUPYEMBIX COOBITHH:
AUDIT SET MESSAGE <xommenTapmin>;

OTMEHUTh KOMMEHTUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA:

AUDIT CANCEL MESSAGE;
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