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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoTcss TOBapHBIMH 3Hakamu, npuHayiexamumun 3A0 HIIIT
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUA M OOO3HAYEHUs! IMPOAYKTOB B JIOKYMEHTE SIBJIIOTCS TOBApHBIMU 3HAKaMH HX
IIPOU3BOAMTENEH, TPOAABIIOB WU Pa3pabOTUYHUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2023). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce marepumanbl JaHHOTO JOKYMEHTa, a TaKXKe €ro 4acTH/pas3feNibl MOTYT CBOOOJTHO
pa3MeniaThCss Ha JIFOOBIX CETEBBIX pecypcax MpH YCIOBUU YKa3aHWsS HAa HUX HCTOYHHKA
JIOKyMEHTA ¥ aKTUBHBIX CChIIIOK Ha caiThl Komnanuu PEJIDKC: www.relex.ru m www.linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
komrrauuu PEJIDKC: www.relex.ru u www.linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble
394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./dakc: (473) 2-711-711, 2-778-333.

e-mail: market@relex.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JoxyMmeHT copepxut onucanue cereBoit undpactpykrypst CYBJ JIMHTEP.

[IpuBeneHsl cBeIeHUS 0 KOHQUTYPUPOBAHUH, HACTPOMKE U MOPSIKE 3aIlyCKa CETEBBIX CPE/ICTB
JUIsl o0ecreueHusl JTOKaJIbHOTO W/WIIM YIaJ€HHOIo JOCTyNa U3 KIMEHTCKUX NMPHIOKEHUN K
ofHOU mnu HeckonbKkUM B/l ¢ ncnonp30BaHMEM pa3IUYHBIX TPOTOKOJIOB OOMEHA TaHHBIMU.

OHI/ICElHBI BO3MO>XXHBIC CHOCO6I)I OpFaHI/I3aHI/II/I BSaHMOﬂeﬁCTBI/Iﬂ KJIMCHTCKOI'O HpI/IJ'IO)KeHI/ISI nu
CVYB/ JIUHTEP.

Hoxyment npennaznaden ans CYBJ JIMHTEP CTAHZAPT 6.0 coopka 17.96, nanee mo
texkcty CYB/l JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

JoxymenTt mnpenHazHadeH s aamuHuctparopoB CYBJ[ JIMHTEP wu pa3pabotunkos
ximeHtckux JIMHTEP-npunoxenuit.

Heobxoaunmble npeaBapuTenbHble 3HAHUA

Jnst paboThl € CETEBBIMU CPEACTBAMH HEOOXOIUMO:

3HaTh OCHOBBI (DYHKLIMOHUPOBAHUS JIOKAIbHBIX BhIYMCIUTENbHBIX ceTeil (JIBC);

yYMeTh paboTaTh B COOTBETCTBYIOIICH ONEPAMOHHON CHCTEME Ha YPOBHE MPOABHHYTOTO
I10JIB30BaTCIA (YCTaHaBJ'II/IBaTB MNEPEMCHHEBIC OKPYIKCHUS, KOHTPOJHUPOBATH COCTOAHUC
npoueccoB OC u T.11.).

JdononHuTenbHbIE AOKYMEeHTbI

CYBJ JIUHTEP. ATMUHUCTPUPOBAHNE KOMILIEKCA CPEJICTB 3AIMTHI IAHHBIX
CYBJ JIMHTEP. Ycranoska CYBJI JINMHTEP B cpene OC UNIX, QNX

CYBA JIMHTEP. Ycranoska CYBJI JIMHTEP B cpene OC Windows

CYBJI JIUHTEP. CeTeBoii aAMHUHUCTPATOP

CYBJI JIMHTEP. 3anyck u ocranoB CYBJI JIMHTEP B cpene OC UNIX, QNX
CYBA JIMHTEP. 3anyck u ocranoB CYBJI JIMHTEP B cpene OC Windows
CYBJI JIMHTEP. Pennukanus JaHHBIX

CYBJI JIMHTEP. CucteMa pe3epBUpPOBaHUS

CYBJI JIMHTEP. CupaBOYHHK KOJIOB 3aBEPILICHUS

© CerteBnle cpencta. 3A0 HIIIT «PEJIIKC», 1990-2023



Oowume cBeaeHud

Ceresbie cpenctBa CYBJl JIMHTEP npennasHaueHsl a1 00eClEUEHUs «IIPO3PAYHOTIO»
JOCTyna KJIMEHTCKUX npuioxkeHuid k Oazam pganHbix (BJl), pacnonokeHHbIX Kak Ha
YIQJIEHHBIX, TaK U Ha JIOKAJIbHBIX KOMIIBIOTEpAX BBIYMCIUTENBbHON ceTtu. I[Ipo3pauHocTh
JI0CTyTa 00ECIIEYMBAETCS C IOMOIIBIO CIEAYIOIINX MEXaHU3MOB:

* JOCTyIl K JIOKAJbHBIM WU YAAJCHHBIM BI[ BBIITOJIHACTCA IMOCPEACTBOM OJHMHAKOBOI'O
uHTepdeiica;

* OTCYTCTBYET HEOOXOJUMOCTb 3HATh MecToHaxoxaeHue b/l
AKTHUBH3AIUS CETEBBIX CPEICTB MOYKET BBIMOJIHATHCS OJHUM U3 CIEAYIOLUIMX CIOCOOOB:

* ABTOMAaTHUYECKH MpH 3ammycke oneparuonHon cucreMsl (OC);
 aBromarudecku npu 3amycke siapa CYBJ[ JIMHTEP;
* BpPYYHYIO;

®* U3 KIMCHTCKHUX HpHHO)KeHI/IfI.
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Mopenb ceteBon apxutektypbl CYB[ JINHTEP

B ocnoBy cereBoii apxutexktypsl CYBJ] JIMHTEP nonoxkena Moaenb «KIUEHT-CEPBEPY,
KOTOpasi MpeIoiaracT Haluurue TPeX MPOrpaMMHBIX KOMIIOHEHTOB:

1) JIMHTEP-cepgep;
2) KJIIMEHTCKOE MPHUIIOKEHUE;

3) mporpaMMHBIE CETEBBIE CPE/ICTBA.

JlommycTtumblie cXeMbl CeTeBBIX KOH(pUrypanuii kimuentckoro komnbiorepa u JIUHTEP-cepsepa
IIPUBEJICHBI B IPHJIOKEHUH 1.

JIMHTEP-cepBep

JIMHTEP-cepsep 0TBeYaeT 3a MpHUEM 3allPOCOB KIMEHTCKUX MPUIIOKEHHH, UX 00paboTKy U
nepefady pes3yJbTaToB BBIIOJIHEHUS 3allpoca KIMEHTCKOMY IpuiiokeHuto. B obmem ciyuae
JIMHTEP-cepBep npencrasisier codoit ssapo CYBJ] JIMHTEP u ceteBoit npaiiBep cepepa.
Crnucok poctynHblX kiueHTckomy npuioxenuto JIMHTEP-cepBepoB xpanutcs B daiine
CeTeBOI KOH(UTYpaLlui KIIMEHTCKOTO NMpuiioxkeHus. KiimeHTckoe npuiokeHre oopariaercs K
JIMHTEP-cepBepy 1100 1o MIMEHU KoMIbloTepa, Ha KoTopoM ycranoBineHa CYBJl JINHTEP
(B cmyuae noctyna kK konkpetHomy JINMHTEP-cepBepy), 1100 6e3 ykazaHusi IMEHH (B cllydae
noctyna k JIMHTEP-cepBepy o ymonyaHuto).

Cnenyer pasnuuare ums JIMHTEP-cepBepa u cobctBenHo ums bJl, 3agaBaemoe mpu eé
CO3JaHMU ¢ ToMoIblo yTuiuTel gendb. Wms Bl sBusercs e€ arpubyroM, W uis Bcex
KJIMEHTCKUX MPUWIOKEHUM OHO OJMHAKOBO, B TO BPEMS KaK B JIOKAJbHOM CETH OJHA U Ta K€
BJ1 MoxeT OBbITh BU/IHA PA3HBIM KIIMEHTCKUM MPHIIOKEHUSAM IO/ PA3INYHBIMH JIOTHYECKUMHU
(JIMHTEP-cepBep) nMeHamu.

Jns  coenuHeHMsT KIMEHTCKOIO MpUIIOKEeHUsT ¢ cepBepoMm bBJl cereBble cpencTsa
CYBJ JIMHTEP wucnonb3yroT mpo3padHbie CETEBBIC IpaiiBephl (KJIMEHTa U CEpBEpa),
MIPOMBITIICHHBIE U COOCTBEHHBIC CTAHAPTHI CETEBBIX MPOTOKOJIOB.

CereBble paiiBepbl BBIOIHIIOT KOMMYHUKAI[MOHHBIE 3a/1aud uepe3 OoOIre TOYKH BXOJa,
KOTOpBIE HE 3aBUCAT OT CHEUU(UKU UCTONIb3YEMbIX CeTeBbIX MpoTokosoB (O0yab To TCP/IP,
TLS, pazaensemast namMsaTh U T.01.).

CBs13b MEX/y KIIMEHTOM M CEpBEpOM 00padaThIBaeTCs 10 MPUHIIUITY CTEKa.

Jlornyeckoit emuHunEel oOmeHa sBisitorcs SQL-3ampockl W cTpokn  gaHHBIX. Ha
ypoBHe CALL-unTepdeiica (mHTEpdEiic HIKHETO YPOBHS) JIOTHUECKUE CIMHMIIBI 0OMEHa
TpaHCIHUPYIOTCS B cepur KoMan K sapy CYB/I.

KnuneHTCcKOe npunoxeHue

Knuenrckoe mnpunoxenue obOecneunBaeT B3aumojeicTeue mnoib3oBarens ¢ JIMHTEP-
cepepoM. OHo onpenensier SQL-onepanuu, koropbie nomkeH BoinonHuTs JIMHTEP-cepsep,
NepeaeT uX Yepe3 COOTBETCTBYIOIIUI POrpaMMHBIN HHTep(eiic (TporpaMMHBII HHTEpderic
3aBHCHUT OT s13bIKa IPOTPAMMHUPOBAHMUSI, Ha KOTOPOM pazpaboraHo npuioxenue — C/C++, Perl,
PHP, Qt u np.) u oOpabareiBaet noyuenusie o JIMHTEP-cepBepa pe3yasraThi.

ITo orHomenuro k JIMHTEP-cepBepy KIIMEHTCKOE PHIIOKEHUE MOXKET OBITh JIOKATLHBIM HITH
yIaJIEHHBIM.
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Mogeas ceresoii apxutektypsl CYB/| JUHTEP

JlokanbHOE KJIMEHTCKOE MpPUJIOKEHHE (YHKLMOHUPYET Ha TOM JK€ KOMIIBbIOTEpE, YTO U
JIMHTEP-cepBep. B 3TOM citydae HE0OXOAMMOCTb B HMCIIOJIB30BAaHUU MPOTOKOJIOB OOMEHa
JIAHHBIMU MexX 1y KineHTckuM npuioxenrem u JINHTEP-cepsepom MOXET OTCYTCTBOBATb.

VYnanéHHoe KIMEHTCKOe MpuiiokeHue QyHkunoHupyet Ha otnenbHoM oT JIMHTEP-cepBepa
koMIptoTepe. B atom ciydae kiuentckoe npuiiokenue u JIMHTEP-cepBep oOMennBaroTces
nHpopMaiueit Mexxay co0oil ¢ MOMOIIbIO CETEBOI0 MPOTOKOIa OOMEHA JaHHBIMHU.

B Hpumeuanue
UToOBl pa3pemuTh yHAICHHBIA JOCTYIl KIMEHTCKUX mnpuiokeHnid k bBJ] Heobxommmo Ha
JIMHTEP-cepBepe ¢ 3tou B/I:

1. BBINOJIHHUTH KOMaHy:

grant access on unlisted station to all;
(pa3pemutsb 10CTyM K 370 b/l O Bcex KOMITbIOTEPOB);

2. MO0 KOMaHIy Ha CO3JaHHE CTAHIUU (Pa3peuIuTh TOCTYN K 3TOH B/l TOnbKO ¢ KOHKPETHBIX

kommbioTepoB) (cM. mokyMeHT «CYBJI JINMHTEP. AnmunucTpupoBaH#e KOMILIEKCA CPEJICTB

3alllUThI I[aHHBIX»).

MporpaMmmHbIe ceTeBble cpeacTBa

[IporpaMMHBIe ceTeBble cpeacTBa OOecrnedrBalOT OOMEH NaHHBIMU MEXKAY KIMEHTCKUM
npunoxenneM u JIMHTEP-cepeepom. B ux coctaB BXonsr:

* CETEBOM ApailBep KIUEHTA;

* CETEeBOU ApailBep ceprepa;

* (paiin ceTeBOl KOH(PUTYpPALIUH KIIUCHTA;

* nepemeHHbIe okpyxeHus OC;

¢ IIPOTOKOJIbI oOMmeHa JaHHBbIMMU.

CeTeBOM ApanBep KNneHTa

Cemesoti Opatigep Kauenma — TPOTPAMMHOE CpEACTBO, YCTAHABIMBAEMOE BMECTE C
KJIMEHTCKUM TPUIOKEHUEM U BBITIOIHAIONIEE CIeAyonre (QyHKINN:

* MpueM 3anpocoB kiaueHTckux npuioxkennit kK JIMHTEP-cepepy;

* yCTaHOBJIEHHE cOOTBEeTCTBUA Mexkay uMeHeM JIMHTEP-cepBepa u ero cereBbIM agpecomM;
* OCYUIECTBJICHHE CETEBOr0 WM JIoKanbHOTO coequnenus ¢ JIMHTEP-cepsepowm;

e mepenady 3ampocoB KineHTckux mpuinoxenut JIMHTEP-cepeepy uepe3 cers unm
JIOKaJIbHO;

* mpueM pe3ynbsratoB o0padoTku 3ampoco oT JIMHTEP-cepgepa;

¢ Iepeaavy pe3yjibTaToB O6pa6OTKI/I 3aIlIPOCOB KIIMCHTCKOMY MMPUIIOKCHUIO.
CeTteBOM gpanBep cepBepa

Cemesoti Opatisep cepsepa — IPOrpaMMHOE CPENICTBO, ycTaHaBIuBaeMoe B coctase JIMHTEP-
cepBepa U BBHIOIHSIONIEE CAeayonue QyHKIUN:

* OcCyulecTBIICHHE JlokaiabHOro coequuenus ¢ ssapom CYB/] JIMHTEP;
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Mogeas ceresoii apxutektypsl CYB/| JUHTEP

¢ OCYHICCTBJICHUC CCTCBOI'0O COCANHCHUSA C CCTCBBIMU ):[paﬁBepaMI/I KIIMCHTOB,

* TOJY4YEHHE OT CETEBOIO ApaliBepa KIMEHTA 3allpOCOB KIMEHTCKUX TPUIOKEHUH U Iiepeaady
ux anpy CYbJ JIMHTEP;

» nonyuenue ot sapa CYB/[ JIMHTEP pe3ynsraToB BBINOJIHEHUS 3alIpOCOB U Iepeaady Mx
JpaiiBepy KIIMEHTA;

¢ MNCPUOAUYCCKU OTIIPABIIACT TCCTOBLIC ITAKCTHI J:[paﬁBepy KIIMCHTAa C MCJIbIO IIPOBCPKU
AKTUBHOCTHU COCOAUHCHMA.

Pann ceteBoM KOH(Urypaumm KnmeHTa

Daiin cemesoll KOH@uUeypayuu KiueHma — TEKCTOBBIM (ailn (co CTaHAAPTHBIM HMEHEM
nodetab), pa3MmemaeMblii Ha TOM K€ KOMIIBIOTEpE, IJ€ 3alyCKaeTCsl KIMEHTCKOEe
NpUIoKeHHe, U onuchiBaromuii cereByto koHpurypauuto CYB/] JIMHTEP ¢ touku 3penus
ATOTO KJIMEHTCKOTro npuiioxkenus (mmena noctynusix JIMHTEP-cepBepoB, ux cereBbie aapeca
U JIpyTHe TapaMeTpbl, HEOOXOIHWMBbIE CETEBOMY JpaiBepy KIMEHTa sl YCTaHOBJICHUS
ceTeBoro coenquHenus ¢ koHKpeTHbIM JIMHTEP-cepeepom).

NepemMeHHble okpyxeHus OC

llepemennvie oxpyscenuss OC — 3TO IEPEMEHHBIE OKDPYKCHHs OIEPALUMOHHOM CUCTEMBI,
UCTIONIb3yeMble il HacTpoiiku pabotel ceteBbix cpenctB CYBJ JIMHTEP u knueHTckux
MIPUJIOKCHUM.

MpoTokonbl 0OMeHa AaHHbIMU

IIpomokonvl 0bmena oanHbiMy — NpaBUIIa NEpeadl, UCHONb3yeMble IIPU OOMEHE NaHHBIMU
MEX]y CETEBBIM JIpaiiBEpOM KJIMEHTA U CETEBBIM JpaiiBepoM cepBepa JIM00 HEMOCPEACTBEHHO
MEX1y KIMEHTCKMM npunoxenueM u  sanpom CVYBJ[ JIMHTEP. HactpaunBaemsle
XapaKTePUCTUKU TIPOTOKOJIOB OOMEHa 3aJaloTcsi € TOMOLIbIO IapaMeTpoB MPOTOKOJIA
(HanpuMep, BeIMYMHA TaliM-ayTa CeTEBOTO COSIMHEHUS ), KOTOPbIE XpaHATCS B (ailiie ceTeBoit
KoH(purypauun nodetab u 3anatorcs MHIUBUAYyanbHO i kaxzaoro JIMHTEP-cepsepa.
@opMaT NpeACTaBICHUS IApaMETPOB IPOTOKOJIA ONIPEIAEISETCS HCIOJIB3YEMBIM CETEBBIM
IIPOTOKOJIOM.
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MexaHu3m B3aMmoaencTBUSA KIUEeHT-cepBep

CereBbie cpeactsa CYBJ] JIMHTEP oOecneunBaioT mMpo3padHblii MeXaHU3M JOCTyIa
knueHTckux npuinoxenunii kK JUHTEP-cepBepam. 910 03Ha4aeT, YTO KIMEHTCKOE IPUIIOKEHHE
He 00s3aHO colepkaTb BHYTpU ceOs WIM 3ampaliuBaThb HW3BHE MH(OpPMALKIO O
Mecrononoxxennn JIMHTEP-cepBepa B TOKAJIBHON CETH U €TI0 CETEBBIX MApaMeTpax JOCTYIIA,
Kpome, Bo3MokHO, camoro umenu JINMHTEP-cepBepa, k koropomy Heooxoaum noctyt (B psaae
CiIy4aeB KJIIMEHTCKHUE MpuiokeHus: MoryT padotats ¢ JIMHTEP-cepBepom, naxxe He 3Hast ero
nMenu, T.e. ¢ «JINMHTEP-cepBepoM 1o ymomdanuroy).

CeTeBas Nnpo3payvyHOCTb

Knuentckue npunoxxenus, pyHkunonupytouie Ha jokanbHom JIMHTEP-cepsepe, moryt
ObITh pa3BepHYTHl B ceTH g aoctyna k aHamornyHomy JIMHTEP-cepBepy 6e3 kakux-
1100 U3MEHEHUN B TeKkcTe npuioxkeHuid. C TOUukH 3peHus pa3paboTurKa WIK MOIb30BaTeNs
MPUIJIOKEHUS], BEChb OOMEH JTaHHBIMM Y€pe3 CETEBbIE CPEICTBA HEBUIMM JJIS MOJIb30BATEIS
npuiokeHus. Kpome Toro, MOXHO U3MEHATh CTPYKTYpPYy CETH JUIsl IPUIIOKEHUS, HE U3MEHSA
CaMoOro MPUJIOXKEHUs. DTa CIOCOOHOCTh OCTaBaThCS HEBUAMMBIM HM3BECTHA KaK CeTeBas
IIPO3PaYHOCTb.

He3aBUCMMOCTb OT NPOTOKOSIOB

CereBbie cpeactBa CYBJl JIMHTEP o6ecneunBaioT KIMEHTCKUM  IMPUIOKEHUSAM
HE3aBHCHUMOCTb OT MIpPOTOKOJIOB oOMeHa naHHbIMU. CeTeBble cpeacTBa MOTYT paboTarhb
C OOJNBIIMHCTBOM CETEBBIX IMPOTOKOJIOB, IMOICPKUBAEMBIX OINEPAMOHHBIMU CHCTEMaMHU.
JIroboe mpuiiokeHune, pa3pabOTaHHOE Ha JIOOOM KOMITBIOTEpPE, HCITOJIB30BABIIEM JTFOOOM
IIPOTOKOJI, MOKET OBITh NEPEHECEHO 0€3 U3MEHEHUI Ha IPYTUE KOMITbIOTEPHI, HCIIOIB3YIOIIHE
MHBIE TIPOTOKOJIBI.

Mpo3payvyHOCTb MEeCTOMNONOXeHUNA

Ceresbie cpencta CYBJ] JIMHTEP obecneunBatoT mpo3padHOCTh MECTOMOJIOKEHUS. ITO
03HA4aeT, 4YTO JOCTyN U3 KinueHTckoro npunoxenus k JIMHTEP-cepBepy ocymecTtsusercs
TOJBKO II0 HMEHHU CepBepa, HHUKAKOW JOMOJIHUTENbHONW HHGPOpMamuu O (QU3NUECKOM
MECTOINOJI0KEHUH CepBepa MPHIIOKEHUIO HE TpeOyeTcsl.
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OpraHusauml ceTeBOro Aocrtyna

Onepauuu coegnHeHus/oTcoeguHeHUsA

Omnepanusi coOeAMHEHNS MEXIY CETEBBIMHU JpaiiBepaMu KIMEHTAa U CepBepa MHULMHUPYETCS
BO BpeMmsi mepenaun JJrodoro 3amnpoca k yaaaeanomy JIMHTEP-cepsepy. [lnst coenunenus ¢
JIMHTEP-cepBepoM HEOOXOAMMO yKa3aTh €ro UMS B COOTBETCTBYIOIIUX MOJISAX MPOTPaMMHBIX
untepdeiicoB wiu B onuusax ytuiaut. Ecim ums JIMHTEP-cepBepa He ykasbIBaeTcs, TO
BoinonHsAeTrcs coenuHenue ¢ JIMHTEP-cepsepom mo ymomuanuro. JIMHTEP-cepsep mo
ymomyaHuio — 370 JokaubHblM JIMHTEP-cepBep mimu, ecnu snoxanenbeil JIMHTEP-cepsep
orcyrcTByert, onuH u3 JIMHTEP-cepBepoB, nepeuncienHbiii B (paiine cereBol KOHGUTYpanu.

Pa3pHB COCAUHCHHUA MCIKIAY CCETCBbBIMU npaﬁBepaMH KIIMCHTAa W CCpBCpa IIPOUCXOOHUT B
CJICAYIOIINC MOMCHTHI:

* 3aBepIeHUE Pa0OThI BCEX KIMCHTCKUX MPHIIOKCHHIIH,

* 3aBepllieHue paboThl CETEBOIO JipaiiBepa cepBepa WK KIMEHTa;

* CHCTEMHas OIIMOKa CETEBOTO COCMHEHUS (anmaparHasi Wid IporpaMmmMHas);
* 3apepuieHue padbotsl ynanennoro JINMHTEP-cepsepa.

[Tpu ommobKkax cCeTeBOro0 COCAMHEHUS WIM IpH 3aBepiieHuu padotsl ynanennoro JINMHTEP-
cepBepa KIMEHTCKOMY IIPWIOKEHHUIO NEPENAIOTCs COOTBETCTBYIOLIUE KOJbI 3aBEPILUCHUS B
auanasone ot 4000 xo 4999.

06 ommbkax cereBoro coenuHeHus coodmaer OC B Koje 3aBEPIICHHUS COOTBETCTBYIOIIETO
CHUCTEMHOT'O BBI30Ba, HJIH JK€ OHU OOHAPY)KMBAIOTCS CETEBBIMH JIpaiBepaMHu CaMOCTOSTEIBHO
10 UCTEYCHUHU TalM-ayTOB MOJYYCHHS TECTOBBIX ITOCHUIOK.

Crnenyer pa3znuyaTh CETEBOE COEIMHEHUE MEXK]y CETEBBIMU JpaliBepaMH KIMEHTa U cepBepa
n coenuHenue knueHtckoro npuioxenus ¢ JIMHTEP-cepsepom. Ilo ogHOomy cereBomy
COEMHEHHUIO MOXET OBITh OTKPBITO HECKONIBKO coennHennii (kanaioB) k JIMHTEP-cepsepy,
BO3MOXHO, AK€ pa3HbIMU KIIMEHTCKUMH IIPUIIOKCHUSAMU.

IIpu paszpsiBe cereBoro coeaunenus sapo CYBJ] JIMHTEP 3akpeiBaeT Bce KaHalbl, IO
KOTOPBIM IIPOUCXO/MIIa paboTa MPUIIOKEHUH ¢ TaHHOTO KoMmIbioTepa. KaHanel npuioxeHus
TaK)Ke 3aKpBIBAIOTCS B CIIyyae 3aBepIlieHus] pabOThl CaMOro MPUIIOKEHHUS.

Onepauun obmMeHa AaHHbIMU

Ceresnie cpeactBa CYB]] JIMHTEP peanuzytot ciaeayromuii MEXaHU3M OOMEHa TaHHBIMU:
* KJIHMEHTCKOe TmpuiokeHue nepenaetr SQL-3ampoc monb3oBarenbckoMy HHTEpQEHCY,
BCTPOCHHOMY B 3TO MPUJIOKEHHUE;

* M0JIb30BAaTENbCKUN HMHTEpdelc HampapiseT 3anpoc HemocpencTBeHHO s1apy CYBJI
JIMHTEP nnu cereBomy IpaiiBepy KIHUEHTA,

* CETEBOM JpailBep KIIMEHTA MEPEAET 10 CETH 3aIIPpOC CETEBOMY JIpalBeEpPy CEpBEPA;
* CceTeBOM ApaiiBep cepBepa nepeaapecyet 3anpoc sapy CYBJ JIMHTEP;

» sapo CYBJl JIMHTEP o6pabateiBaeT 3ampoc U pe3ysIbTaThl €r0 BHITIOJHEHUS BO3BpAIIACT
CETEeBOMY JIpaiiBepy cepBepa;

* CeTeBOH JipaiiBep cepBepa MepeaacT MO CETU Pe3ysIbTaThl BHIIOIHEHUS 3apoca CETEBOMY
JipaliBepy KJIUEHTA;

10

© CerteBnle cpencta. 3A0 HIIIT «PEJIIKC», 1990-2023



Opranmaunﬁ CE€TEBOI0 A0CTYNA

* CeTeBoil npaﬁBep KIIMCHTA MEPCAACT MOJTYYCHHBIC TAHHBIC KIIMCHTCKOMY ITPUIIOKCHUIO.

3anpochl KITUEHTCKOTO MPUJIOKEHUS MIPU paboTe Yepe3 CeTh MOTYT ObITh KaK CHHXPOHHBIMH,
TaK U aCHHXPOHHBIMU (aHAJOTU4HO padore ¢ nokanbHbeIM JINMHTEP-cepBepom).

B Hpumeuanue
Hexoropsie nmpotokonel (LOCAL) mMoryT He MCHOIb30BaTh B KauyecCTBE MOCPEIHUKA CETEBOM
NpaiiBep cepBepa, a paboTaTh HANPSIMYIO C SAPOM, MCIOJIb3YS MEXaHHU3MbI MEXIPOIIECCHOIO
oomena. Takue NPOTOKOIBI MOTYT paboOTaTh TOJIBKO B paMKax OAHOW MamuHbl. OHHU
WCIIONB3YIOTCS IS JOCTyIMa npuiiokeHust K HeckoiabkuM sapam CY Bl JIMHTEP na nokansHo#
MalI1HE.

ABapuinHoe npekpallieHne coeguHeHuUs

ABapuilHO€ NpEKpalleHUE COEIMHEHUS BO3HUKAET B CHUTyal[Md, KOIZa KJIMEHTCKOE
NPUIOKEHHE aBapHIfHO 3aBepIIaeT CBOIO paboTy, HE ycCIeB NMPOMH()OPMHUPOBATH CETEBBIE
cpezacTBa 0 HeoOXoaMMOCTH 3akoHUUTh coenuHenue ¢ JIMHTEP-cepsepoM. B aTom ciryuae
CeTeBbIe CPe/ICTBA COPACHIBAIOT ONIEPALIMH KIIMEHTA U CEpPBEpa, YTO MPUBEAET K Pa3beAUHEHHIO
TEKYLIEH OIEPaLuH.

Pa3zbeanHeHue no Tanm-ayTty

PazbenuHeHue o TaiiM-ayTy BOSHUKAET PU OOHAPYKEHUH 3aBUCIIETO coernHeHus. CeTeBoi
JpaiiBep cepBepa NEpUOAMYECKHU (C 3aJlaHHBIM NPU KOH(UTYPUPOBAHUHM CETEBOTO OCTYIIA
MHTEPBAJIOM) NIOCBUIAET TECTOBBIM MakeT. Eciau He Moly4eHO HU OAHOIO IakKeTa B TEUEHHE
3aJJaHHOTO BpeMeHHU (0OBIYHO M3-32 HEJIOCTYTHOCTH KOMIIBIOTEPA), COSAMHEHHUE 3aKphIBaeTCs,
KJINEHTCKOMY IPUJIOKEHUIO NIEPENACTCs COOTBETCTBYIOLINN KOJI 3aBEPILCHUS.
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BapuaHTbl ceTeBbIX COeANHEHUMN

JNlokanbHbIN gocTtyn K B[l no ymonyaHuio

Kondurypanus nokanpHoro nocryna k bJ] mo ymonuyanuio mpuBeneHa Ha pucyHke 1. B

ToM ciyyae kineHTckoe npunoxenue u JIMHTEP-cepsep (B[ u sapo CYB/ JIMHTEP)
pa3sMelalTCs Ha OIHOM KOMIIBIOTEPE.

Kondurypanuonnsiii ¢aiin nodetab He Tpebyercs (AOCTyn OCYIIECTBIACTCS TIO
YMOJIYaHUIO K ycTaHOBIeHHOMY Ha koMnbtotepe JIMHTEP-cepsepy).

CereBble cpesicTBa (CeTeBble ApaliBephbl KIMEHTA U CEpBEpa) HE UCIOIb3YIOTCS.

rd KomnetoTep

NMHTEP-cepeep

Hupo CYB]

- LOCAL |
KaHeHTCROE !
|

\ J

Pucynok 1. Kondurypauus 10kansHOro J0CTyna Mo yMOITYaHHIO

JlokanbHbIN foCTYN Yepe3 ceTeBOMU ApanBep
KNIMeHTa

Kondurypanus 70KanbHOTO JIOCTyNa 4Yepe3 CETeBOW apaiiBep KIWMEHTa NpUBEIcHa Ha
pucyHke 2. B 3ToM cilyyae KIMEHTCKOE NMpWIOKEHHEe M oauH uiau Heckonbko JIMHTEP-
cepsepoB (b/] u ax3emmuisaps siapa CYBJ] JIMHTEP) pa3meniaroTcss Ha 0JHOM KOMITBIOTEpE.

Hcnonb3yercst oAuH CETEBOM ipaliBep KIMEHTa U Heckoubko sKk3emiuisipoB CYB/] JIMHTEP.
Kondurypanumonnsiit paitn nodetab tpedyercs.

[Tpumep xoHpurypanuonnoro Qaiina:

YcaoBHOe mmMma Ilporokos Anpec IlopTr TamM-ayTr TanM-ayT TanM-ayT
KOMIIBIOTEPA cepsepa KJIMEHTa COeIMHEHUS
A LOCAL 1254

B Hpumeuanne
B mnporokone LOCAL 3Hauenwe Ampec B (aiiie nodetab ompenenser HE HOMEp
MopTa, a 3HaAYeHHE HJECHTU(UKATOpa MEXaHHW3Ma MEXIIPOLECCHOTO B3aMMOJCHCTBHUS, aHAJIOT
nepemeHHol okpykeHust LINTER MBX (cM. onncanune nporokona LOCAL).
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BapuanTbl ceTeBbIX COeTUHEHUI

,/ KomnbtoTep

NMHTEP-cepeep
daiin ceTeBoi Bommmm e mmmmmmmmsssooceeooooooooooooons

KOUHUTYpartii

MBX

LOCAL i

Cereroii npafisep
KITHEHTA

Kiunenrckoe
TIPHIKEHHE

LOCAL
MBX

- —_—p————— J

Pucynok 2. Kondurypauus 10kaabHOTo JOCTyIa Yepe3 CETeBOU ApaiBep KIHEHTa

JNlokanbHbIN ceTeBON AOCTYN

Konduryparnus 1okaapHOrO CETEBOrO JOCTyNa IpuBeAeHa Ha pucyHKe 3. B aTtom ciydae
KJIIMEHTCKOE MpuiioxkeHue u oauH uiu Heckosbko JIMHTEP-cepsepor (b1 1 a3x3eMIuispsI siapa
CYB/l JIMHTEP) pa3zmemarotcs Ha 0JHOM KOMIIBIOTEPE.

HCHOJ’IBSyeTCH OJUH CETEeBOM z[paﬁBep KIIMCHTA U CTOJIBKO 3K3CMILIAPOB CETCBOI'O npaﬁBepa

cepBepa, CKOJIbKO ycTaHoBIeHO Ha kommnbioTepe bJ1, u sx3emmisipos CYB/] JIMHTEP (onHoii
Y TOM K€ WJIM Pa3HbIX BEPCHUI).

Kondurypanuonnsiit paitn nodetab tpedyercs.

JanHas koH(Urypanus MOXET NPUMEHSATHCS B HHGPOPMAIIMOHHON CHUCTEME, B KOTOpPOI
mpenoaaraeTcs MaclTabupoBaHue cucTeMbl. B 3ToM citydae snokanbHas cBsizka «CeTeBoii
npaiiBep cepsepa + siapo CYB/] JIMHTEP» BeIHOCATCS Ha OTAEIBHBIN KOMIIBIOTED, IPH 3TOM

KIIMCHTCKOC IIPUIIOKCHHUEC HC MCHACTCA.

[Tpumep xoHpurypanuonsnoro Qaiina:

YcioBHOe mMA [IpoTokoJsi AOpec [lopT TamM-ayT TamM-ayTr TanM-ayT
KOMIIBIOTEPA cepsepa KJIMEeHTa
coeIMHeHUs

A TCPIP localhost
B TCPIPS 127.0.0.1 1061 2
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BapuaHTbI ceTeBbIX COeTUHEHUIT

/ KnueHTckni komnbtoTep \

[|

i

CeTeson ) A i
Apaiieep

o e i CYB/ MHTEP | !

KNWeHTa '

r i

N @)

N -

Dann ceTeroM Mo CeTesoi .
KOHMMYpa LM “‘I Apaieep cyg;?ﬂaoHTEP !
| cepeepa :

| ]

(1), (2), (3) = ceTessie npoTokant (TCPIP, TLS W ap.)

- /

Pucynoxk 3. Kondurypanus 10KanbHOTo CeTeBOro J0CTymna

YaaneHHbIU ceTeBOU JOCTYN

KoHurypaius ynanreHHOro ceTeBoro JI0CTyna HpuBeieHa Ha pucyHke 4. B stom ciyuae
KJIMEHTCKOE MpujiokeHue 1 ouH uiu Heckonbko JIMHTEP-cepsepos (Bl 1 sx3eMIuispsl siapa
CYB/] JIMHTEP) pa3zmeratoTcsi Ha pa3HbIX KOMIbIOTEPAX.

Kon¢urypauumonnsiii ¢aitn nodetab tpedyercs.

/— KNnWeHTCKWIA KoMNBloTED \ // CepBepHbIi KOMNBIOTED

Daiin ceTeroi
KOH{HTYpariH

A 4

TCPIP
Cereroii npaiisep’,

KITHEHTA

“eTeBOIl Opaiipep
cepBepa

Y

Kiunenrckoe 4 '
NPHIOKEHNE

Pucynoxk 4. Kondurypauus ynajaeHHOro ceTeBoro 10cTymna
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YcTaHOBKa ceTeBbIX CpeaAcCTB

B cpene OC tuna Windows ycTaHOBKa CETEBBIX CPEICTB BBINOJIHSAETCS BBHIOOPOYHO B
npouecce ycranoBku CYBJ[ JIMHTEP nytem BeicTaBnenus ¢unaxka CereBble ApaiiBepsl B
okHe «Bp100p KOMIIOHEHTOB AJisl ycTaHOBKKW» (cM. ToKyMeHT «CYB/[ JIMHTEP. YcranoBka
CYBJA JIMHTEP B cpene OC Windowsy).

B cpene OC tuna UNIX ceteBbie cpeacTBa ycTaHaBiIMBatoTCs Beeraa nmpu ycranoBke CYB/]
JIMHTEP, He3aBucuMo OT TOTO, OYIyT WM HET, OHM MCIOJB30BAaThCS B JAJIbHEHUIIEM (CM.
nokyMeHT «CYB/I JIMHTEP. Ycranoka CYBJI JIMHTEP B cpene OC UNIX, QNX»).
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dann ceteBOM KOHpUrypaumm

CTpykrypa dhanna

st ynpaBiaeHust JoCTynoM KiIMeHTCKuX npuiioxkeHuit k B/l mcnonbiyercst aiin cereBoit
KOH(UTrypaluu KIHEeHTa — TEKCTOBBIN ¢ailn ¢ nMeHeM nodetab (mpuioxkenue 2). CTpoku
¢aiina onuceBatoT cereBble mapameTrpbl JIMHTEP-cepBepoB u, mpum HEOOXOIUMOCTH,
cuctemsl ropsiuero peszepsupoBanusi CYB/] JIMHTEP. Kaxnas crpoka paszaensercs: Ha moss
(puc. 5). PazgenuTenbHBIM CHUMBOJIOM MOJIEH SIBISETCA MPOOET WM CUMBOJI TaOyIsILIUH.
Kaxoe mose mmeer cBoe Ha3HaYeHHWE M yCTAHABIMBACT OAMH U3 MapaMeTPOB CETEBOrO
coennnenust JIMHTEP-cepsepa.

YcnoBHOE UM
KOMIIbIOTEpA

Tanm-ayt Tanm-ayt Tanm-ayt

IIporokon Anpec ITopr
cepsepa KIIMEHTA | COCAUHEHUSA

Pucynox 5. Ilons ctpoku daiina nodetab

O0s3aTeIbHBIMUA TIOJISIMU SBJISIOTCS:

* YCJIOBHOE UMSI KOMIIBIOTEPA;
* MPOTOKOI;

* ajpec.

B cTpoke MOTyT mpucyTCTBOBATh U APYyTUe MO sl paboThl ceTeBbiXx KoMOHEHTOB CYB/]
JIMHTEP (neobs3arenbHble OIS UMEIOT 3HAUCHHUS 110 YMOIYAHHIO):

* MOPT;

* TailM-ayT cepBepa;

* TalM-ayT KJIMEHTA;

* TaillM-ayT COCIUHEHHS.

dopmar U 3HAYEHHE STUX MOJIEW 3aBUCUT OT THUIA MCIOJIb3YEMOro IMPOTOKOJIa OOMEHa
JnaHHbIMU (cM. pasnen «IIpoTokosibl o0OMeHa JTaHHBIMEY).

[Tone Tarim-ayT cepBepa 3agaeT MaKCUMAJIbHO JIOMYCTUMOE BpeMs (B MUH.), IMOCIe
KOTOpPOTO CETeBO JpaiiBep cepBepa OyleT CUUTaTh, YTO CETEBOE COEAMHEHHUE C IpaiiBepoM
KJIMeHTa pa3opBaHo. [Ipu ceTeBoil paboTre ApaiiBep KIMEHTA MOCHUIACT CETEBOMY JpaiiBepy
cepBepa TeCTOBbIE MOCHUIKM HECKOJIBKO Yallle, YeM 3TOT MHTepBal. B ciydae eciu npaiiBep
cepBepa He MOJIyYUT TECTOBOIO [TAKeTa OT JipaiiBepa KJIIMEeHTa B TEYEHHE BPEMEHH, YKa3aHHOTO
B noine TarM-ayT  CcepBepa, COeIMHEHHE OyIeT 3aKkphiTO ApailBepoM cepBepa ¢
reHepalyel COOTBETCTBYIOIIETO KOJA 3aBEPIICHUSA. 3HAYEHUE TalM-ayTa M0 YMOJIYAHHIO:
1 munyTa. [Ipu SBHOM 3aJlaHHK HYJIEBOTO TaliM-ayTa TECTOBBIE MOCHUIKHU IPAUBEPOM KIIMEHTA
NoChLIaThes He OYIyT, U B Cllydae pa3pblBa COSIMHEHUS JUIUTEIbHOCTh OOHAPYKEHHUSI pa3phiBa
OyneT onpeaensaThes peanusaiueit mporokona B OC.

[Tone Tarim—-ayT kJMeHTa 3a7acT MHTEPBAJ BPpEMEHH (B CEK.), Uepe3 KOTOPHIN ApaiiBep
KIJIMEHTA CUUTAET COCTUHEHHE C IpaiiBEpOM cepBepa, pa30pBaHHBIM B CIIy4ae HEMOy4YEHHUs OT
JipaliBepa cepBepa TECTOBOTO MaKeTa. 3HaYEHUE MO yMOoI4aHuto: 0, T.e. TECTOBbIE AKEThl HE
MOCBLJIAIOTCS, U COCTOSTHUE pa3phiBa COEIMHEHUS ApaiiBEpOM KIMEHTa He OOHApYyKHUBAETCS.

[Tone Tarv—-ayT coenvHeHms 3alaeT BpeMms (B CEK.), IO UCTEYCHUH KOTOPOTO OymeT
(UKCHPOBATHCS OMNOKA, €CITH CETEBOE COCTMHEHNE MEKIY ApaiiBepamMu KIIMEHTa U CepBepa
YCTaHOBHTH HE yaasioch. [1o yMordaHuio ycTaHaBIMBaeTCs MUHIMalIbHOE 3HaYeHne (3¢).

16
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daiin ceTeBoil KOHPUTYypaLUU

NMoproroBka hanna

B cpene OC UNIX ¢aitn nodetab BBOAUTCS BPYYHYIO C MOMOIIBIO JIFOOOTO TEKCTOBOTO
penaKkTopa, UMEIOLIErOCs B ONIEPALlMOHHONW CUCTEME.

B cpene OC Windows oH MOXeT ObITh MOATOTOBJICH CIEAYIOLUIMMH CIIOCOOaMu:

* BPYUHYIO;

« B npouecce ycranoBku CYBJl JIMHTEP Ha kineHTCKOM KOMIbIOTEpE (CM. JOKYMEHT
«CYBJI JIMHTEP. Ycranoska CYB/] JIMHTEP B cpene OC Windowsy);

s cereBoit Windows — ¢ momoribio yrTuiuthl 1inadm (cm. qokymeHT «CYBJI JIMHTEP.
CeteBoil aIMUHHUCTPATOPY ).

ITpaBuna BBona daiina nodetab:

1) ob6s3aTebHBIMU TOTSIMU SIBIISIFOTCSI:
* YCJIOBHOE UMS KOMIbIOTEpa (He Ooniee 8 CHMBOIIOB B JIATHHCKON KOJAMPOBKE);
* UM POTOKOJA;
* ajpec.

2) HE0O0A3aTeNIbHBIM IIOJISIM C HE3aIOJHECHHBIMU 3HAYCHUSIMU IMPUCBAUBAIOTCA 3HAUYCHUA T10
YMOJTYaHULO,

3) HempaBWJIBHO BBEICHHOE 3HaYCHHUE (HApUMep, BMeCTO U(POBOro 3HaUCHUsI OyKBEHHOE)
UTHOpHpYeTCs, cooOiieHne o0 omubKke He BBIJACTCS, W HENPaBWIbHOE 3HAYCHHE
3aMEHSIeTCS 3HAYEHUEM IO YMOJIYAHUIO;

4) Kaxxaasa CTpOKa (bafma AO0JIDKHA 3aKaHYUBATBCA CUMBOJIOM «II€PEXOA HAa HOBYHO CTPOKY»;

5) paznenuTeneM cToa0LOB daiisa MOryT ObITh IPOOEI U 3HAKU TaOyNIALUH (BCIEICTBHE 3TOTO
3ajjaBaeMble B TaONMIIE MMEHA HE JOJDKHBI COZlepKaTh IpoOesoB);

6) ¢aiin nomyckaer BBo KoMMeHTapueB. [Ipu3HakoM Hayana KOMMEHTapUs SBJISIETCS CUMBOI
#. KoMMeHTapueM cYMTaloTCsi BCE CMMBOJIBI OT Havyaja KOMMEHTApUs O KOHLA CTPOKHU
daiina.
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NMpoTokonbl oOMeHa AaHHbIMU

C (yHKIMOHAIBHONW TOYKM 3pEHMsI MPOTOKOJIBI OOMEHA MOXKHO pa3feiuTh Ha CIEIyIOIue
IPYIIIBL:

CETEBBIE IPOTOKOJIbI, MpEAHA3HAYCHHbIE JII OOMEHa MaHHBIMU MEXAY KIUEHTCKUM
npunoxenueM u ynaineHHsiM JIMHTEP-cepepom. B wacTHOM citydae ceTeBble IPOTOKOIIBI
MOTYT HCHOJb30BaTbCA JJIsl OpraHU3alUd OJHOBPEMEHHOIO JOCTYNa K HECKOJIbKUM
nokansHbeIM JIMHTEP-cepBepam. B oty rpynmy Bxoast nporokounst: TCP/IP, TCP/IPS, TLS;

JIOKaJIbHbIE TPOTOKOJIBI, MpeIHA3HAYeHHbIE A1 OOMEHa NaHHBIMU MEXIY KIMEHTCKUM
npunoxenueM u nokainbHeIM JIMHTEP-cepsepom. B 3Ty rpynmy BXOAAT NPOTOKOJIBI:
LOCAL, LOCALS;

IIPOTOKOJIBI PE3€PBHOIO AOCTYIIA, IPEIHA3HAYECHHBIE JUIs IOCTYIA K OAHOMY U3 HECKOIBKUX
JIMHTEP-cepBepoB nuMeHoBaHHOM rpyIibl. B 3Ty rpynmy BxonuT nportokona LASSP;

IIPOTOKOJIBI CHCTEMBbl PEIUIMKALMK (TUPAKUPOBAHUS) HAHHBIX, NpPEAHA3HAUYEHHbIE IS
oOMeHa JaHHBIMU MEX]Y PEeITULUPYEMbIMU cepBepaMu. KilneHTCKOMY MPUIIOKEHHIO 3TH
IPOTOKOJIbI HeAOCTYIHBI. B oty rpynny BxoasT npotokois: ATCP/IP, ATCP/IPS;

IIPOTOKOJI CUCTEMBI pe3epBupoBanus: REZ.

TCP/IP

ITporoxon nepenaun nosepx TCP nporokona.

OnucaHue B KOHUrypaumoHHom cpaune

Yci10BHOE HMSI KOMIIBIOTEpPa

VYciioBHOE MM KOMITbIOTEPA JIOKAJIBHOM CETH, Ha KOTOpoM 3amyiieHo a11po CYB/I.

[Tone obs3arenbHOE.
IIporoxo.a

O6o03Hnauenue nporokosa: TCPIP.

TTose oGs3arenpHOE.

Anpec

CereBoit [P-anpec wnu umsi, ompenensiemoe yepe3 ciy:k0y DNS (Domain Name Service).
Hanpumep, 100.101.102.103 — gucnooii [P-anpec, mycomp.myorg.mydomen — nonaoe DNS-
uMs1, mycomp — Kkparkoe DNS-nms.

ITose oGs3arenpHOE.

Hopt

Howmep nmopra TCP/IP ynanenHnoro cepBepa. 3agaeTcs B ACCATUYHOM WM MIECTHAIIATEPUIHOM

BUJC.

[Tone HeoGs3atensHoOe. [1o ymMmonmuanuto ucnonb3yercs Homep nopta 1060 (0x424).

B IMpumeuanus

1. Ecnu Ha yJgaJleHHOM KOMIIBIOTEPE 3allyIllEHO HECKOJIBKO CETEBBIX IpPaliBEPOB CEpBEpA,
HCTONB3YIOMIUX HECKOJBKO IMOPTOB, TO HEOOXOAMMO SIBHO YKa3blBaTh KaXAbI MOPT, 3a
UCKJIIOYCHUEM, MOXKET OBITh, OTHOTO.

18
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IIpoToxo/ibl 00MeHAa JTAHHBIMU

2. Ilone o0s3arenbHO JUIsL 3alONIHEHMs, €CIM CETeBOW JpaiiBep cepBepa Ha yAaJCHHOM
KOMITBIOTEPE «CITyLIaeT» MOPT, OTIAMYHBIN oT nopra 1060.

3. B OC UNIX ans monydenus 6onee HansiqHoi nHpopmanuu o nmoprax TCP/IP no komanze
netstat MOXXHO BHeCTH B (haiil /etc/services CTPOKY:

1060 tcpip Linter
TaiiM-ayT cepBepa
Taitm-ayT 0OHApYKEHUS pa3pbiBa COSAMHEHUS CETEBBIM JPaiBEpOM cepBepa (MHH. ).

[Tone HeoOs3aTenbHOE. [0 yMOTUaHUIO UCTIONB3YETCs 3HaYeHUE | MUH.

E Hpumeuanue
ITpu yka3anuu 3HaueHust 0 TaiitM-ayT UTHOPUPYETCS, U Pa3pblB COCTUHEHUS TUATHOCTUPYETCS
cpencreamu OC.

Taiim-ayT KIueHTa
TaiimM-ayT 0OHapy>keHUs pa3pbiBa COEAMHEHNS CETEBBIM IpaiiBEpOM KJIMEHTA (CEK.).

[Tone neobs3arensHoe. [lo ymomuanuio ucnomnb3yercs 3HadeHue 0, T.e. TaliM-ayT ONpenessieTcs
OC.

B Hpumeuanne
Benuunna 3Toro TaﬁM—ayTa JOJI2KHa OBITH OOJIBIIIE 2 CCKYHA.

Taiim-ayT coenmHeHus1
TaliM-ayT 0kM1aHUSI YCTAaHOBKU COEIMHEHUS CETEBBIM JpaliBEPOM KIIMEHTA (CEK.).

[Tone HeobOs3arenbHoe. [To ymomyanuio ucnonbs3yercs 3HadeHue 0, T.e. TaiiM-ayT onpeesseTcs
OC.

anMeHMMOCTb MPOTOKOJ1a ANA NPOorpaMMHbIX nnachopM

Bce onepanmonnsie cuctemsl, noaaepsxuparoriue TCP/IP.

Mpumep

YciioBHOE Taiim-ayr | Taiim-ayr | Taiim-ayr

HMHA IIporoxo.a Anpec IlopT| cepsepa, KJIHEeHTa, |COeINHEeHNs,

KOMIIbIOTEpa MHH. CeK. CeK.
SERV1 TCPIP 192.168.69.226 1060 |1 4

SERV2 TCPIP 195.98.69.227 0x425

SERV3 TCPIP Accountant 1062 |2 20 4

SERV4 TCPIP relex.ru

TCPI/IPS

ITpotokon nosepx TCP/IP, 3amumiennsiid SSL.
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IIpoTokoJibl 00MeHa TaHHBIMHU

B Hpumeuanue
[Tpotokon TCP/IPS siBnsieTcst ycTapeBUINM U €70 HE PEKOMEH/TyeTCsl UCTIONb30BaTh. BMecTo Hero
pEKOMEHAYeTCsl IPUMEHATh aHAJIOTUYHBINA eMy npotokos TLS.

OnucaHue B KOHUrypaumoHHom cpanne
Yci10BHOE MMSI KOMIIBIOTEpPa
VYcnoBHOE MMSI KOMIIBIOTEpA JTOKAJIBHOU CETH, HAa KOTOpoM 3aryuieHo s11po CYB/I.

[Tose oGs3arenpHOE.
IIporoxo.

O6o3nauenue mportokona: TCPIPS.

[Tose oGs3arenpHOE.

Anpec

3nauenue uaeHTuyHo npotokony TCP/IP.
Hopt

3Hauenue uaeHTU4HO npotokoiry TCP/IP.
TaiiM-ayT cepBepa

3nadenue uaeHTnIHo nporoxony TCP/IP.
Taiim-ayT KiIueHTa

3HavyeHue uaeHTuyHo npotoxonry TCP/IP.
Taiim-ayT coeqMHEeHUs

3naueHue uaeHTUIHO npotokoay TCP/IP.
anMeHMMOCTb MPOTOKOJ1a ANA NPorpaMMHbLIX nnaT(bopM
Bosmoxno npumenenue i Bcex UNIX-nogo6ubx OC. B HEKOTOPBIX MOCTAaBKAaX MOXKET HE

BKJIIouaThes. HerenecooOpazHo mprMeHeHHE BO BCTPOCHHBIX CUCTEMAaX M3-3a 3HAYUTEIIbHBIX
HaKJIaJHbIX PacXo/0B Ha peanu3anuio SSL.

Mpumep
YcioBHoe Taiim-ayr | Taiim-ayr | Taiim-ayr
ums IIporoxoa Anpec ITopt| cepsBepa, KJIMEHTAa, |COCAMHEHUS,
KOMIIbIOTEpa MHH. CeK. CeK.
SERV1 TCPIPS 195.98.69.226 1060 |1
SERV?2 TCPIPS 195.98.69.227 0x425
SERV3 TCPIPS Accountant 1062 |2 20 4

TLS

Amnanornuen npotokoy TCP/IPS, Ho ¢ ucnons3zoBanuem TLS mpotokona. Mcnons3yet mmst
3ammThl coequHennss TLS1 mpotokon ¢ Bo3MokHOCThIO mopaepkku ['OCT anroputmos.
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IIpoToxo/ibl 00MeHAa JTAHHBIMU

ITonnepka BKIFOUAETCS] aBTOMAaTHUECKH IIPU UCTIOIb30BAHUH CEPBEPOM U KIIMEHTOM KIIFOUEH
I'OCT anropurma. IIo ymonuanuto ucnons3yer AES256 anroputm.

[To3BoisieT BBIOMHATH AyTEHTU(UKAIMIO CETEBBIX JIPaiBEpOB C  HCIIOJIb30BAHUEM
yaocToBepsiromero 1eHrpa. CepTuukarbl yIOCTOBEPSIONUX IIEHTPOB CKIIAIBIBAIOTCS B
¢aiiner doc tcp.CAudbs tcp.CAmdbe_tcpudbs_tcp coorBercTBeHHO. B 3TH (haiinb
JIOJDKHBI CKITA/IBIBATHCS CEPTH(HUKATHI YI0CTOBEPSIONIUX IEHTPOB, KOTOPBIM TOBEPSIET KITUSHT
U cepBep.

Ecnin mpucyrcrByer ¢aitn ¢ pacmmpenuem .CRL (dbc tcp.CRL, dbs tcp.CRL),
TO CYHMTAeTCsS, 4TO B 3TOM (paiiye pacrmojaraeTcs CHHCOK OTO3BaHHBIX CEpPTH(HKATOB.
CnucoK OTO3BaHHBIX CEPTU(UKATOB HMMEET CMBICH TOJBKO MPH HAIW4MW cepTudukara
YAOCTOBEPSIFOIIETO LIEHTPA.

LOCAL

[Ipotokon mist moctyma K HeckodbkuM JokanbHbiM JIMHTEP-cepBepam u3 omHoro
KJIMEeHTCKOro npuinoxeHus. C nomonisio npotokosa LOCAL kineHTCcKoe NPUIoKEeHUE MOXKET
oOpamiarbcsl 4epe3 CeTeBOW npailBep KiuMeHTa K HeckoidbkuM siapam CYBJl Ha manHOM
KOMITbIOTEepe O3 yuacTHusi CETeBOro JpaiiBepa cepBepa. Bo3moxHa Taxke padora co BceMH
JIMHTEP-cepBepamu yepes npotokoa LOCAL.

OnucaHue B KOHUrypaumoHHom chaune

Yci10BHOE MMSI KOMIIBIOTEpPA

VYcnoBHOE MM KOMIIBIOTEPA JTOKAJIBHOW CETH, HAa KOTOpOM 3amyuieHo a1po CYB/I.

ITose oGs3arenpHOE.

IIporoxoa

O6o3nauenne nporokona: LOCAL.

ITosne oOs3arensHOE.

Anpec

3amaeT UACHTU(PHUKATOP MEXaHU3Ma MEXKIIPOLECCHOTO B3aMMOJICHCTBUA. AHAJOT MEepeMEHHON
okpyxxeHuss LINTER MBX. Ocymectsiger aoctyn k siapy CYBJl, mpu 3amycke KOTOporo
LINTER_MBX npunumaia TO4HO TaKko€ k€ 3Ha4€HHE, KaKk B 3TOM noJe (cM. JoKkyMeHT «CYBJ]
JIMHTEP. 3anyck u octanoB CYBJI JIMHTEP B cpene OC UNIX, QNX»).

ITose obOs3aTenpHOE.

HopT
He

3a4acCTCA.

Taiim-ayT cepBepa

He

3a4acCTCA.

Taiim-ayT KiIueHTa

He

3a4a€TCA.

TaliM-ayT coeMHeHUs

He

3a1aeTCA.
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IIpoTokoJibl 00MeHa TaHHBIMHU

MpumMeHsieMoCTb NPOTOKONA AN NPOorpaMmMHbIX NnaTdopm

He nognepxxusaercs OC VxWorks u OC PB, Ha KOTOPBIX MOXET BBITIOTHATHCS TOJIBKO OJMH
sxzemiursip CYB/I.

Mpumep
1) Ha xommnbtorepe 3amyckatorcs asa sk3emiuiipa CYB/I.

®daii1 nodetab:

Taiim-ayT | Taiim-ayT | Talim-ayT
IMporoxkon | Anpec |Ilopt| cepBepa, | KIMEHTa, COeAMHEHUS
MMH. ceK. CeK.

YciioBHOE UM
KOMIIbIOTEpa

SERV1 LOCAL 1234

3anyck CYB/l u cereBoro apaiiBepa KIMEHTA:

>linter /base=/first/base
>LINTER_MBX=1234

>export LINTER MBX

>linter /base=/second/base
>unset LINTER MBX

>dbc_ tcp

2) O6pamenue k CYBJl mst B /first/base
>inl

3) Oo6pamenne k CYB/] ais BJ] /second/base
>inl -n SERV1

LOCALS

[IpoTokosn, TMO3BOJAIOMIMKA KIMEHTCKOMY TPUJIOKEHUIO 00pamarbCsi K HECKOJIBKUM
noxanbHbIM siipam CYBJ] JIMHTEP, ucnone3yronmm UNIX domain sockets ninss LOCALS.

Ecmu mis mexnporeccHOro oOMeHa paiiBep KIMEHTa M KIMEHTCKOE IPHIOKECHUE
ucnonb3ytoT UNIX domain sockets, To mpotokon LOCALS sBnsieTcsi CHHOHUMOM HPOTOKOJIa
LOCAL.
Bce ckazannoe o npotokone LOCAL npumenumo k LOCALS.

OnucaHue B KOHUrypaumoHHom cpaunne
Cwm. onucanue npotokonaa LOCAL.

MpumMeHsieMoCTb NPOTOKOMAa ANA NPOorpaMmMHbIX nnaTdopm

Tonbko B cpene OC UNIX, QNX.

LASSP

IIporokon nocryna x onHomy u3 Heckonbkux JIMHTEP-cepBepoB B 3ananHoOM rpynie.
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IIpoToxo/ibl 00MeHAa JTAHHBIMU

[To mporoxomy LASSP (Linter Autometed Standby Server Protocol) ocymiecTusiercs
nomneiTka coeauHenust co Bcemu JIMHTEP-cepBepaMu, mepedncieHHbIMU B CTpoKe (aiina
nodetab ms aroro nporokona. IIpu ycnemnom coenunenuu ¢ nepssiM JIMHTEP-cepsepom
IpyImnsl OOMEH AaHHBIMU BBIMIOJHSETCS Yepe3 3To coeauHeHue. [lpu paspbiBe coenuHeHus,
yepe3 KOTOpO€ B JAaHHBIA MOMEHT BBINOJHAETCS OOMEH JaHHBIMU, OCYILECTBIISETCS
MOTBITKA aBTOMATUYECKOTO MEepeKoueHus Ha chneayrouuii (mo nopsaaky) JIMHTEP-cepsep
Ipynnbl, NpUHAANIEKAUl nJaHHOMY nporokosnly LASSP. Ecin NoOnbITKM COEAMHEHHs CO
Bcemu JIMHTEP-cepBepamu rpynmsl OKa3aauch HEYJAUHBIMU, KIMEHTCKOMY IPUIIOKCHUIO
BO3BPAILAETCS COOTBETCTBYIOIINM KO 3aBEPILICHMUS.

OnucaHue B KOH(UrypaumoHHom canne
Yci10BHOE MMSI KOMIIBIOTEpPa
VYci10BHOE MM KOMITbIOTEPA JIOKAIBHOM CETH, Ha KOTOpOoM 3amyiieHo a1po CYB/I.

ITose oGs3arenpHOE.

IIporoxoa
O6o03nauenne nporokona: LASSP.

TTose oGs3arenpHOE.

Anpec

Cnucox umen JIMHTEP-cepBepoB, pasneneHHbIX HpoOeraMud WM CHUMBOJAMM TaOyJsSLUH.
[lepeuncienHble B JaHHOM CIUCKE MMEHA JOJKHBI ObITh OMKMCAHBI B 3TOM ke (haiine nodetab
B CTpOKax, MpeIUIecTBYIOLIUX CTpoke ¢ onucanuem mnporokona LASSP. He nomyckaercs
BkimoueHue B rpynny JIMHTEP-cepsepoB miia onnoro LASSP-nporokona JIMHTEP-cepeepos
u3 apyrux rpynn LASSP-npotokonos: kaxasiii JIUHTEP-cepBep gomkeH BKIIOYATHCS TOJIBKO B
OJIHY TpyTIILY.

IMopt

He 3agaercs.

Taiim-ayT cepBepa
He 3apaercs.

JlaHHBIN TMPOTOKOJI HE HUMEET COOCTBEHHBIX CPEICTB OrPAaHWYEHHS] BPEMEHH COEIUHEHUS
U OOHapy>KEHHUs pa3pbhiBa COCIUHEHHUS, MOITOMY HEOOXOAMMO O0O0S3aTeNIbHO yCTaHABIMBATh
MHJVBHlyallbHbIE TaliM-ayThl Kaxxaoro u3 JIMHTEP-cepepos, Bxoasmux B rpymmy. Ecinu xoTs
ob1 onun JIMHTEP-cepBep He OyneT umeTh TaliM-ayToOB, TO /0 BO3BpaTa KojJa 3aBEpIICHUS
KJIIMEHTCKOMY TPUJIOKEHUIO U OOHAapYyX EHMsI pa3pblBa COCIUHEHUS MOXKET MPONTH OOJbILON
WHTEpBaJ BPEMEHHU.

TaliM-ayT KJIHeHTa

He 3apaercs. CwMm. IIYHKT Taiim-ayT cepBepa JaHHOTO IMPOTOKOJIA.

TaliM-ayT coeuHEeHUs

He 3anaercs. Cm. mynkt Talim-ayT cepBepa JaHHOTO MPOTOKOJIA.

anMeHﬂeMOCTb nNpoTOoKOoIa AnA NporpaMMHbIX nnaTd)opM

B cpene OC cemeiicte UNIX u Windows.
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IIpoTokoJibl 00MeHa TaHHBIMHU

Mpumep

®daii1 nodetab:

YciaoBHoe Taiim-ayr | Taiim-ayr | Taiim-ayT
UMH IIporoxoa Anpec ITopt| cepsBepa, KJIMEHTAa, |COCAMHEHUS,
KOMIIbIOTEpa MHH. CeK. CeK.
SERV1 TCPIP 195.200.56.40 1060 |1 20 10
SERV?2 LOCAL 1234
SERV3 TCPIPS 195.200.56.50 1060 |1 20 10
MAIN LASSP SERV1 SERV2
SERV3

ATCPI/IP

IIporokon ATCP/IP nmnpenHa3HayeH Jis  HMCIHOJB30BAaHHMS CHCTEMON  PEIUTMKAIIUN
(aCMHXPOHHOTO TUPAKUPOBAHHUSA), TOCKOJIBKY CEpBEp pEIUIMKALIMM U CETEeBOM paiiBep
KJIIMEHTA UMEIOT OOl (aiin KoHUryparmm.

OnucaHue B KOH(UurypaumoHHom canne
Yci10BHOE MMSI KOMIIBIOTEpPa
VYCoBHOE MMl KOMITBIOTEPA JIOKAJIBHOW CETH, Ha KoTtopoM 3amyuieHo sapo CYB/l, u B B/
KOTOPOI'0 JOJIKHBI TUPAXKHUPOBATHCA JTAHHBIC. 910 UMA JOJDKHO COBIAAaTh ¢ MMEHEM CEPBEpa,
coznaBaembiM B B/l JIMHTEP nocpencTtBoM 3anpoca Buaa create server.
[Tone oGs3aTenbHOE.
B Hpumeuanue
KomuuectBo ctpok ¢ mporokonom ATCP/IP B ¢daiine nodetab HOMWKHO COOTBETCTBOBATH

konuuectBy JIMHTEP-cepBepoB, Ha KOTOpBIE BBIMOJIHSAETCS TUPAKUPOBAHUE TAHHBIX (CM.
nokyMmeHT «CYBJI JINMHTEP. Penuinkanuys JaHHBIXY).

IIporoxon
O6o3nauenue nporokoia: ATCPIP.

TTosne oGs3arenpHOE.

Anpec
CeteBoii [Pv4-anpec unu ums, onpenensiemoe depe3 ciyx0y DNS (Domain Name Service).
Hampumep, 100.101.102.103 — uncnosoit [P-anpec, mycomp.myorg.mydomen — moixHoe DNS-
nMs1, mycomp — Kopotkoe DNS-umsi.

[Tone obs3arenbHOE.
Hopt

Homep TCP/IP mopra ymaneHHOTO cepBepa perUIMKalnud. 3amaeTcs B JACCATHYHOM WU
meCTHAaAUAaTCpUIHOM BUIC.

[Tone neoOs3aTenpHOE. 1o ymonyanuro ucnonb3yercs Homep mopra 1080 (0x438).
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IIpoToxo/ibl 00MeHAa JTAHHBIMU

Homep nomxeH coBnagars ¢ HOMEPOM IIOPTA, YKa3bIBAEMBIM IIPU 3aIlyCKE CEpPBEPA PEILIUKALIUU
Ha [IPUHUMAIOLLEH CTOPOHE.

Taiim-ayT cepBepa

[Tone e ucnone3yercs.

Taiim-ayT KiIueHTa

[Tone e ucnone3yercs.

TaliM-ayT coeMHeHUs
[Tone e ucnone3yercs.
NMpuMeHseMOCTb NpPOTOKONa ANA NporpaMmMHbIX nraTtgopm

Bce onepaliioHHBIE CHUCTEMBI, HAa KOTOPBIX yCTaHaBlIMBaeTcsa cucreMa perummkanuu CYBJI
JIMHTEP.

Mpumepsbl

Cwm. noxkymenT «CYBJI JIMHTEP. Pennnkanus JaHHBIX.

ATCPI/IPS

ITporokon TCP/IP nns ucnonb30BaHMsT B CHUCTEME pEIUIMKAMH  (aCHHXPOHHOIO
TUpaxkupoBaHus), 3ammmieHHerii SSL. [lonmHocTthio ananormueHn mpotokony ATCP/IP, 3a
UCKJTIOYEHHEM NpeoOpa3oBaHUs JAHHBIX, IEPEIAIOIIUXCS 110 CETH.

OnucaHue B KOHUrypaumoHHom channe

Cwm. onmcanue nporokona ATCP/IP.

REZ

3ape3epBUpOBaHO [T cucTeMbl pe3epBupoBanus (cM. TokyMeHT «CYBJI JIMHTEP. Cuctema
PE3EpBUPOBAHUA).
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3arpy3ka openssl oubnumortek

B ceteBbIX cpencTBax BO3MOKHO HCIIOIb30BaHUE TMHAMUYECKUX MITU CTATUYECKUX openss 1
oubnuotek. JluHamuuecku 3arpykaemasi OnOIMOTEKa UMEET MPUOPUTET HAJl CTATUYECKU.

K aunamuuecku 3arpyxkaembiM Oubnuorekam jia1 OC tuma Windows oTHOcATCS
libssl.dllulibcrypto.dll. Takum o6pazom, Windows OymeT mbITaTbCs 3arpyKarb
mapel .d1l1l:

* ssleay32.dll-1libeay32.d1l1;
e libssl.dll-1libcrypto.dll.

Hnst OC tuma UNIX Oyzmet npou3BOAUTHCS MOMbBITKA 3arpy3ku 1ibssl. so.

st OC Windows ceTeBble yTUIIUTBI COIEPKAT B c€0€ CTaTUYECKU BKIIOUEHHYIO OMOIHOTEKY
openssl W MOTYT HCIOJB30BaTh €€ B CIlydyae OTCYTCTBHUS JHHAMHUYECKH 3arpyKaeMoiu
OuOIMOTEKU.

Hnsa OC tmnma UNIX HeoOxomuMoO Hanmuuue AWHAMUYECKHX OMONMHOTEK openssl B
nuctpubytuse CYBJI JIMHTEP. B cinyuae ux orcyrcrBust nporokossl TLS u TCPIPS ne moryT
OBITh HCIIOJIb30BAHBI.

26
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KomaHpgHble ceTeBble cpeacTBa
OpanBep cepBepa
Ha3Ha4yeHue gpaunBepa

CereBoll apaiiBep cepBepa IpeqHA3HAYEH I OOCIy)KUBaHMS 3allPOCOB KIMEHTOB Ha
JIMHTEP-cepsepe.

YcnoBus BbINOSTHEHUSA

M pabotsl apaiiBepa B OC nomkeH ObITh ycTaHoBieH npotokon TCP/IP.
[Ipu pabote npaiiBepa cepBepa UCHONB3YIOTCS 3HAYCHUSI IEPEMEHHBIX OKPYKEHHUS:

1) LINTER _MBX — nepemeHHas, ONpeaessonias «uMs ITOYTOBOTO SITUKa» JIJIsi oOMeHa
nanHeiMu  Mexay sapom CYBJ[ JIMHTEP wu knuentckumu npuioxeHusiMu. [log
«TOYTOBBIM SIIITUKOMY» CJIEAYyeT TOHMMATh HEKUH MEXIPOIECCHBIH MEXaHH3M OOMeHa
Mexay sapom JIMHTEP u nmpunoxenueM. Mcrnonb3yercs mjisi mepegadyd JaHHBIX OT
npunoxenus sapy JIMHTEP u o6parHo. 3MeHeHne 3HaueHUs 3TOH MEpPEMEHHON MOXKET
OBITH MCITOJIB30BAHO JIJIS 3aITyCKa HECKOJIBKUX SICp Ha OTHOM KOMITBIOTEpE.

3nayenne LINTER MBX nomxHO ObITh yHHKAIBHBIM Ui JaHHOTO sigpa CYBJ] JIMHTEP
U TPWIOKEHHUH, paboTaIONIMX C 3TUM SAPOM. 3HAUYCHUE MEPEMEHHOW M0 yMOIYaHUIO:
Linter.

2) DBS_LOG - nepeMeHHasl, ONpEIesIFoIIas Karauor Qaiijia MpoTOKOJIMPOBAHUS PaOOTHI
JlpariBepa CEpBEPHOMN YaCTH.

3anyck gpanBepa
Bo3MOkHEBI CJICAYIOIIUC BAPHUAHTHI 3aITyCKa CCTEBOI'O ;[paﬁBepa CCpBCpa:

* onHOBpeMeHHO c 3amyckoM siipa CYBJI ¢ moMoripio ykasanus kitoda / TCP (aHaJTOTUYHO
Oy/leT BBHITIOJHEH 3aITyCK JapaiBepa mpu ycraHoBke (iara «Apro3anyck CYB/[ JIMHTEP
nocJe ctapra MamuHby, cM. «CYBJI JIMHTEP. 3anyck u ocranoB CYB/I JIMHTEP B cpene
OC UNIX, ONX», «CYBJl JIMHTEP. 3anyck u octanoB CYBJI JIMHTEP B cpene OC
Windowsy);

* pYYHOM 3amyck ucnoiHseMmoro (aiina apaiisepa cpeacramu OC, kak ciryx0661 OC;

¢ 3allyCK HUCIIOJIHACMOTO (pafma z[paﬁBepa U3 KOMaHIHOM CTPOKH, KaK KOHCOJIBHOI'O
MMPUITOKCHUA

+ 3amyck B cpege OC Windows, kak cepBHca ¢ IOMOIIBIO HHCTPYMEHTAIBHOTO CPECTBA

Komanpa 3anycka apaiiBepa, Kak KOHCOJIbHOE TTPUIIOKEHHE:

dbs tcp [<wimou> ..]

<kJiou>: := <BapmaHT 1> | <BapmaHT 2>
<BapmaHT 1>::= —-<kon KkJwua>{<npobes> | = }<3HaueHMe KJwUa>
<BapmaHT 2>::= /<KOoI KJoUa>=<3HaueHUe KJInUa>

O6Lwue KN4 KOMaHAHOM CTPOKMU

JpaiiBep oOpabarbIBaeT cieIy e KIouu:
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-H | -HELP | -7

[Toackaska 1Mo BceM KIIrouam JpaiBepa.
-P=[<ceTeBOl ampec>:]<HOMep Hopra>

Howmep nopra npotokosna TCP/IP. CereBoii npaiiBep cepBepa NpUHUMAET COCTUHEHUSI CETEBOTO
npaiiBepa KiMeHTta uepes 3ToT noptT. [lo ymonuanuto <Homep nopTa> paBeH 1060. [dpaiisep
cepBepa MOKHO MTPUBSA3BIBATH HE TOJIBKO K MOPTY, HO ¥ K CETEBOMY ajipecy (aapecy uHrepdeiica).
B sToMm ciydae agpec JOMKEH 3a1aBaThbCsl TOJIBKO B YMCIOBOM BH/IE.

E Ipumeuanus

1. Pazpemena pabGotra TONBKO € OAHMM HHTepdeiicom MO0 co BceMH HHTepdeiicamu
KOMITBIOTEpA.

2. B ClIydac OTCYTCTBUS KIIHO4a -P JACJIACTCA IMOIIBbITKA YTCHUS ITOPTA U3 PECCTpa U3 OIIMCAHUA
EZI H TOJIBKO ITOTOM HCITOJIB3YCTCA 3HAYCHHUC 110 YMOJTYAHUTO.

IIpumep.
dbs tcp -P 127.0.0.1:1060

(mpaiiBep OyneT paboTaTh TOJIBKO € JIOKAaJbHBIM HHTEp(Eicom)
-M=<upmeHTudmkaTop ouepenm> | NAME=<uneHTUOMUKATOP oUepenu>

WNnentudukarop ouepenu coobmenuit CYBJ[ JIMHTEP. [nas OC UNIX umeer uucnoBoe
3Hauenue, 11 QNX u Windows — tekcroBoe. Eciu kiitod He 3aj1aH, TO 3HaueHHe HIeHTU(UKaTopa
ouepenn Oeperca u3 nepemeHHoi okpyxkeHuss LINTER MBX, a ecnu He ompeneneHa u 3ta
nepemenHas, 1711 OC UNIX no ymonuanuto npuaumaercs 3Hauenue 20561, s QNX u Windows
— IycTasl CTpOKa.

-W

3acTaBisieT orciaexkuBarh akTUBHOCTH siapa CYBJ] JIMHTEP. Ecnu snpo cTamo HEaKTHUBHBIM,
NpaiiBep TaKXKe 3aBeplIaeT CBOIO padoTy.

-I=<cneumudbukaumusa otanjaa>

3acrapnsieT 3anuchiBaTh HaeHTUUKaTop nporiecca (PID) apaiiBepa cepBepa B TEKCTOBBIN (haii.
Ecnu 3ananuslii haiin cymecTByet, OH OyzieT mepe3anucas.

B Hpumeuanne
WNudopmanus o PID apaiiBepa B TekcToBOM (aiine Tpedyercs, Kak MpaBuio, Mpu 00paboTke
KOMaH/IHBIX (paiiioB (HampuMmep, AJIs TOro, 4TOOBI 3aBEPIIUTH padoTy ApaiiBepa).

-N

3ampemaer coobmare sapy CYBJ| JIMHTEP o paspeiBe cereBoro coenuHenus. llpu
MOCIIEYIOIIEM BOCCTAHOBIIEHUHM COCAMHEHUs JApaiiBep MPOAOIDKHT paboTy, OyaTo pasphiBa
COEIMHEHUS He ObLIO.

—VERSION

BriBog Ha KOHCONIb HH(OPMAITUK O BEPCHUH JIpaiiBepa.
-SSLONLY

3anper Ha mepenady JaHHBIX II0 CETH B HEMACKHUPYEMOM peXHuMeE (II0 HE3aIIUIIEHHOMY
COEIMHEHUI0). B pesxume MacKMpOBAaHUS MCKITIOUACTCSI BO3MOKHOCTD TOIy4eHHUs] HHPOPMALUU
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Komanansble ceTeBbIe cpeacrea

OMyTeM IPOCIYyHIMBaHUA CETCBOIO COCAWMHCHUS. Eciu 6YJICT NpCanpuHsATa IMOIbITKa NEPECIATh
JAAHHBIC IO HE3AIMHUIIICHHOMY COCIUHCHHUIO, TO 3TO COCANHCHUC 6y,ZlCT 3aKPbITO.

-SSLKEY=<pgnmHa KJwoua>

I'enepupoBaTh M 3allOMHHATH KJIIOUM MacKUpOBaHUs (Mapa «KIIOY-CEPTH(PHUKAT») CETEBOTO
cepsepa B (aiinax dbs tcp.key um dbs tcp.crt Tekymero karamora. Eciau ximroun
MacKMpOBaHUs He ObLIM coxpaHeHsl ((aiiel dbs tcp.key n dbs tcp.crt OTCYyTCTBYIOT),
TO OHU OyJIyT T€HEPUPOBATHCS 3aHOBO MPH KaXKIOM 3aIlycKe ApaiiBepa. Pekomenayemoe 3HaueHue
IUIMHBI Kitoda — B auanasone 2024-4096. B cnyuae xonupoBaHus ¢aitna dbs tcp.crt Ha
CTOPOHY KJIMEHTa MO JPYTMM UMEHEM HJICHTHU(UKAIUS CETEBOIO CepBepa CETEBBIM KIHMEHTOM
BO3MOXKHA BO BpEMSI YCTAaHOBKH coequHeHHs. s 3Toro HeoOXoaumo, yToObl MPUBEACHHOE K
BEPXHEMY PETUCTpPy UM (paiina ¢ pacliupeHueM . crt Ha CTOPOHE KIIMEHTa COBIAAANI0 C UMEHEM
JIMHTEP-cepBepa, ¢ KOTOPBIM yCTaHABIUBAECTCS COENUHEHNE, U3 (haiina ceTeBoil KoHUrypanum
nodetab.

JlnuHa reHepupyeMoro Kiroua ykasbiBaercs B Ourax. Eciu 3HaueHne He 3a/1aHo, IO YMOJTYaHUI0
reHepupyeTcst K04 AIMHON 512 OuT (MUHUMaIbHO BO3MOKHAS JJIMHA).

B Hpumeuanue
@aiin dbs_tcp.key HeoOxommmo 3amuTuTh cpeactBamu OC UNIX or mpocmorpa u
W3MEHEHUS IPYTUMHU ITOJIb30BaTEIISIMHA, TEM 00JIee HeJIb3s MIepeMeIIaTh ero Ha JPYTYIO MaIluHYy.

-SSLAUTH

Pexum wupentuduxanuu knueHta. B HeM mpu BBIMOTHEHUM OYEpeAHOro (HE MEPBOIO)
COEMHEHHS OT KJIMEHTa MPUHUMAETCS UCIIONB3YeMbIi UM KJIIOU MAaCKUPOBAaHUS U CPABHUBACTCS
C 3arlOMHEHHBIM paHee. Daill MacKUpOBaHUS KIMEHTA, COXPaHSAEMBbI Ha IHCKE, UMEET UM,
cooTBeTcTBYIolIee [P-anpecy kiameHTa B TOUEUHOM HOTAIMM W pacmiupeHue .crt. B cmyuae
OTCYTCTBHSI B paboueM Karajore CEeTeBOro ceppepa Qaiiia MacCKUpOBaHUS KIMEHTA, OH CO37aeTCs
aBTOMAaTUYECKU C COXpPAaHEHHEM B HEM IMOJyYEHHOro Kiouya MacKhpoBaHusA. B manpHeiiem
CpaBHEHHE TMEpeAaBaeMOro IMpH COCIWHEHUHU KI04a MAcCKHpOBaHHUs OyleT MpPOM3BOIUTHCS C
KJIFOYOM, 3aTIOMHEHHBIM B MIEPBBIN pa3.

daiin kmroya MacKMpoBaHUs KiaueHTa dbc tcp.crt moxeT ObiTh nepemerieH Ha JIMHTEP-
cepsep aamunuctparopom CYB/] u cooTBeTcTBYyIONMM 00pa3oM MepeuMeHoBaH. T.K. KJIMEHTOB
MOXET OBITh JOBOJHHO MHOTO, II€JIeCO00pa3HO MPOHM3BOAMTH 3aMyCK CETEBOTO CepBepa W3
OTACJIBHOI'O Karajora. I[aHHBII\/'I PEXKUM MMOAACPKHUBACTCA TOJIBKO B ClIydac€ HaJIMYUA B TCKYILIEM
KaTaJlore CeTeBOTO JipaiiBepa cepBepa, (haiiiioB Kiroya v cepThuduKara.

B Hpumeuanus

1. Ortor mexanusm He obOecmeunBaeT 100% HAASKHOCTh WACHTH(PUKANM KIHCHTA, T.K. B
MIPUHITUIIE KITI0Y KJIMEHTa MOXKET OBITh nosrydeH npu noamene aapeca JIMHTEP-cepsepa.

2. JIns oOecrieueHus HaAKHOW WACHTU(UKAUKA HEOOXOAUMO HCIOIB30BaTh MPOTOKOI
TLS u cepruduxarel, moanucaHHble yA0CTOBEpsAOMUM IeHTpoM. CHCcoK cepTu(dUKaToB
YAOCTOBEPSIIOIMX LEHTPOB XpaHUTCsA B Qaiinax doc tcp.CA u dbs tcp.CA. Cnucok
OTO3BaHHBIX cepTH(duKaToB —B dbc tcp.CRLudbs tcp.CRL.

—SSLNOCREAT

3anpemaeT CcO31aBaTb (baﬁﬂ KJIr04a MAaCKHpPOBAaHUA KIIMCHTA IIPpU pa60Te B PCKUMC
I/II[CHTI/I(I)I/IKaI_II/II/I KJIIMEHTa. DTO HUCKII0YacT ,Z[O6aBJ'IeHI/Ie HOBBIX KIIMCHTCKUX KOMIIBHOTCPOB 0e3
BEAOMa aaAMHUHHUCTpATOpa CyBI[ Kmrou mMoxer MNPUMCHATBCA TOJIBKO COBMCCTHO C KIIHOUOM
SSLAUTH.
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-T=<TamM-ayT>

3amgaeT AnuTeNbHOCTH TalM-ayTa (cek.) mpoBepku siapa CYBJ| JIMHTEP. Ilo ucreuenun
MOJIOBUHBI 33J1aHHOTO TaiM-ayTa sajpy CY B/l moceutaeTcst TecToBBIM makeT. Eciu 10 OkoHYaHMS
3aJIaHHOTO TaliM-ayTa OT SApa He MPHUAET HU OJHOTO COOOIIEHHUS, TO MPOU30UIET pa3phiB BCEX
CETeBBIX coeAuHeHuM. Ecnu 3a1aH TONbKO KoY -T, TO IO yMOJYaHUIO BEIWYMHA TalM-ayTa
npuHuMaeTcs paBHoi 60 cek. Bennunna taiiM-ayTa He MOXKeT ObITh MeHbIIE 10 cek.

—-INTERACTIVE={0]1}
3HaueHue napamerpa:

0 — oTMeHsieT HHTepaKTUBHBIN pexum. B aToMm ciyyae dbs_tcp B ciryyae ommOku MHUITHATH3AIUH
3aBepuIaeTcsi HeMEIJIEHHO;

1— ycraHaBnMBaeT WHTEPAKTUBHBIM pexxuM. B stom ciydae dbs tcp B chmydae ommOku
WHUIMAIH3AIH OyJIeT BhIBeeHa MpochOa Haxarh kinaBuiry ENTER st 3aBepieHust paboThl.

WHTepakTHBHBIN PEXUM OTKIIIOYAETCS aBTOMAaTHYECKH MPH 3amycke dbs tcp Kak cepBHC WIH B
(hoHOBOM pexuMe.

WHTepakTUBHBIN PEeKUM BKITIOYACTCS aBTOMATUYECKH MpH 3amycke dbs tcp B OTJIEIBHOM OKHE.
-LOG [ypOBEHbB TPaCCHUPOBKM]

3amaeT YpOBEHb BBIJABAEMOW TPACCUPOBOYHONM M OTIAJOoYHOH uHPopManmuu B daiin
dbs tcp.log. Ilo ymonyaHuio NPUHMMAETCA CPEAHHUN YPOBEHb JIOITMPOBaHUS. YPOBECHb
TPacCUpPOBKM BBOAUTCA B IIECTHaALAaTepuyHOM (hopmate. [t monHOM TpacCHpOBKHU 3HAUECHUE
ypoBHsI TpaccupoBkH 10KHO ObITh OXFFFFFFFFE.

-DEBUG [ypOBEeHb TpPacCCUPOBKU]

3azaeT ypoBeHb BbIIaBAEMOW 0TianouHoM nHdopmanuu B ¢aiin dbs tcp.log. TpaccupoBka
BKJIIOYAET B ce0s Ty e MH(OPMALIKIO YTO U JIOTHPOBAHUE, TUTFOC TONOTHUTENbHYI0 HH(POPMALIHIO.
TpaccupoBka U JIOTHPOBaHKE OTIMYAIOTCS TOJBKO JeTanu3aluel nHpopMau o YMOTYaHHIO.
[Ipu ykazanuu 3HaueHus, onuuu BeayT cedsa onuHakoBo. 3HaueHue OxFFFFFFFF coorBeTcTBYyeT
MaKCUMaJIbBHOMY YPOBHIO JI€TaIN3aLNH.

Kntoun komaHgHoun ctpoku OC UNIX n QNX
Hpaiiep o6pabareiBaet cienyroniue cnerupuyanbie 1t OC UNIX u QNX kiroun:
-D

@dnar aBTOMaTH4YECKOro 3aIlyCKa JIpaiiBepa U3 CUCTEMHOW ceTeBOM mporpammsel inetd. Kitou
3ajmaercs B ¢aine HacTpoiiku inetd.conf. Crpykrypa daitna inetd.conf npuBeneHa B
MIPUIIOKEHUH 3.

-K[=<curuaj>]

3acTaBiseT apaiBep MOChUIaTh YKa3aHHbIM <CUTHAJ> POAUTEIBCKOMY IPOLECCY IO OKOHYAHUU
CBOEH MHUITHAIIN3AIUH. 3HaUeHHE <CUTHAJIa> JOJDKHO OBITh IIETIBIM MOJIOKUTEIHHBIM YiciioM. B
clly4ae OTCYTCTBHS apryMeHTa 1o yMoiuaHuto nocsutaercsa curiain SIGTERM.

-C

3ampeniaeT NepeBOAUTh Mpolecc apaiiBepa B (OHOBBIA pexxum. [lpaiiBep B 3TOM ciydae He
0CBOOOXXJa€T KOHCOJIb IO CBOETO 3aBEPIICHHUS.

-S

3acTaBiseT UCIOIL30BaTh I[O‘IepHI/Iﬁ mponecce nNpr KaxxJjoM HOBOM COCINMHCHWH.
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—-WD
VYcTanaBnuBaeT pPEKUM KOHTPOJIS Haa paboToit nmpaiiBepa. B sTtom pexume cos3maercs
CIIEUUAIBHBINA («CIEIAIINIDY) TPOLECC, KOTOPBI KOHTPOIUPYET OCHOBHOM mporecec dbs tcp.
[Ipn 3aBucaHMM OCHOBHOIO Ipollecca MPOU3BOAMTCS €ro aBTOMATHYECKUI Iepe3amyck.
OOGHapyXeHHe 3aBHUCaHMS TPOMCXOAUT C 3amasapiBaHueM B 10 cek. mocje Toro, Kak OHO
(haKTHYECKH TTPOU3OIILIO.

ITocne oxoH4aHus pabOTBI OCHOBHOrO mpouecca dbs tcp «cneadmuil» mpouecc Takxke
3aBepIIaeT cBor padory B TeueHue 10 cek.

HpI/I 3aBCPUICHUU «CIICOAIICTO» IIpoIecca OCHOBHOH MpoueccC TOXKE 3aBCPIIACTCH.

Knroun komangHou ctpoku OC Windows

[paiiBep oOpabareiBaeT cnenyromue crenuduunse a1 OC Windows Kirodn:
-K=<uma coOwelTuAa>

3agaeT coObITHE, KOTOPOE OY/IET YCTAHOBJICHO MO OKOHYaHUU MHUIUATN3AIINH.
-PPID=<upeHTHOMKATOP IpolLecca>
3agaer upeHTH(UKATOp Mpouecca, 3a KoTopbiM cieaut dbs tcp. Ilpu 3aBepiieHun 3TOro
nporecca 3aBepiutcs u dbs_tep.
-SERVICE

3amyck dbs_tcp, kak cepBruca. CM. MyHKT «3ammyck JapanBepay.
-MUTEX=<uma>

Co3maeT MyTeKC ¢ 3aJaHHBIM HMMEHeM. MYTEKC MOXKET HCIIOIb30BaThCS ISl TPOBEPKHU
CylIecTBOBaHMs nporecca. Kirrod 1omkeH HCroIb30BaThCsl OTHOBPEMEHHO € KITFOYOM -Service.

BbinonHeHne gpanBepa

[paiiBep paboTaeT B aBTOMaTUYECKOM PEKUME.

HacTpoiika 3awmieHHoro coeaAnHeH1s Co CTOPOHbI
cepBepa

YroObl yCTAaHOBUTH 3AIIMIICHHOE COCIUHEHHWE MEXAY CETEBbIM KIHMEHTOM M CETEBBIM
JIMHTEP-cepBepoM HeoOxonumo B (haiine cereBoi KoHurypamuun nodetab BMmecTo
npotokosia oomena TCP/IP ykazars npotokon TCP/IPS unu TLS. Bee octanbhbie mons ¢aiina
nodetab ansa nporokona TCP/IPS u TLS umeror Ty ke (QyHKIMOHAJIBHOCTb, YTO U JUIS
npotokona TCP/IP. Ecnu ucnonb3yeTcss mpOTOKOMN 3allUIIEHHOTO COSIUHEHHS, TO CHadaia
OyzeT ycTaHOBJIEHO 00bIuHOE coenuHenue no npotokony TCP/IP, a 3arem no cnenuanbHOMY
3aIpoCy CETEBOIO ApalBepa KIMEHTA 3TO COCAUHEHUE NIEPEBEAETCS B 3alUIICHHBIN PEKUM.
ITo ymonmuaHuto ceTeBoii ApaiiBep cepBepa OTHOBPEMEHHO MOXKET paboTaTh Kak ¢ OOBIYHBIMHU
TCP/IP mpoTokoiaMu, TaK ¥ C 3alUIICHHBIMHU.

Hpaiisep cepBepa (dbs tcp) Oymer crapaThCcsi 3arpyXarb W HCIOJIb30BaTh CHCTEMHBIC
oubmmoreku openssl. [Ipy HEBOZMOXHOCTH ATOr0 OyAyT MCIOJIB30BaHbI OMOIMOTEKH W3
COOTBETCTBYIOIIMX UCTIOHSAEMBIX (DAIIIOB, MITN 3aIUIIEHHBIE TPOTOKOJIBI OyIyT OTKIIFOUECHBI,
€CJIM BapuaHT COOPKU COOTBETCTBYIOIIUX HCIONTHAEMBIX (aiijIoB HE CONEPIKUT CTATHYCCKU
BCTPOEHHBIX OMOINOTEK openssl.
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B daiine nodetab MoxHO 3a1aBath J1Be CTpoKU ¢ paznuyHbiMu umeHamu JIMHTEP-cepBepa
U IPOTOKOJIAMU COCIMHEHMM, HO C UICHTUYHBIMU 3HAYEHUSIMU CETEBOrO ajapeca u nopra. B
9TOM CJIy4ae BO3MOXKHO IIOIIEPEMEHHOE KaK 3aILUILEHHOE, TAK U HE3AIUILEHHOE COCIUHEHUE
¢ onnuM u tem ke cereBbiM JIMHTEP-cepBepom. Ha cropone cereBoro cepsepa s
obecrieueHusi paboTOCIOCOOHOCTH JTaHHOTO peKMMa HET HEOOXOIUMOCTH IMpEeaIpUHUMATh
KaKue-Ju00 JIOTOIHUTEbHbIE IeHCTBUS.

[To ymMomuaHuIO 7151 3aIUIIEHHOTO PEKUMA UCTIONB3YIOTCS KITFOYH IITHHOM 512 OuUT.

Kntou u cepTudukar no yMoryaHHIO aBTOMATHYECKU T€HEPUPYIOTCS IIPU 3aIyCKE CETEBOIO
npaiisepa JINMHTEP-cepBepa (Bo Bpemsi IeHEpalldu Ha 3KpaHe OTOOpa)xaroTcs TOUKU) U
COXPaHSIOTCS B ONEPATUBHON MaMATH JI0 3aBEpIICHUsI pabOThI CETEBOro JpaiiBepa cepsepa.
B cnyuae Hanmuums B TEKyIIeM KaTajore 3amycka CETeBOro JapaiiBepa ceppepa ¢ailios
dbs tcp.key u dbs tcp.crt (cM. nyHKT «3anyck JApaiiBepa») CTaausi TeHepauu
KJIFOYEH TIPOITyCKAETCsl, KIIFOY M CepTU(UKAT OyayT B3ATHI U3 yKa3zaHHbBIX (ailnos. Dailiibl
KJII0Ya U cepTU(UKATa JOJKHBI COOTBETCTBOBATH APYT APYTY.

®aiipl KiTF0Ya U cepTU(UKATA TEHEPUPYIOTCS C UCTIOIB30BaHUEM COOTBETCTBYIONICH YTHITUTHI
reHepaluu KJIodel omepanroHHoN cuctembl (openssl). Ceptudukarbl MOTYT OBITh
MOANHCAHBI YIOCTOBEPSIONINM EHTPOM.

CereBoit JIMHTEP-cepBep Takke MO3BOJIAET CT€HEPUPOBATH Hapy «KIHOY-CEPTU(DUKATY.
Jlnst sTOro ceTeBoW aApaiBep cepBepa HEOOXOAMMO 3aMyCTHTh C KIIOUOM —-SSLKEY
(OMTHOBPEMEHHO MOYKHO 3a/1aTh JJIMHY KiIoua B OuTax). [IpomomKUTeNnsHOCTh T€HEpalun
KITIF0Ya U cepTUUKaTa JISKHUT B MPEILIax OT HECKOJIBKUX CEKYHJ J0 HECKOIbKUX MHUHYT
(B 3aBUCUMOCTH OT 3aJIaHHOM JJIMHBI KJIF04a U MOUTHOCTH mporueccopa). [locne okonyanus
reHepaluy K4 U cepTudukar OyayT COXpaHEHBI B TEKylleM Kartaiore B (aiimax
dbs tcp.keyundbs tcp.crt coorBercTBenHo. [Ipu nocaeayromem 3amycke U3 3Toro
JKE KaTtajora CETeBOrO JpaiiBepa cepBepa OyayT HCIONB30BaHBI KJIIOUM M CEpTU(UKAT,
3allOMHEHHBIE B YyKa3aHHBIX (Qaitnax. Dainel dbs tcp.key um dbs tcp.crt Oymyt
JOCTYIHBI JJIS YTEHHS M 3alUCH TOJBKO WX BIAAENbIy. MOXKHO YBEIMYHUTH JUIHHY
ucnonb3yeMoro kiroda 10 1024 wnu 2048 OUT 171 MOBBIMICHUS CTETICHU 3aIUTHI.

CO3,Z[3HHBII>'I TaKUM 06p330M CepTI/I(i)I/IKaT ABIISIETCS CaMOITIOAIIMCaHHBIM.

Hcnonb3ys kimod ~SSLONLY, MOXKHO OTKa3atrbest oT oomeHa ¢ cereBbiM JIMHTEP-cepBepom
10 HE3alUIEHHOMY KaHaly. B aToM ciyuae Bce monbiTku oOpaienus k ceresomy JINMHTEP-
cepBepy 0e3 mpeaBapUTENbHOIO MEPEBOJA COSAMHEHHUS B 3alUILEHHBIN PEKUM IPUBELYT
K pa3peiBy coenuHeHus. [Ipu BbIOOpe KiroYa JOCTATOUYHOW JJIMHBI 3TO OOECIeYHBAET
MPAKTUYECKH MOJIHYIO 3aIIUTY CETEBOTO COSAUHEHHSI OT IIOCTOPOHHETO JJOCTYTIa, HEOOXOIUMO
TOJILKO TIIATEIHHO KOHTPOJIUPOBATH JOCTY K (aiiam ceprudukara u (0coOEHHO) KITH04a.

Ecnm daiin cepruduxara Oymer:

* CKONMPOBaH C CEPBEPHOIO KOMIIBIOTEpAa HAa KIMEHTCKHM B TEKYLIUH KAaTaJOI CETEBOIO
JipaiiBepa KJIMEHTA;

* MEepPEerMEHOBaH TaKUM 00pa3oM, 4TOOBI €ro UM (B BEPXHEM PETUCTPE) COBMAIIO C UMEHEM
JIMHTEP-cepBepa, onpeneiaeHHbIM B ¢aiine nodetab;

* HMMEThH pacIIUpeHHe .crt

TO CETeBOHl [paiiBep KIMEHTa IPU YCTAHOBKE 3alllMIICHHOTO COEAUHEHUS CPaBHUT
COXpaHEHHbIH cepTuduKaT U cepTudukar cepepa U, B CIydyae HMX HECOOTBETCTBHS,
3aKpOeT COeAMHEHHE. JTO 00ECHEeYUT HEBO3MOXKHOCTh COEIUHEHMS MpHU TOAMEHE ajapeca
cereBoro JIMHTEP-cepBepa. 3mOyMBINIIEHHUK TaKXe JOJDKEH OyIeT MOIyduTh (haid
KIIIOYa, XpaHALIUIiCS Ha cepBepe, MOATOMY 3TOT (aill JOKeH ObITh 3alUIIeH OT
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JIOCTyIIa IOCTOPOHHUX JIML CPEACTBAMH OIIEPALMOHHOW CHUCTEMbl. B IaHHOM pexuMme
TaKKe HEBO3MOXHO OyzneT ycraHOBUTH coeauHeHue c cereBoiM JIMHTEP-cepBepom,
KOTOPBIH CreHepupyeT KIIOU U CepTU(HKAT MpPU 3allycKe, WIM K4 KOTOpOro He Oyaer
COOTBETCTBOBATh CEepPTU(UKATY, XpAaHUMOMY Ha CTOpOHe KiueHTa. KimeHT, He umeromuit
ceptu(uUKaTa, COXpaHIeT BO3MOXXHOCTh OTKPBITH 3amuiieHHoe coenuHeHue ¢ JIMHTEP-
ceppepoM. Ecmum umeercs Qaiin dbc tcp.CA, To Oyaer OCyLIeCTBIEHA IPOBEpKa
cepTH(UKaTa YIOCTOBEPSIOMIMMHU LIEHTPaMU U3 3Toro crnucka. CyliecTByeT BO3MOXHOCTh
IIPOBEPKHU Y KIIMEHTA HAJTMYUS COOTBETCTBYIOIIETO cepTHdUKaTa (7151 STOT0 CETEeBOil ApaiiBep
cepBepa HeOOXOAMMO 3ayCTUTh ¢ KirodyaMu SSLAUT u SSLONLY).

ITpoBepka BBIOIHAETCS CIEAYIOIUM 00pa3oM:

* ecnu 3a1aH Kmo4 SSLAUT M CyIlecTBYIOT (paiiiel Kintoda U ceprudukara (dbs tcp. key
u dbs tcp.crt COOTBETCTBEHHO) B TEKyILEM Karajlore, TO CETeBOH apaiiBep cepBepa
(dbs_ tcp) npu ycTaHOBKE C HHMM CETEBOTO COEIMHEHMs 3alpallnBaeT cepTHdukar
CETEBOIO JIpaiiBepa KINEHTA;

* CEeTEBOM ApaliBep KIMEHTa YNTAET CBOM KII04 U cepThduKar us daiios dbs tcp.keyn
dbs_ tcp.crt Tekylero Karajora apaiBepa cepsepa;

* CeTeBOU ApaiiBep KJIMEHTa IepeaaeT CBOil cepTUdUKaT apaiiBepy cepBepa Io €ro 3arpocy;

e JpaiiBep cepBepa MbITACTCS NPOYMTATh CEPTHPHKAT MTaHHOTO KIWEHTa H3 (aiiia,
HUMCIOIIIETO WMsI, COOTBETCTBYIOIIEE CETEBOMY aJpecy JaHHOTO KIHEHTa B TOYCYHOU
HoTanuu (Hampumep, Jis agpeca kiameHTa 127.0.0.1 ums ¢daina J0KHO OBITh
127.0.0.1.crt);

e ecnu cepTU(UKAT CETEeBOTO KIWEHTa OTCYTCTBYET WM HE COOTBETCTBYET OOpasIly,
XpaHUMOMY Ha CepBepe, 3alUIICHHOE CETEBOE COCTUHEHNE YCTAaHOBIEHO HE Oy/IeT;

* B Clly4ac €CllM COCUHEHUE YCTAHABIIUBACTCS B IIEPBBIM pa3, U JAHHBIN JpaiBep KIMEHTA
umeer (ainpl KiIroya u ceprudukara, To coenuHeHue Oyner pasperieHo. [Ipu 3Tom
aBTOMaTHuecKu OyneT cosmaH (ailn cepTudukaTa, COOTBETCTBYIOLUIUNA CETEBOMY aapecy
JTAHHOTO KJIMEHTA;

* €CIIU JIPYrOoi KIMEHT MOIBITACTCS COSAUHUTHCS C TOTO JK€ CETEBOTO aapeca, WM KTO-TO
MOJMEHUT CETEBOM aJipec, TO BEISIBUTCS HECOBMAICHHE CEPTU(UKATOB, 1 TAKOE COSTMHEHHE
OyZAeT OTBEPIrHYTO.

Ecnn cymecTBytoT (aitiibl cepTU(HUKATOB YIOCTOBEPSIOUIUX LEHTpoB dbs tcp.CA, To
JOTOTHUTEIBHO OyeT IpoBepeHa NOANKCh cepTudukara dbs tcp.crt yrocTOBEpSIOUIUM
[EHTPOM, YTO TapaHTHUPYeT MOMJIMHHOCTh CepTHU(HKaTa. Takke MPOU3BOTUTCS IPOBEpPKA
OTO3BaHHBIX CEPTU(PHKATOB, COXpaHEHHBIX B (aiie dbs tcp.CRL.

Ecnu Heobxoaumo uckimounth nogakiatouenue k JINMHTEP-cepBepy HeU3BECTHBIX KIIMEHTOB,
TO cleayeT A00aBUTh K104 SSLNOCREAT mpu 3amycke CEeTEeBOro JpaiiBepa cepBepa. ITo
HCKIIFOUUT BO3MOXHOCTh coeauHenus ¢ JIMHTEP-cepeepoM Tex KIMEHTOB, JJIsi KOTOPBIX
y CeTeBOro jpaiiBepa cepBepa HeT ¢aitnoB ceprudukara. Takum oO6pazom, aIMUHUCTPATOP
CYB/l nyteMm 3amnpera coznanus (aiaoB cepTU(UKATOB MOXKET 00ECIEeUUTh 3alIUIICHHbIC
COEMHEHMSI C OTPAaHUYEHHBIM KPYToM KIHEeHTOB. Daiiiibl cepTU(UKATOB CIYKAT «KIHOYaAMI»)
OTKPBITUSI COCAMHEHUS M JIOJDKHBI TIIATEILHO OOeperarbcs Kak Ha CEpBEPHOM, TaKk M Ha
KJIMIEHTCKOM CTOPOHE.

OpanBep KnueHTta
Ha3Ha4yeHue gpauBepa

[paiiBep KiIMeHTa NMpeaHa3HadeH JJis1 00CIy>KMBAHUS 3alIPOCOB KIIMEHTCKHUX MPUIOKEHUHN K
nokansHOMY/ynaneanomy JIMHTEP-cepsepy.
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YcnoBus BbINOSTHEHUSA

Jnst pabotsl apaiiBepa B OC nomxkeH ObITh ycTaHoBieH npotokon TCP/IP.

[Tpu pabote nmpaiiBep cepBepa UCIONB3YET CIACIYIONIUE IEPEMEHHbBIC OKPYXECHUS (€CITH OHU
OTIPEJICIICHBI):

1) PATH — cucreMHas miepeMeHHas OKPYXEHHSI, HCTIOIB3yeTCs JIJIsl TIoucKa (paitia cereBoi
koHburypaiuu (nodetab);

2) NET_MBX - mnepeMeHHass aHaJOTMYHAa IO CBOEMY Ha3HAUE€HHUIO [EpEeMEHHOMN
LINTER MBX. T.e. NET MBX omnpezaenser «uMms MOYTOBOTO SIIIMKa» AN OOMEHa
JAHHBIMH MEXJy TPUJIOKEHUEM H CETEBBIM JpaliBEpOM KIHMEHTA. 3HAUEHUE IO
YMOJIYaHUIO: ITyCTOE;

3) DBC_LOG - nepeMeHHas, OIpEENsIONas ypOBEHb TPAaCCUPOBKH, MMs M KaTajor
¢aiina npoToKoIMPOBaHUS pabOTHI IpaiiBepa KIUEHTa. YPOBEHb TPACCHPOBKH BBOIUTCS B
niecTHaaAnaTepuaHoM popmare. J1Jis oTHON TpaCCUPOBKU 3HAYEHUE YPOBHS TPACCHPOBKHU
— OxFFFFFFFF. Hampumep: DBC LOG=0xFFFFFFFF:dbc tcp.log

3anyck gpanBepa

Bo3MoxxHBI CJICAYIOIIUC BAPHUAHTHI 3aITyCKa CETECBOI'O z[paﬁBepa KJIIMCHTA:

* py4HOI1 3amyck ucronusemoro (aiina npaiisepa cpeactamu OC, kak ciyx0s1 OC;

* 3almycK HcronHsemoro (aina sapaiiBepa M3 KOMAaHIHOM CTPOKM, KaK KOHCOJIBHOTO
IIPUIIOXKCHMUS;

 3anyck B cpeae OC Windows, kak cepBuca C MOMOIIbI0 HHCTPYMEHTAIBHOTO CPEIICTBA
«CYBJ JIMHTEP. CeTeBoii aAMUHHUCTPATODY .

Komanpa 3amycka apaiiBepa:

dbc_tcp [<wmou> ..]

<kJpu>::= <papmaHT 1> | <BapmaHT 2>
<BapmaHT 1>::= —-<kon kJjwoua>{<npobejy> | = }<3HaueHMe KJIOUa>
<BAapMaHT 2>::= /<ko@m KJIoUa>=<3HaueHMe KJIoua>

[paiiBep KJIMEHTa [OJKEH 3allycKaTbCsd Ha KOMIIbloTepe, Tae OydeT (YHKIHMOHHUPOBATh

KIIMEHTCKOE NpuiiokeHue. J[paiiBep HyKHO 3ammycKaTh 00s13aTeNIbHO 70 3aIycKa MPHIIOKEHUSI.

OOLwme KNYU KOMaHOHOW CTPOKU

-H |

-HELP | ?

[Toackaska mo BceM KIrouam JApaiiBepa.

IIpumep.
dbc _tcp -h

[-H] [-HELP] [-7?]

this help screen

[-N Path]

[-NODETAB Path]

path to \"nodetab\" file - configuration file of

dbc_ tcp

[-S] [-DEFAULT]
[-M ExchangeId]

set default server name
set interprocess communication identifier

34
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-S| -DEFAULT=<yCJIOBHOE MMS KOMIBIOTEpPa>

3agaeT yCIOBHOE MMSI KOMITBIOTEpa MO yMoI4anuio ¢ ycraHosieHHoi Ha HeM CYBJ] JIMHTEP.
Ecnu xmrou He 3aaH, TO KOMOBIOTEPOM MO YMOJIYAHHIO CUUTAETCA NEPBBIA M3 KOMIIBIOTEPOB,
ompeeeHHBIN B (paitie ceTeBoil kKoHpurypanuu nodetab.

B Hpumeuyanne
Kimrou DEFAULT gBnsgercs CHHOHUMOM KiIroya S.

IMpumepsl.
dbc tcp -S Servl
dbc tcp -S=Serv2
dbc tcp -default "Bank"
-N| -NODETAB=<cneumdpmkaumsa ¢pamnjga nodetab>

3anaer MecTomnooxkeHue Qaitia nodetalb Ha KIMEHTCKOM KOMIbIOTEPE.

[Touck npaitBepom (paitsia KOHGUTYpAIIUU BBITTOJHIETCS TI0 CIASAYIOMEMY aJITOPUTMY:

* ecllM B KOMaHJHOH cTpOKe 3alycKa JipaiiBepa 3ajaH Kiitod /N, TO UCIIOIb3YeTCs 3a/laHHbII UM
(aiin koHpUrypanuu;

* eCJM 3HAUCHHE KIIOYa PeecTpa, yKa3blBaroOIIero Ha (aiii KOHQUrypamuu, HE IyCTO, TO
ucnonb3yercs 3ToT (aiin konpurypamuu (B OC Windows). Kimrou HKEY CURRENT USER
\Software\Relex, Ltd.\Linter Network\Client\5.x\ "Nodetab path" mnpu 3amycke xax
npunoxenuss i HKEY LOCAL MACHINE\Software\Relex, Ltd.\Linter Network\Client
\5.x\ "Nodetab path" mpu 3amycke kak cepBuca;

* B TEKyIIEM KaTajore JpalBepa KJIMeHTa uiercs (aits ¢ umeneM nodetab;

* B KaTajore MCIOJHAEMOro MOy JpaiiBepa KiIMeHTa uiiercs ¢aitn c uMeHem nodetab;

* B IIyTH, YKa3aHHOM B niepeMeHHOH okpyxeHrst HOME, umercs ¢aiin ¢ mmenem nodetab;

* B KaTajorax, 3aJlaBaeéMbIX repeMeHHol okpyxkenust PATH, umercst daiin ¢ umenem nodetab.

IMpumep.
>dbc _tcp -n /path/to/file/nodetab

rne /path/to/file/nodetab — myTs Kk ¢aitny nodetab.

-NS <crpoxmu odanya nodetab>
3HaueHue OMIIMU UMEET TOT ke opMarT, 4To U cTpoka (aitia nodetab. Jlis pazaeneHus 3anuceit
HE00X0JMMO UCIOIb30BaTh MOCIEA0BATENILHOCTh U3 2 CUMBOJIOB \n. JTO MO3BOJISIET YKa3bIBaTh
IpaiiBepy ceTeByto KoHuUrypaiuio 0e3 co3nanus Qaitna koHpurypanuu nodetab.

Mpumep

1) dbc _tcp -ns "AAA TCPIP localhost"
3amaeT 1 yz3esn AAA

2) dbc tcp -ns "‘echo -e "AAA TCPIP localhost\nBBB TCPIP olegn
1060 1 20 20" "
3amaeT 2 yzjyia AAA m BBB
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3)

dbc tcp -ns "S1 TCPIP 127.0.0.1 1060 1 30 30 \n S2 TCPIP

172.17.2.25 1060 1 30 30"
-M=<napametp> | -NAME=<napameTp>

-A

B

-G

B

3amaer wuIeHTU(HUKATOP MEXKMIPOIECCHOTO OOMeHa (aHaJIOr TEePEeMEHHOW OKPY>KEeHUS
NET _MBX).

| —AUTOCHANGE

3amaer pexxuMm aBToMarmueckoro BeIOopa npyroro JIMHTEP-cepBepa mo yMom4aHuio ¢
YBEIOMJICHHEM 00 3TOM KIIMEHTCKOTO MPUIOKEHHS.

Ecnu nomeiTka coenuuenusi ¢ sBHO ykazaHHbIM JIMHTEP-cepBepom mo ymomuaHuio (KJIr04
-S wunu -DEFAULT) Obula HEYNauHO#M, TO KJIMEHTCKOMY MPUIOKEHHUIO BO3BPAIACTCS
COOTBETCTBYIOLIUI KO/ 3aBeplIeHHsI (OIIUOKA YCTAHOBICHUS COSIMHEHUS WM UCTEUCHUE TaiiM-
ayTa COeIMHEHHsI ), TTOCIIe Yero JpaiBep aBTroMatnuecku BriOepeT B kauectse JIMHTEP-cepBepa
o ymonmvanuto cienyromuit JTMHTEP-cepsep u3 daiina cereBoii konpurypamun nodetab. [Ipu
nocnenymoieM 3anpoce npunoxkenus k JIMHTEP-cepeepy mo ymonuanuto OyaeT ocyiiecTBiIeHa
MOTIBITKA COeNUHUTRCS ¢ BHOBL BhIOpaHHbIM JIMHTEP-cepsepom. Cmena JIMHTEP-cepsepa 1o
YMOJYAHUIO OyJIET MPOU3BOJUTHCS 10 OCYIIECTBICHUS YIaUHOTO CETEBOTO COSAMHEHUS C OJJTHUM
u3 JIMHTEP-cepBepoB u3 (daiina nodetab.

B cnyudae ecnu xanmumarom Ha JIMHTEP-cepBep mo ymomuanuio ObuT BBIOpaH MOCIEAHHUI
JIMHTEP-cepBep u3 ¢aiina nodetab, U COSAMHCHHE C HUM TaKXKE OKa3aJIOCh HEYTAYHBIM, TO
cnenyromuM Oynet HasHaueH nepswiid JIMHTEP-cepBep ¢aiina nodetab.

IMpumeuanue
Ecnn xnmeHTCKOoEe NPUIIOKEHUE IIPU YCTAaHOBKE coeauHeHus ¢ b/l moceuiaeT HECKOJIBKO
3anpocoB (Kak, Hampumep, yTwimra inl — komaHael OPEN m DESC), TO B clydae

HeBo3MoxkHOCTH coeauHenus ¢ JIUHTEP-cepeepom o ymonuanuo B pesxxume AUTOCHANGE
9TH 3arpockl OyayT nocnansl pasabeiM JIMHTEP-cepeepam.

| —-AUTOCONNECT

3agaer pexuMm aBTomaruueckoro BbiOopa apyroro JIMHTEP-cepBepa mo ymomganuio 6e3
YBEIOMJICHUS 00 3TOM KJIMEHTCKOTO MPUIIOKEHHUS.

Ecin monwiTka coenuHeHus ¢ siBHO ykazaHHbIM JIMHTEP-cepBepoM mo ymomuanuio (K04 —
S nmu —-DEFAULT) Oblla HEyJIa4HOM B TeUEHHE TaillM-ayTa, TO KIMEHTCKOMY MPUIIOKEHUIO
He OyzieT BO3BpAIlEH COOTBETCTBYIOIIMN KO/ 3aBepIlIeHUs (OUIMOKAa yCTAHOBIEHUS COEIUHEHUS
WIM HCTEYEHHE TaliM-ayTa coeAuHeHus). JlpailiBep aBTOMAaTHYECKH BBIOEPET B KadyecTBE
Hosoro JIMHTEP-cepsepa nmo ymomuanuto ciuenytoumuii JIMHTEP-cepBep u3 daitna cereBoit
KoHpUrypauuu nodetab u MHUIMUPYET COEAUHEHHE ¢ HUM. Eciiu coeMHeHne ¢ O4epeHbIM
JINHTEP-cepBepoM OKaXeTCsl HEyHayHbIM, IIPOLIECC IMPONOJDKUTCSA 10 HMCUEPHaHUs CIIMCKa
JIMHTEP-cepBepoB B ¢aiine nodetab.

Kinenrckoe mnpunoxeHue NOMYYUT COOTBETCTBYIOIIMM KOJA 3aBEPILICHUS TOJBKO B Cilydae
HEBO3MOXXHOCTU yCTaHOBUTH coeauHenue co Bcemu JIMHTEP-cepBepamu, nepeunciieHHBIMU B
¢aitne nodetab. Ecnu 3nauenue nepemennoil okpyxeunuss DBC LOG ycranoBneHo B 1, To
B CTaHJAPTHBIN MOTOK OMMOOK Oy/eT BBIBOAUTHCA MHGOPMAIIHS O MPOIeccax YCTaHOBICHUS U
pa3pbiBa COEAMHEHNM, O CMEHE COEIMHEHHUS 10 YMOIYAHUIO.

IIpumeuyanue
[TapameTpsl AUTOCONNECT u AUTOCHANGE SBISIOTCS B3aUMHO HCKItodaromumu. [lpu
OJTHOBPEMEHHOM 3aJaHUU 000MX IMapaMeTpoB OyaeT ucnoab30BaH AUTOCONNECT.
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—AUTOCONNECTTIMEOUT=<TamM—-ayT LUKJIMUECKOI'O COEeIMHEeHUSI>

3amaer TaiM-ayT IUKINYECKOTO COCTMHEHNS, T.€. HHTEPBAJl BPEMEHHU (CEK.), B TEYCHHE KOTOPOTO
npaiiBep OyzieT CaMOCTOSTENBHO MBITAThCA YCTAaHOBUTH coeinHeHue ¢ XoTs 0wl oquuM JIMHTEP-
cepBepoM, TIepeUncIeHHBIM B daiiie nodetab.

Kntou AUTOCONNECTTIMEOUT HMMEET CMBICH TOJBKO IMPU COBMECTHOM HCIIOJIB30BaHUU C
kimo4oM AUTOCONNECT.

B pexume AUTOCONNECT (6e3 kitoya AUTOCONNECTTIMEOUT) KIMEHTCKOE MPUIIOKEHHE,
ucnons3yromiee JIMHTEP-cepep 1o yMoi4aHuIo, TOIYyYHUT KOJ 3aBEPILUCHHS HEYNAYHOIO
coenunenus ¢ JIMHTEP-cepBepoMm cpa3y mocie KaXAOW HEYyJauHOM IIONBITKA YCTaHOBUTH
coequnenue ¢ JINHTEP-cepBepamu, nepeurcieHHbIME B (ailiie nodetab.

B caywae wucnonws3oBaHuss  kiaoya  AUTOCONNECT  OZHOBPEMEHHO C  KIIFOUOM
AUTOCONNECTTIMEOUT kon 3aBepiueHus HeynadHoro coeauHenus ¢ JIMHTEP-cepeepom
OyaeT BO3BpallleH KIMEHTCKOMY IMPHJIOKEHHUIO TOJIBKO IMOCJIE YKAa3aHHOIO B KIIOYE€ MHTEpBaja
BpEMEHH, B TEUEHUE KOTOPOro JpaiiBep OyAeT NPOU3BOAUTH NEPUONUYECKUE TOMBITKU
coemuHATHCS ¢ KakuM-n6o JIMHTEP-cepBepom n3 nepeuncieHHbix B (aitsie nodetab.

Ecnu B TeueHMe 3alaHHOTO MHTEpBajia He OyJeT yCTaHOBJICHO HM OJHO COCIUHEHHE, ApaiiBep
BEPHET KIMEHTCKOMY HpuiokeHuto koxa 3asepuieHus 4006 (umm 1001, ecnm 3amaH Kiiroy
ERR1001).

Ecnu ycraHoBUTH TaiiM-ayT IUKIMYECKOTO COEAMHEHHUS HEOONbIINM, TO OyleT Mpou3BencH
TOJMBKO OAMH LHKJI COCAWHEHUN, U 3aJepKKa OyIdeT OIpeneisThCsi CyMMapHBIM BpEMEHEM
MONBITOK coenuHeHus ¢ KaxapiM 3 JIMHTEP-cepBepoB (Tak ke, kKak u pu padboTte 0e3 Kiroda
AUTOCONNECTTIMEOUT).

Ecam Taiim-ayT mis KOHKpeTHOTO coemuHeHus ¢ kakuM-ianbo JIMHTEP-cepepom (B daiine
nodetab)3agarb HEOOIBIINM, TO PHU PA3PHIBE CETEBOIO COETMHEHUS 00I1Iee BpeMs OT Iepeiaun
KJIMEHTCKUM MTPUJIO’KEHUEM 3aIpoca CETEBOMY CEPBEPY /10 BO3BpaTa OIKUOKY MPHIIOKEHUIO OyIeT
onpeneniaThes KrodoM AUTOCONNECTTIMEOUT Wi CcyMMOM BPEMEH TaliM-ayTOB COEIMHEHUN
Bcex JIMHTEP-cepBepoB (aiina nodetab. Ecnu xe Tailm-ayT coenuHeHus B nodetab He
3aJlaH, TO CKOPOCTh PEaKIMHM Ha HEyAa4YHOE COeIMHEHHUE OyIeT ONMpelesIThcsl 0COOCHHOCTIMU
cereBoro nporokoina OC, HO Bce paBHO OyaeT CyMMOIl BpeMeH, MOTpadyeHHbIX Ha MOIBITKY
coenuHeHust ¢ kaxnapiM u3 JIMHTEP-cepepoB. Takke HE0OXOOUMO YUUTHIBATH, YTO TailM-
ayT HE MOXET ObITh MEHee JBYX CEKyH] (peaJlbHO MUHUMAJbHBIN TaliM-ayT yCTaHaBIMBAETCS
B MHTEpBajie oT 2 10 4 cek.). DTO OTHOCHUTCS KO BCeM TaiiM-ayTaM nodetab M K KIHOUy
AUTOCONNECTTIMEOUT.

Taxum oOpa3oM, IpH 3aJaHUM MUHUMAJIBHBIX TaliM-ayTOB COE€AMHEHHU (Kak B nodetab, Tak
B Kiitoue AUTOCONNECTTIMEOUT) B 2 ceK. U Kitoua —G peanbHbIi TaiiM-ayT OyzeT paBeH 2 —
4 cek., yMHO)xeHHBIM Ha kKonudectBo JIMHTEP-cepsepoB B ¢aitie nodetab. 3agare Taitm-ayT
0 cek. HeNmb3sl, TaK KaK 3TO 3HAYEHHME 3apE3EPBUPOBAHO JIs UCKIIIOUEHUS TaliM-ayTa KJIMEHTa U
cepsepa.

—CONNECTONLOAD

3acTaBisieT JpaiiBep HayaThb HEMEIJICHHOE yCTaHOBJIeHHEe coeauHeHus co Bcemu JIMHTEP-
cepBepaMu cpasy IOcje 3amycka (JaXke €clId 3alpoCOB Ha COEAUHEHHME OT KIMEHTCKUX
IIPWIOKEHUI HE NOCTyNalo0) U JAepXkKaTb OTKPHITBIMU YCTAHOBIICHHBIE DAHEE COCIUHEHMS.
Ilepsoiit 3 JIMHTEP-cepBepoB, ¢ KOTOpbIM OyIeT YCTAHOBJIEHO COEIMHEHHE, HAa3HAYaeTCs
CEpPBEPOM 110 YMOIYAHHUIO.

B o6wsruHOM pexxume yctaHoBienune coeauHenus ¢ JIMHTEP-cepBepoMm (o ymom4aHuio WU
yKa3aHHBIM $IBHO) WHUIUHUPYETCS TOJBKO TMOCE IOJYYEHHUS OT KIMEHTCKOTO MPHIIOKEHUS
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3ampoca Ha COEIMHEHHE, M, COOTBETCTBEHHO, BCE pPAHEE YCTAHOBJIEHHBIE COEIUHEHMS
3aKpBIBAOTCS, €CIU OT KJIMEHTCKUX MPUIOKEHUI B TEUEHHUE TPUMEPHO 5 MHUH. HE MTOCTYNHIIO HU
onHoro 3anpoca Kk CYB/I.

Ecam 3ampan kimrou CONNECTONLOAD, TO CeTEeBbIE COSTUHEHHUS OYIyT AEP>KaThCs OTKPBITHIMH 10
BBITPY3KH JIpaiiBepa.

—CONNERROR

3acTtaBisieT JApaiiBep BO3BpalllaTh HEMEJICHHO KOJ 3aBEpUICHUSI B Clly4ae OTCYTCTBUSA
coenmuaeHns ¢ 3amaHHbiM JIMHTEP-ceppepom. B 00buHOM pekume napaiiBep OXHAACT
yCcTaHOBJeHHs coenHeHus u npueMa orsera oT JIMHTEP-cepBepa unu omubku coenuHeHus,
nub0 HWCTeueHUs TalM-ayTa COCOUHEHMsI TpEeXae, YeM BEpPHYTh COOTBETCTBYIOLIUN KO
3aBEpLICHUS KIMEHTCKOMY IIpuiiokeHnto. Eciu 3apan kirou CONNERROR, TO KO 3aBEpPLICHUS
OyIeT BO3BpalleH KIWEHTCKOMY MPUIOKEHUI0O HEMEMJIEHHO. OJTO MOXET OBbITh TOJE3HO,
HalpuMep, B pexuMe aBromaruyeckoro coeauHenus c¢ JIMHTEP-cepsepoM mo ymonuanwuro,
KOIZla IPUJIOKEHUE MOXKET KJIaTh OTBETA JOCTATOYHO A0Jro. Eciu ke 3anpoc OT KIMEHTCKOIro
MIPUJIOKEHUS TOCTYMUI MOCJEe YCTAaHOBJICHHsI COEIMHEHUs, TO paboTa ¢ MPUIIOKEHHEM OyaeT
MIPOXOIUTH B OOBIYHOM PEIKUME.

-P|-PIDFILE=<cneumbpmrkaumsa darja>

3anuceiBaeT uaeHTudukarop npouecca (PID) npaiiBepa kineHTa B TEKCTOBBIN (aiii.
Ecnu 3aanHbiil aiin cymecTByeT, OH OyAeT nepe3antcaH.

@aiin OyaeT yHUUTOXKEH NMPU HOPMAJILHOM 3aBepLICHUH paboThl ApaiiBepa.

B IHpumeuannue

Nudopmarus o PID npaiiBepa B TekcTtoBoM (haitiie TpeOyercs, Kak MpaBuiio, mpu oOpadboTke
KOMaHIHBIX (paiiioB (HarpuMep, ISl TOTO, YTOOBI 3aBEPIIUTH padoTy apaiBepa).

-PPID <3HaueHme PID>

3anaet ciexeHue 3a yHKIMOHUpoBaHUEeM nporecca ¢ ykazanHbIM PID. B cpene OC UNIX raxoke
ykasbiBaeT PID npomecca, koropoMy OyeT MOCBUIAThCSI CUTHAN 00 YCIEIIHOW MHULMAIN3aluU
npaiisepa (cM. onmuro PKILL).

B Hpumeuanne

B OC UNIX 1 QNX uzmenser PID npouecca mig onuun PCHECK.

-PING

[Iposepka aktuBHOCTH yraneHHoro JIMHTEP-cepsepa o ymonuanuro.

JlpaiiBep KIMEHTa BBIBOAMT HA KOHCOJb COOOIIEHHWE OO0 AKTUBHOCTHM WJIM HEAKTUBHOCTH
JIMHTEP-cepBepa 1o yMOIYaHHIO U 3aBEpIIAET CBOIO PadoTy.

[Ipu axtuBHoM JIMHTEP-cepBepe no ymonuanuio koja Bo3Bpara paseH 0, B IPOTUBHOM Cily4ae
BO3BpaIlaeTCcs KOJ 3aBEPIICHUS, KOTOPBIM MOMYy4YHUI0 Obl KIMEHTCKOE MPHJIOKEHUE B JaHHOMN
cutyaruu. Koasl Bo3Bpara MOTYT OBITh MCIIOIB30BaHbI AJI1 MIPOBEPKU aKTUBHOCTH yHAAJIEHHOTO
JIMHTEP-cepBepa B koMaHTHOM (aiiie.

Hns mpoBepku akTuBHOCTH mnpousBoiabHOro JIMHTEP-cepBepa paHHBIA KITIOY  JOJIKEH
MPUMEHSITHCSI COBMECTHO C KJIIOUOM S.
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B Hpumeuanue
Ecmu B ¢aitie xoHpurypammmm nodetab mist mportokona TCP/IP rtaiiM-ayT coenuHEHUs
HE 3aJlaH, TO OH Oy/leT ONpEeAeAThCS ONEPALMOHHON CHUCTEMOM M MOXET OKa3aTbCs OYEHb
OOJIBIIMM, YTO MOKET MOBIHATH HA [UIUTEIBHOCTH paboThI JApaiiBepa, 3aIyIeHHOro ¢ KIUoM
PING.

—-VERSION

BriBon Ha KOHCOTB HHPOPMAIIMK O BEPCUU JIpaiiBepa KIIMEHTA.
-INTERACTIVE={0]1}

Yr[paan[eT PEKUMOM B3aUMO/IEHICTBUS C HpaﬁBepOMZ

* 0: UHTEpaKTUBHBIN pPEXHUM BBIKIIOYEH W B Cciyyae OIIMOKM HMHHUIMAIU3ALWK JpaiiBep
3aBepUIACTCS HEMEIJICHHO;

* 1: MHTEpaKTUBHBIN PEKUM BKJIIOYEH H B CIIydae OIIHMOKH HHUIIUAIN3ALUHI BEIBOAUTCS IPOChOa
HaxaTh kinaBuiry ENTER s 3aBepuienust paboTsl apaiiBepa.

B Hpumeuanue
B OC Windows nHTepaKTUBHBIN PEKUM OTKIIFOUAETCS aBTOMaTHYECKU TpHu 3amycke dbc_tcp kak
cepBuca Wik B (()OHOBOM PSKMME U MHTECPAKTHBHBIA PEKUM aBTOMATHYCCKH BKIIFOYACTCS MPHU
3ammycke dbc_tcp B OTeTpHOM OKHE.

-LOG [ypOBEeHb TPACCUPOBKMA]

3amaeT ypOBEHb BBIJABA€MOW TPAcCCHUPOBOYHOW U oOTIaJoyHOM uHpopmauuu B daiin
dbc tcp.log. Ilo ymon4aHuio NPUHHMMAETCA CPEAHHUN YPOBEHb JIOIMPOBAaHUS. YPOBECHb
TPacCUpPOBKU BBOJAUTCA B LIECTHaAUATepuyHOM (opmarte. [t mONMHON TpacCUpOBKHU 3HAUEHUE
ypoBHs TpaccupoBku — OxFFFFFFFF.

-DEBUG [ypOBeHb TpPacCCUPOBKU]

Bxutouenue TpaccupoBkd. TpaccupoBka BKIIOYaeT B ce0sl Ty ke HHPOPMALUIO UYTO U
JIOTMPOBaHUE, TUTIOC TOTIOJIHUTENbHYI0 HH(popMaluio. TpaccupoBka U JIOTHPOBaHHUE OTIUYAIOTCS
TOJBKO JeTaiu3anuei nHpopMauuu o ymonuanuo. [Ipu ykazanuu 3Ha4eHUs, ONIIUHN BEAYT ceOs
onuHakoBo. 3HaueHue OXFFFFFFFF coorBeTcTByeT MakcHMMaabHOMY YPOBHIO J€TaIU3ALMH.

Kntoun komaHgHoun ctpokmn OC UNIX n QNX
-K|-PKILL [=<cuUTHAaJ>]

3acTaBisieT JpaiiBep MOChUIaTh YKa3aHHBIN <CHUTHA> POAUTEILCKOMY MPOIIECCY MO OKOHYaHUHU
CBOEH MHUIIMATN3AlNN. 3HAYeHUE <CUTHaJIa> I0JKHO OBITh 1EJIBIM MOJIOKUTEIBHBIM YnciioM. B
Cly4yae OTCYTCTBHUS 3HAUEHHUS apryMeHTa 1o ymondanuto nocwuiaercs curian SIGTERM.

-C|-PCHECK

3acTaBisieT JpailBep NMEepUOAUYECKH IMPOBEPSATh CYLIECTBOBAHHME POJUTENBCKOrO Ipolecca U
MIPEeKpaIaTh CBOIO pabOTy MOCIIE €ro 3aBepiieHus . MakCUMaIbHbBIN IPOMEKYTOK BPEMEHHU MEXKTY
3aBeplICHHEM Pa0OThl POAMTEIHCKOTO MpoIlecca W 3aBeplIeHHEM paboThl camMoro apaiiBepa B
3TOM ciydae coctasisier 10 cek.

—NODAEMON

3anpeniaeT MEePeBOIUTH MPOIECC ApaiBepa B (HOHOBBIM pexuM. [[paiiBep B ATOM ciydae He
0CBOOOKIAeT KOHCOJIb JIO CBOETO 3aBEPILICHUSI.
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-ERR1001

3actaBnsier apaiiBep B pexume AUTOCONNECT BosBpamars kon 3asepuienus 1001
(«JIMHTEP-cepBep He Hailnen») B ciayyae, €ciiid Bce MONBITKU coeauHenus co cemu JIMHTEP-
cepBepamu u3 ¢aina nodetab 3aKOHYWINUCH HEYIAUHO.

B 00b14HOM pexume B 3TOM Cilydae BO3BpallaeTcst OMIMOKa COeTUHEHUSI.

Mpumep
dbc tcp -ppid 1241 -interactive 0
-U

3aBepmieHne paboThl JpaiiBepa (npaiiBepy mnepemaercss curHaa TERM, wuHUImupyrommii
3aBepIICHUE PaOOTHI).

E Ipumeuanus
1. Toapxo mist OC UNIX.

2. Eciiu B (aiine koHpurypanun nodetab mis mporokona TCP/IP TaiimM-ayT coeaumHeHUs
HE 3aJIaH, TO OH OyJeT ONPEeNeNAThCSl ONEPAMOHHON CUCTEMOM U MOXKET OKa3aThCs OYCHb

OO0JIBIINM, YTO MOXKET OBJIUATH Ha ITTUTENILHOCTH pa0OTHI IpaiiBepa, 3amyEHHOTO C KIUOM
PING.

HpaiiBep paboTaeT B aBTOMaTH4YeCKOM pexuMme. B mpormecce paboThl ApailBep HCHOIB3YET
YIPaBIAIONyI0 HHPOPMAIMIO W3 YKa3aHHOTO TPH 3amycke (¢aiia ceTeBol KOH(UTYypaIuu
nodetab.

Knroun komangHou ctpoku OC Windows

-service
Kutrou peructpo3aBUCUMBIN.

Ecnu npunoxeHue 3amyckaercsi Kak CEpBHUC, TO KJII0Y JOJKEH ObITh YKa3aH, €Clii Kak 0ObIYHOE
NPUIOKEHUE — HE JOJDKEH I00aBIAThCA. 3alyCK MPUIOKEHHUS KaK CEpBUCA O3HAYaeT, 4YTO
npuioxkenue peructpupyercs B OC kak cepBUC U MOXKET YIPABIATHCS KaK CEPBUC, B 3TOM CIIy4yae
IIPUIIOKEHUE PAIOPTYET MEHEKEPY CEPBUCOB O CBOEM COCTOSIHHH.

-MUTEX=<umsa MyTeKkca>
Kutrou perncrpo3aBUCUMBIN.

[Ipu crapre npunokeHus Kak cepBuca (C KIIFOYOM -service) OyJIeT co3/laH MYTEKC ¢ YKa3aHHBIM
NMCHEM. HpI/I 3aBCPIICHUU ITPpOLECCa 3TOT MYTEKC YHUUTOXKACTCA B CiIydac, €CJIIM OH HC OTKPBIT
JIPYTUMH MIPOIECCaMH. DTO TIO3BOJISIET OTCIICKUBATh COCTOSIHAE CEPBUCA IPYTUMH TPOIIECCAMH.

-K| -PKILL=<cuTHaJI>

3HaueHue <CHUTHAJ> — 3TO UMs COOBITHS, KOTOpoe jpaiiBep dbc tcp yCTaHOBUT 1O OKOHYAHUHU
CBOEH YCNEIHON MHULIHAIN3ALINH.

B Mpumeuyanne
CoObITHeE TOMKHO CYIIEeCTBOBATH 110 3amycka dbc_tcp.exe.
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HacTtpoiika 3awmeHHOro coeAMHEHUs1 CO CTOPOHDI
KNnUueHTa

[Tpu ykazanuu B (aiine cereBoit koHpurypauuu nodetab nporokonaa TCPIPS wmu TLS
coenHeHHe OyIeT OCYLIECTBISATHCS B 3AILMIICHHOM pPEXUME. DTOT PEXUM HMCKIIOYAeT
nonydyenue uHpopmanmu, xpansueiics B b/l JIMHTEP, mytem mpociymmBaHusi ceT€BOrO
coequHeHMs. Bce ocTanbHble mapaMeTpbl COEAMHEHMS AHAJIOIMYHBI COOTBETCTBYIOIUM
napamerpam nporokona TCPIP.

HpaiiBep wmuenta dbc tcp Oyaer craparbes 3arpyXarb M HCIIOJIB30BaTh CUCTEMHBIE
o6ubnuorexku openssl. [Ipu HEBO3MOXKHOCTH ATOTO OyIyT MCHOJIH30BAHBI OMOIMOTEKH W3
COOTBETCTBYIOIINX UCTIOIHAEMBIX (DAiiJIOB, MM 3aLUIEHHBIE TPOTOKOJIBI OyIyT OTKIIOUEHBI,
€CJIi BapuaHT COOPKH COOTBETCTBYIOIIMX MCIOIHAEMBIX (DailjIoB HE CONEPKUT CTATHUECKU
BCTPOCHHBIX OMOMMOTEK openssl.

Eciu B karanore 3amycka apaiiBepa NPUCYTCTBYIOT ¢ainbel dbc tcp.key (Kmod) #
dbc_ tcp.crt (ceprudukar), To MPOMCXOAUT CPABHEHHE OTKPBITOTO KIIF0Ya MACKHPOBAHHMSI
cepBepa, CUYMTaHHOTO W3 (aiina ceprudukara W TPUHATOIO MO CETH OT CETEBOTO
npaiteepa cepepa CYBJl JIMHTEP. B cnydae HecoBmajaeHuss 3HAYEHUH COCAMHEHUE HE
ycTaHaBimBaeTcs. Ecimu daiin cepTudukara cepBepa B TEKylIeM Karajore HE HaiJieH, OH
Oyner coznaH aBTomaruuyecku. Paiin ceprudukara cepBepa MMEET HMs, COBIAJAIOIIEE C
umenem JIMHTEP-cepBepa u3 daitna nodetab, u pacmupenne .crt. Ums JIMHTEP-
ceppepa B (paiine npuBonuTCA K BepxHemy peructpy. Anmunuctparop CYBJl moxer
nepeHectd Qaitn dbs tcp.crt Ha KIMEHTCKYI0 CTOPOHY M COOTBETCTBYIOIIMM 0OpazoM
MEPEMMEHOBATh €T0 JI0 YCTAaHOBJICHHUS IIEPBOTO COCAMHEHUs ¢ cepBepoM. Hammume aiinon
dbc tcp.crt u dbc tcp.key (ceprudpuxara M KIOYa MAaCKUPOBAHUS KIMEHTA)
[IO3BOJIIET CETEBOMY JpaliBepy cepBepa MOIYYUTh CEpTU(UKAT KIUEHTAa M IPOU3BECTH
CpaBHEHUE C 3aIIOMHEHHBIM paHee CepTU(HUKATOM.

Coznath ¢ainsl KI04eld MacKUpPOBaHUSI KIMEHTAa MOXKHO, 3amyCTHB dbs tcp ¢ KIHYOM
-SSLKEY M IepeMMeHOBaB NoiydeHHble ¢ainbl dbs tcp.key m dbs tcp.crt B
dbc tcp.key m dbc tcp.crt coorBercTBeHHO. [Ipr 3TOM (ailbl JOMKHBL OBITH
samuieHsl cpeacteamu OC. B aToM cimyyae co3gaeTcsi CaMONOITMCAaHHbBIE CEPTU(PUKATHI.

CpenctBamu OC MoryT ObITH CO3/aHbl CepTUGUKATHl C 3aJaHHBIM aJITOPUTMOM. OTHU
cepTu(uKaTel MOTYT OBITH MOJNHMCAHBI YAOCTOBEpsolUM IeHTpoM. IIpoBepka moamucu
YIOCTOBEPSIIOIIETO IIEHTpa BKJIOYaeTcs mnpu Hanmuuu (aiina dbc tcp.CA — chomcka
CepTH(HUKATOB YIOCTOBEPAIONIMX [EHTOB. OTO3BAaHHBIE CEPTUPHKATHI JOJDKHBI XPAHUTHCS B
¢aiine dbc tcp.CRL (npuioxeHue 4).

[lpy wvHULMATM3AIMKM 3allUIIEHHOTO COEAMHEHMS CHayajda yCTaHABIMBAETCS OOBIYHOE
coenunenne 1o mporokoiay TCP/IP, 3atem OHO mepeBOAUTCS B 3alIUIICHHBIA PEXKUM.
Cy1iecTBYIOT TpH pekHMa 3allUIIEHHOTO COSIMHEHUS:

1) 6e3 ayTeHTHUKAIIMK CepBeEPa;

2) ayreHTU(UKALUS C COXPAaHEHHEM KITFOYEH B aBTOMAaTHYECKOM PEKHIME;

3) ayTeHTH(UKAIUSI C COXPAHCHUEM KITIOUCH B PYIHOM PEKUME.

Ecnu ppaiiBep KinMeHTa 3allycKaeTcsl CTaHJIApPTHBIM oO0Opa3oM, 0e3 MaHUIYJIUPOBAHUS

¢aiinamu dbc_tcp.keyndbc tcp.crt, ayTeHTHQHKANKA cepBepa HE IPOBOAMUTCS, HO
3aIUIIEHHOE COEAMHEHNE OyIeT YCTaHOBJIEHO.

Ecnu nepenectu cepTuduKkaThl ¢ CEpBEpHOro KOMITbIOTEpA HA KJIMEHTCKUI U COXPAHUTD UX B
Karajiore 3amycka JpaiBepa KJIMeHTa ¢ MMeHeM, aHaoruynbiM umenun JIMHTEP-cepeepa u3
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¢aitna nodetab, u ¢ paciiupeHreM . crt, TO MPU YCTAaHOBKE COSTUHEHUS OyIeT MPOBEPEHO
COOTBETCTBHE 3alIOMHEHHOTO cepTu(duKaTa KIUeHTa u cepTudukara cepsepa. B cioyuae ux
HECOOTBETCTBUS COCTUHEHNE YCTAaHOBIEHO HE OYy/IeT.

CepsepHble cepTU(UKATBI MOTYT OBITh TAK)KE MOJYUYEHBI OT YAOCTOBEpPSIOIIEro ueHTa. Jis
BKJIIOUEHHS TPOBEPKU MOAINUCH YIOCTOBEPSIOLIETO LEHTa JOJHKEH HMPUCYTCTBOBATH (aiii
CIIMCKa CepPTH(UKATOB YJJ0CTOBEPAIOIIUX LIEHTPoB dbc tcp. CA.

Ecnu B karanore 3amycka apaiiBepa KJIMeHTa co3aath (aiinsl kitoda U cepTudukara KIueHTa
¢ umeHamu dbc_tcp.keyudbc tcp.crt COOTBETCTBCHHO, 3TO IMO3BOJIMUT:

¢ IMCepeaarb CepTI/I(I)I/IKaT KIIMCHTAa CCPBCPY AJIA ayTeHTI/I(l)I/IKaL[I/II/I KIIMCHTa CCPBCPOM;

* BKJIIOYUTh PEXHUM aBTOMAaTHYECKOTO COXpaHEHHs cepTH(]uKaTa cepBepa B TEKYILIEM
Karajore Ipu ycraHoBke coequHenus ¢ nanusiM JIMHTEP-cepBepom B niepselii pas.

IIpu ycranoBke mnocnenyromux coeaunenuit ¢ ganneiM JIMHTEP-cepBepom Oymer
MPOM3BOJUTHCS CBEPKA CEPTU(PUKATOB C 3alIOMHEHHBIM TP IEPBOM COEIUHEHHH.

@aiinbl KITouel u cepTU(UKATOB JODKHBI OBITh 3alUIIEHB! OT AOCTyIa MOCTOPOHHUX JIUIL.
Ot10 nocruraercs cMmeHoil mpaB poctyna Ha 0600 cpenctBamu OC UNIX. Ceprudukar
U K04 MOTYT OBITh CO3MaHbl YTWIHTOM openssl (B coctaB auctpubytuBa CYBJ]
JIMHTEP ne Bxoaut) c uMmeHamu dbc_tcp.crtudbc tcp.key coorBercTBeHHO. Takxke
CaMOIOJANMCAaHHBI CepTU(UKAT M K04 MOKHO CO371aTh YTHIMTOH dbs tcp ¢ ommueit
SSLKEY. B aToM ciyyae ¢aiinabl H0KHBI OBITH IepeMMeHOBaHbl M3 dbs tcp.crt B
dbc tcp.crtudbs tcp.keyBdbc tcp.key.

42
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Windows

Npachmnyecknn gpanmBep KnNueHTa

B Hpumeuanue
HOIII[ep)KKa mporpaMMbl OCTAaHOBJICHA, UCITIOJIB30BaTh HC PCKOMCHAYCTCA.

3anyck rpacu4yeckoro ceTeBoro gpamBepa KrimeHrta

3aIycK MOYKHO BBITIOJIHUTH OJTHUM U3 CIIOCOOOB:

* BbINoHUTE KoMaHay Ilyck => [Iporpammsel => CYB/| IMHTEP => CeTeBoii KJINEHT;

* C IIOMOILBIO CTAHAAPTHBIX CPEACTB 3aIlyCKa IPOrPaMM OIEPALIMOHHON CUCTEMBI 3aIlyCTUTh
Ha BbIMonHeHHe ¢aitn dbcgui.exe B momakaragore \bin yCTaHOBOYHOIO KaTayiora
CYBJ JIMHTEP.

[Tpu mepBoHaYaILHOM 3aITyCKe MPOrpaMMbl Oy/IeT BBIBECHO OKHO BbIOOpa 3arpyaemoii mo
YMOJIYaHUIO KOH(pUTypauuu (puc. 6).

@ Bonpoc EI@

B HACTpoiikax HET COXpAHEHHBIX KOHMUMypaUmWil. KoHdurypauus no
ymonuaHuie C:\Linter\bin\nodetab Haligena. 3arpyauTe e&?

.8 HeT

I 3anomMHWTE 3Ty HacTpoiky

Pucynok 6. OkHO BBIOOpa 3arpy»aeMoil o yMoI4aHuio KOH(QUTypaLuu

OCHOBHO€E OKHO nporpamMmmbl

OCHOBHOE OKHO porpaMmal IPUBEACHO HA PUCYHKE 7.
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i

@ Cetesod knnent CYE MunTep EI@

Pain O nporpamme

% Kondurypaumum |
i =[e¢ 8BS
=R _JKOHMUrypaumm

=B Configuration # 1 *
-[#(?) Demo LOCAL Demo

Pucynok 7. OcHoBHOE OKHO miporpaMmMbl CeTeBOM KIUEHT
CocTaB OCHOBHOI'O OKHA ITPOrPaMMBbI:

* IJIaBHOE MEHIO;

* TaHeJb UHCTPYMEHTOB;

* o0nacTts oToOpaskeHus! KOH(MUTYpaIHil B IPEBOBUIHOM CTPYKTYpE.
JpeBoBUHAs CTPYKTYpa KOHPUTYpALUN COAEPKUT CIAEAYIOUINE TUIIBI Y3JI0B:

* KOPHEBOW AJIEMEHT KOH(UTYpaIHii;

 BbIOpaHHAas KOHQUTYpalus (3arpykeHHbIN (aiin ceTeBoit KoHpuUrypamnuu nodetab);

* BBIOpaHHBIN cepBep.

CocraB onepanuii NIaBHOI'O MEHIO U MaHEIM MHCTPYMEHTOB 3aBUCHUT OT THUIIA BHIOPAHHOTO
y37a.

B Tabnuie 1 npuBeseH nepedeHb KHOMOK MAaHETH HHCTPYMEHTOB.

Tabnuua 1. KHOnKM naHenu HHCTPYMEHTOB

Knonka Ha3znauyenue
s |Hactpoiiku mpudToB u popmarupoBaHus TEKCTa IPOrpaMMBbl
= |Bxirouenue npoToKONMpOBaHUA
€| |OOHOBIEHME YKa3aHHOIO NOAEpEBa
#| |[obapnenue y3na yka3aHHOTO THIIA
& |OtkpeiTue daiina koHUrypanuu
+|  |3amyck mporpammsl IpH 3aIycKe MPUII0KEHUS
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Knonka Ha3znauyenue
B |3amyck gpaiiBepa KIMEHTa
@| |OcraHOB apaiiBepa KIHEHTa
Hl |CoxpaHeHne U3MEHEHHON KOHPUTypaiu
@@ |CoxpaHeHue HOBOW WJIM U3MEHEHHOU KOH(UTYpaIUH
% | YnaneHue yka3zaHHOTO y3ja JiepeBa KOHPUrypauui
wil |[IIpocmoTp cTatucTuku paboThl cepBepoB KOH(UTYpaLuu
47|  |CopTHpOBKa CIHMCKa CEPBEPOB YKA3aHHOM KOH(UTYPALIMHU B MIPSIMOM TOPSIIKE
Zy) |CopTHpOBKa CHHCKa CEpBEPOB YKa3aHHOW KOHPUTYypaluy B 00paTHOM IMOPSIJIKE
% |CoenuHeHue ¢ cepBepoM
= |Pa3zpenunenue c ceppepom
= |(3anpernieHue/paspelieHue cepsepa

PaboTa nporpammbl

CospaHue HoBoM KOHUrypauumm

OKHO co3aHust KOH(DUTYPALIMU MOKHO BBI3BaTh OJJHUM U3 CIIOCOOOB:

B [JIABHOM MEHIO BBINONHUTh Pailn=>Co31aTh KOH(PUTYpaALNI0;

B KOHTEKCTHOM MeHI0 Yy3na tuna Konpurypauum Broibpare nyHkr Co3aarb
KOH(PUTYpaLUIO;

OJHOBPECMCHHO Ha)XaThb KJIaBUIIIH <Ctrl>+<N>;

BBIOpaB y3en Tuna Konpurypauun, Ha naHeaun HHCTPYMEHTOB Ha)KaTh KHONKY /.

OxHO KOH(UTYpalMK TaOIUIBI Y37I0B COCTOUT U3 ABYX BKJIAJIOK:

BKi1agKa CepBepsl (puc. 8);

BKiagka [lapamerpsl (puc. 9);
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| Kondmrypauma Tabanue yanoe =

Cepeepbi | MNapaMeTpkl |

HazBaHWe KoHbUrypaumm I

# Information about database servers in the following format:
#t--—— +
#| Linter | Protocol | Network | Port | Close | Aliwve | Connect |

#| Berver | | Address | Humber | time=out | timeout | timeout | |ZI

Linter Server - logical server name as used in applications
FProtocol - network protocol. TCPIF, TCPIPZ, LOCAL are supported

[ e N 2 T O (Y S TR L B o
1
+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+
0]

Network Address - address of the Linter server in the server protocol
g Fort Humher - port number of the Linter server. The default walue
10 Close timsout - time interwval in minutes hetween server application'

if client application is alive. Mot reguired.

—
rJ

Alive timeout - time interval in seconds between client application'

—
%)

1f client application is alive. Hot required.
Connect timeout - time 1n seconds. If the connection has not been esta
up to this time interval, an error will be returned.

iy
[y

—
—
o oHE W W W W K R R

=
o

4 1 |2

| 0K | | OTmeHa

Pucynok 8. OxHO koH}Urypanuu Tabiauibl y3710B, BKIaaka CepBepsl

El Kondmrypauma Tabnanue yanoe =

"Cepeepsl

[” 3apatb cepeep No YMONYAHWHD I j

[~ Wcnonb3osate MBX I

[ 3anucats 1D npouecca e daiin I
[~ ABTOMaTMUECKW MEHATE CEPEEp MO YMOAUZHHHD

[~ ABTOMaTHUECKH MEHATE Cepeep No yMONYaHWK He yBEOO0MNAR KNHeHTa

[T 3asate TalMayT SBTO-COBAMHEHIA | 0
[T BozepawaTe owmbky 1001 KIMEHTEM, BCOM HET CORAMHEHMA
[~ CoegwHeHMe co BCeMW CepBepaMu Nocne 3anycka apalieepa

| Bozpallare OWKBKK COBOHHEHWA KNMeHTaM Dez oxuaaHHA YCTGHOBKH CoOedWHEHNA

| 0K | | OTMeHa |

Pucynok 9. OkHO KOHpUTyparmu TaOIHIBI y3II0B, BKiIaaka [lapameTrpol
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Bknanka CepBepr COACPIKUT CICAYIOMIUC IJICMCHTBI:

* 1I0JI€ BBOJA Ha3BaHMs KOHGUTypauuu (A1 coXxpaHeHus ee B (aiin);
* 007acTh peAaKTUPOBaHMs KOH(UTYpaLuy;

* TaHENb UHCTPYMEHTOB CO3JIaHUS M PEIAKTHPOBAHUS KOHPUTYPALIHH.

B rabnuiie 2 npuBeieH nepeueHb KHOMOK ITAHEIM HHCTPYMEHTOB CO3JIaHHS U PETAKTHPOBAHUS
KOH(UTypaluu.

Tabnuma 2. KHONKY MaHeTn HHCTPYMEHTOB CO3JIaHMsI U PeAaKTHPOBaHMs KOH(DUTYpanuu

Knonka Ha3znayenue

+ |/loGaBnenue cepsepa

E| PenaktupoBaHue mapameTpoB cepeepa

VYnanenue cepepa

C  |3aKOMMEHTHPOBaTh YKa3aHHYIO 3allUCh CEPBEpA

PackomMMeHTHpOBaTh TEKYIIYIO 3alHCh CEPBEpa

34 |IIpocMotp cTaructuku paboThl cepBepa

Co3nanue 1 peAaKTUPOBAHKUE CETEBON KOH(PHUTYpaIi BO3MOXKHO JIBYMSI CIIOCOOaMH:

* HEMOCPEICTBEHHOE YKa3aHHEe MapaMeTPOB CEPBEPOB B OKHE KOH(DUTYpaInH;
* C [IOMOLUIbIO AHEJIN UHCTPYMEHTOB.
[To oxoHuaHWM BBOJA MapaMeTPOB KOH(UTyparuu [Js CO3JaHUS HOBOM KOHQUTYpaiuu

HaxaTth kHOMKy OK, mis BeIXojma W3 auanora co3fgaHusi KoH(MUTrypamuu 0e3 CO3MaHus —
OTMeHa.

3arpy3ka hanna cyuwecTByroLen KoH¢purypaumm
J1Jist 3arpy3KH CyIIECTBYIOIIETO (aiiyia ceTeBoi KOHPUTYpaITUi HEOOXOAUMO:
1) BbI3BaTh OKHO BBIOOpA 3arpykaemMoro (aiina KoH(pUrypamum.

OTKpBITH OKHO BBIOOpA 3arpyxaemMoro Qaiisia KoHpUrypamu MoKHO OJJHUM U3 CIIOCOOOB:
* B [JIJaBHOM MEHIO BBINOIHUTh Pailin=>OTKPbITH (Paii;
* B KOHTEKCTHOM MeHI0 y3i1a Tuna Kondurypauuu Bsiopats myHKT OTKpBITH daiii;
* OJHOBpPEMEHHO HaxaTh KiaBuiu <Ctrl>+<0>;
* Ha MaHeJIH UHCTPYMEHTOB HaXKaThb KHONKY .
2) BbIOpatTh TpeOyeMblii (ailsl 1 HaxaTh KHONMKY OTKPBITh.

B nepese snementoB y3na tuna Kondurypauuu Oyaer co3gaHo MOAAEPEBO 3arpyKeHHOU
KOH(UTrypauu.

CoxpaHeHue KoHduUrypauumm
i coxpaHeHust KoHGUrypamnuu B ¢aitl Heo6X0IUMO:

1) BeIOpaTh COXpaHsIeMyH0 KOHPUTYpAITHIO;
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2) BBIMIOJHUTH OJHO U3 ACHCTBHIA:
* B INIaBHOM MEHIO BbINOMHUTEL Tadnuna y3ao0B=>Coxpanutb (COXpaHHUTDb KaK ...);

* B KOHTEKCTHOM MeHIO y3na Ttuna Koudurypamusi BeiOpare nyHkTr CoXpaHUTH
(CoxpaHuTh KaK ...);

* Ha INaHeIu MHCTPYMEHTOB Ha)KaThb KHONIKY ] win [&).

B Hpumeuanne

Ecmu coxpansiercst cymiecTByromas KoH(purypauusi — BbeIOpaTh MyHKT COXpaHMTb, €CIH
MIPOU3BOJUTCS COXpAaHEHHE CO3aHHOM KoH(puUrypanun — COXpaHHMTh KaK ...

NMpocmoTp cTaTUCTUKU cepBepoB KOHdUrypauum
Jlnst IpocMOTpa CTaTUCTUKU pabOThI CEPBEPOB HEOOXOAUMO:

1) BBIOpaTh HEOOXOAUMYIO KOH(DUTYpAITHIO;
2) BBIMIOTHUTH OJHO U3 ACHCTBHIA:
* B INIABHOM MEHIO BBIMOMHUTE Tadauna y3a0B=>CTaTuCTHKA;
* B KOHTEKCTHOM MeHIo y3na tuna Kondurypanus Beiopars myHKkT CTaTHCTHKA;

* Ha IIaHCJIM MHCTPYMCHTOB HaXXaTb KHOIIKY |dl|.

[TossBUTCSI OKHO CTaTUCTUKH PaOOTHI cepBepoB KoHpurypanuu (puc. 10).

@ Cetesoi knnent CYB] Mlnntep EIIEI

®ain  Tabnwuaysnoe O nporpamme

4% Kondburypaumm |
@ =l[e v o] vSBE% 4 4|z
=@ Kondurypauum

=-B Configuration # 4 * (no ymonuanuio: SERVER1)

. -[#(?) Demo LOCAL Demo

. -[# SERVERI1 - TCPIP (124.1.1.1 [1060])
E|EI Configuration # 5
“.[#(?) Demo LOCAL Demo

lal] Cratuctuka cepeepoe DBC kondurypauun "Configuration # 4" b4 |
=] THM CTATUCTHKM: ||-|DJ1HE,)c| j
Cepeep BaiTel (npM/npa) 3anpocel (npm/npa) | Owwbkn (npm/npa) | Cropects (B/c) (npm/npa)
OBLaEs /o /o /o /o
SERVER1  0/0 /o /o 0/0

Mepuoa 06HOBNEHUA AaHHEIX (MnM 0 Ans oTKMKYeHuA) (Mcek) | {000 MpUMEHNTS

C:\Linter\bin\nodetab

Pucynok 10. OkHO cTaTucTUKU pabOThl cCEpBEPOB KOHPUTYpALIUU
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OCHOBHBIMU 3JIEMEHTAMU OKHA CTAaTUCTHKH SBIISIOTCS:

* BBINAJIAIONINN CIIMCOK BBIOOpA TUMA O0TOOpayKaeMOi CTaTHCTUKM: TIOJHAS MITU TEKYILas;
* KHOIIKa BBIOOpa 0TOOpaskaeMbIx mapameTpoB (puc. 10);
* 007acTh OTOOpAXKEHUS CTATUCTUYECKHX JIaHHBIX PaOOThI CEPBEPOB.
* oToOpakaeMblie mapameTpsl (puc. 11):
1) ums cepBepa;
2) KOJIMYECTBO NepeIaHHON M MPUHATON UHPOPMAIIH;
3) 3ampochl;
4) ommOKw;
5) CKOpOCTb.
* TI0JI€ YCTAaHOBKH Meproja OOHOBIEHUS TaHHBIX;

* CTpOKa OTOOpa)KeHUs pactoiokeHus (paiiina ceTeBoil KOHPUTypaluu.

:ﬂ_ OTobpaxaemele cTonBUE @

Buibepute oTobpaxaemble cTonbULI

Cronbey
Cepeep
Baiitel (npm/npa)
3anpocel (npr/npa)
Owwmbrn (npm/npa)

LN S A A

Cropocte (B/c) (npm/npa

0K OTMeHa

Pucynok 11. Otobpaxaembie CTONOIBI

COpTM POBKa CriCKa cepBepoB KOH(*)MrypaLIM n
B03MOXHBI clenyone BapuaHTbl COPTUPOBKU CEPBEPOB:

* B IIPSIMOM IOPSAJIKE;
* B 00paTHOM MOPSIIIKE;

* OTCYTCTBYET.
J171st copTUPOBKH cepBEpPOB KOHPUTYpaLliu HEOOXOAUMO:

1) BBIOpaTh HEOOXOMUMYIO KOH(DUTYpAITHIO;
2) BBINIOJHUTH OAHO U3 AEHCTBUIA:

* B INIaBHOM MEHIO BEINONMHUTE Tadamuma y3a0B=>CopTHpPOBKA;
>
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* B KOHTEKCTHOM MeHIO y31a tuna Kondurypauus Beiopars nyHkT COpTHPOBKA;

Ha MaHeIN UHCTPYMEHTOB y3ia Tuna Kondurypauusa Haxars TpeOyeMyro KHOIKY 4z

WIH Z4;

BbIOpaTh BapUAHT COPTUPOBKH.

Job6aBneHue cepBepa

s no6aBneHus cepepa He0OXOAUMO:

1) BbIOpaB HEOOXOUMYIO KOH(UTYpAIIHIO, BEI3BATH OKHO BBOJ/Ia TapaMETPOB cepBepa.

OKHO BBOJIa MapaMeTPOB CEPBEPA MOKHO OAHUM M3 CIIOCOOOB:

* B [VIaBHOM MEHIO BBINONHUTH Tadauua y3iaos=>/{o60aBuThH cepBep;

* B KOHTEKCTHOM MeHIo y3i1a tuna Kondurypauus BeiOpars nyHkT lo6aBuTh cepsep;

* Ha IaHEeJM UHCTPYMEHTOB y3ia Tuna Kongurypamust Haxarh KHONKY #|.

2) B MOSIBUBIIEMCSl OKHE BBOJIA M PEIAKTUPOBAHMS MapamMeTpoB cepsepa (puc. 12) BBecTH
HeoO0XOMMbIE TTapaMeTpBhl.

M Mapamerpe cepee... El@

HazeaHue
MpoTokon

|-|E||:|E|f-1ET|:|I:uI CoeaWHEHKA

| GERVER1
TCPIP -

Agpec | (0.0.0.0

Mopt | 1060
TaimayTel

Jpaiieep cepeepa (MuH) |1— ™
Opaiieep knneHTa (cek) W
OnA coeguMHeHuA (CeK) W

KoMMeHTapHK

&

&

B

T
¢ J

oK

OTMeHa

Pucynox 12. OxHO mapaMeTpoB cepBepa

B okHe mapamMeTpoB cepBepa B 3aBHCHMOCTH OT THIIA MPOTOKOJIAa HEOOXOAMMO BBECTHU
TpeOyeMble mapameTphl:

* Ha3BaHuUe cepBepa (He Oonee § CUMBOJIOB);

IIPOTOKOJI OOMEHa;

CETEBOM a/IpeC WM CETEBOE UMS;
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* TalMayT JpaiBepa cepBepa;
e TaUMayT JpaiBepa KIMCHTA;
* TaWMayT JUIsl COCAUHEHHUS.

3) JJI ,[[O68.BJ'ICHI/I}I HOBOT'O CE€pBEpA U BbIXOJA U3 TUAJIOTOBOTI'0 OKHA HAaKaThb KHOIIKY OK, JJI
BbIXOJa U3 AHUAJIOTOBOI'O OKHA — OtMmena.

PepakTupoBaHue napameTpoB cepBepa
Jlnist penakTUpOBaHUs TAPaMETPOB CepBepa HEOOXOTUMO:

1) BBIOpaB pegakTUpyEMbIil cepBep B APEBOBHIHON CTPYKTYPE KOH(PHUTypaIHH, BEI3BATh OKHO
pEeNaKTHPOBAaHUS [1aPAMETPOB CEpBEpA.
AKTHUBH3UPOBATh OKHO PEIaKTUPOBAHUS ITAPAMETPOB CepBEpa MOKHO OTHUM U3 CIIOCOOOB:
* B [VIJaBHOM MEHIO BbINOIIHUTH CepBep=>Penakruposarts cepsep;

* B KOHTEKCTHOM MeHI0 y3na Tuna Kondurypaums BeiOparte myHKT PegakrupoBarb
cepBep.

2) B MOSBUBILIEMCS OKHE pedakTHUpoBaHHUs (puc. 12) BBecTH TpeOyemble MapaMeTpsl
aHAJIOTUYHO MyHKTY «/[oOaBneHue cepBepay.

YpaneHue cepBepa
Jns ynanenus cepBepa u3 KOH(OUTypaluu HEOOXOIUMO:

1) BBIOpaTh ynasiseMblii cepBep B APEBOBUIHON CTPYKTYpE CEPBEPOB;
2) ynanuTh BEIOpaHHBIN cepBep U3 KOH(PUTYpaLUU OHUM U3 CIIOCOOOB:
* B INIaBHOM MEHIO BBINOJHUTE CepBep=>>Y1a/uTh cepBep;
* B KOHTEKCTHOM MeHIO y31a tumna CepBep BbIOpaTh MyHKT YAAJIUTh cepBep;

* Ha IaHCIA MHCTPYMCHTOB Ha)XaTh KHOIIKY x.

YcTtaHOBKa cepBepa no yMon4aHuio
JI7st ycTaHOBKHM cepBepa 110 yMOIYaHHIO HEOOXOHMO:

1) BbIOpaTh TpeOyeMblii cepBep B APEBOBUAHOMN CTPYKTYpe KOHPUTYpaLIUH;
2) BBIMOJIHUTH OJTHO M3 JACHCTBUM:
* B INIABHOM MEHIO BBINOIHUTH CepBep=>YCTaHOBHUTH N0 YMOTYAHHIO;

¢ B KOHTCKCTHOM MCHIO y3JIa THIIa CepBep BbI6paTb ITYHKT YcTaHOBHTH IO YMOJTYAHHUIO.
3anyck KnumeHTta

Jlnst 3ammycka ceTeBOro KIMEHTa ¢ yKa3aHHOW KOHUTypanyed HeoOX0aruMo:

1) BbIOpaTh TpebyemMyto KOH(pUTYpaLHUIO;
2) BBIMIOJHUTH OJHO U3 JACHCTBHIA:

* B INIaBHOM MEHIO BbINOJHUTE Tadnuna y30B=>3anycTuTh KJINECHT;
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* B KOHTEKCTHOM MEHIO y371a turna Tabauua y3/10B BEIOpaTh MyHKT 3ayCTUTh KJIMEHT;

* Ha MaHeJIu UHCTPYMEHTOB y3ia Tuna Kondurypauus Haxarb KHOIIKY B .

[Tocne 3amycka ceTeBOro KJIMEHTa y3eJ BBIOpAHHOW 3arpykKeHHOH KoHpurypamwu Oymer

O0TOOpaXKEH 3€JICHBIM LBETOM M OyleT 3arpykeH CepBep, YCTAaHOBJICHHBIA 1O YMOIYaHHUIO
(puc. 13).

[

@ Cetesod knnent CYBO MunTep E'@

®aiin  TaGnwua yznoce O nporpamme
¢ Kondmrypaumm |

dl 5[« [v plo| v@|EEx| bl 4]z
=@ Kondurypauum

- | Configuration # 4 * (no ymonuaHuio: SERVER1)
. [#(?) Demo LOCAL Demo

C:\Linter\bin\nodetab
Pucynox 13. OxkHo nporpammsl, CepBep 0 yMOJITYaHUIO
OcTaHoOB KnueHTa
Jlns ocTaHOBa CETEBOro KJIMEHTa HEOOXOIUMO:

1) BbIOpaTh aKTUBHYIO KOH(PUTYpaIHIO;
2) BBIMIOJHUTH OJHO U3 ACHCTBHIA:
* B [JIJaBHOM MEHIO BHINOMHUTH Tabauna y310B=>0CTaHOBUTH KJIHEHT;
* B KOHTEKCTHOM MeHIO y3Ja Thna Tadauna y3.10B BbIOpaTh NyHKT OCTAHOBUTH KJIMEHT;

* Ha IaHeNIu MHCTPyMEeHTOB y3iia tuna Kongurypanus HaxxaTs KHOIKY @

CoeanHeHue ¢ cepBepom
Jlnst coenuHeHust ¢ cepBEpOM HEOOXOTUMO:

1) BbIOpaTh cepBep aKTUBHON KOH(UTYpaIuy;
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2) BBIMIOJHUTH OJHO U3 ACHCTBHIA:
* B IJIJaBHOM MEHIO BBIITOJIHUTE CepBep="CoeANHUTH;
* B KOHTEKCTHOM MeHIo y3ia tuna CepBep BoIOpaTh MyHKT COeTUHUTD;
* Ha IaHEJIM MHCTPYMEHTOB y3ia Tuna CepBep HakaTbh KHOIKY &

[Tocne coenuHeHUsT ¢ yKa3aHHBIM CEPBEPOM HMKOHKA cepBepa OyaeT OoTOoOpa)KeHa 3elICHBIM
1BeToM (puc. 14).

I

@ Cetesoi knnent CYE NunTep E'@

®aiin  Cepeep O nporpamme

¢ Kondurypaumn |

@ = ¢ v 2% =
=@ KoHdurypaumm

=-B Configuration # 1 * (no ymonuyanmo: SERVER1
-[#(?) Demo LOCAL Demo

& JSERVER1 - TCPIP (127.0.0.1 [1060])

4 | 1} 3

SERVER1 TCPIF 127.0.0.1 1060 1 20 20

Pucynok 14. OxHO nporpammsl ocJie 3alrycka cepBepa
OTcoeanunHeHune oT cepBepa

JI1st OTCOGIMHEHHS OT cepBepa HEOOXOUMO:

1) BbIOpaTh aKTUBHBIN CEpBED;
2) BBIMOJIHUTH OJTHO U3 JICHCTBUM:
* B IJIJaBHOM MEHIO BBITIOJIHUTh CepBep="0OTCOeIUHHUTD;
* B KOHTEKCTHOM MeHIo y3ia tuna CepBep BoIOpaTh MyHKT OTCOEIMHHUTD;

* Ha MaHeJIH UHCTPYMEHTOB y3ia Tumna CepBep HaXaTh KHOMKY .
3anpeT cepBepa
Jns 3ampeTa cepBepa HEOOXOAMMO BBITIOJIHUTH OHO U3 JICUCTBHIA:

1) B maBHOM MeHIO BHITONHUTH CepBep=>3anpeTuTh cepBep;
2) B KOHTEKCTHOM MEHIO y3i1a Tura CepBep BbIOpATh MyHKT 3aNpeTUTh cepBep;

3) Ha maHeu MHCTPYMEHTOB y3Jia Tuia CepBep HaXaTh KHOMKY ™.

ILJ'I?I OTMCHBI 3aIPCIICHUA CCPBEPA BBINIOJIHUTL OAHO U3 BEINICYKA3aHHBIX I[CflCTBHfI IMOBTOPHO.
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HacTtpounka npotokonnpoBaHus
I[J'IH BbI30Ba OKHA IMPOTOKOJIUPOBAHUA HeO6XO,I[I/IMO BBITIOJTHUTH OOHO U3 HeﬁCTBHﬁZ

* B INIABHOM MEHIO BbINONHUTE Pailn=>IIpoTokoupoBanue;
* Ha [IAHEJU UHCTPYMEHTOB HAXKATh KHOIIKY 5.

[TossBUTCSI OKHO HACTPOMKHU U OTOOpAKEHUS TPOTOKOIUPYEMBIX COOBITHH (pHC. 15).

. @ Cetesoil knnent CYB] Mnnrtep El@
Paiin  Cepeep O nporpamme
¢4 KoHdurypaum | ‘= Cnucok coobuieHnil aparisepa DBC
d=e vizelxl @M% 3 » o el o ey =rn il édl J
E|. KoHdurypatmm Tun Bpema cobbmua CoobuieHne
=-B Configuration # 4 *

LOn

- SERVER1 - TCPII

=-B Configuration # 5
~{#(?) Demo LO

4 1 k

SERVER1 TCFIF 124.1.1.1 1060 1 20 20

Pucynok 15. OkHO HACTPOWKH U OTOOpPAKEHUSI MPOTOKOIHPYEMBIX COOBITHI
CocTtaB MEHIO OKHA MTPOTOKOJIUPYEMBIX COOBITHMA:

* KHOIIKA BKJIFOUEHUS IPOTOKOJIUPOBAHUS B NaMTh (Fk);

* KHOIIKA BKJIOYCHHS TIPOTOKOIMPOBaHUA B (aiti (Fy);

* TaHeJb KHOMOK BbIOOpa MPOTOKOIUPYEMBIX COOBITH;

* KHOIIKA BBI30Ba OKHA HACTPOEK CTOJIOIIOB OTOOpakaeMbIX cOOBITHH (FH));
* KHOIIKa BbI30Ba OKHA MPOYUX HACTPOEK MPOTOKOIUpOBaHUA (5f));

* 007aCTh OTOOpaXKEHUST COOBITHH.

B Tabnuue 3 npuBeneH nepeyeHb BUOB IPOTOKOIUPYEMBIX COOBITHIA.

Tabnuma 3. Buasl IpoTOKOTUPYEMBIX COOBITHIA

Knonka Ha3nauenue

CooO11eHrsT MHUIHAIN3a[u

Coo0b1ienus 00 ommokax

Co00111eHUA 0 CUCTEMHBIX OIIMOKaX

HNudopmarnmonnsie coobmeHus

WHudopmanimoHHble COOOLIEHUS O CUCTEME

CooO01IeHns CoOeINHEHN

W2 e s e |v

CooO111eHUs KIINEHTOB
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Knonka Ha3znauyenue

= [TakeTHBIE COOOIIEHUS

i  |CooOmieHust yMmom4aHuit

g CooOmienus o KoHGUTypaoHHOM (aiiie

| |CooOuienus o kogax BO3Bpara

@ |Otnagounsie cooOmeHus

@ |CooOuienus TpacCUPOBKU

NMpoTtokonupoBaHue B NaMATb
Jlnst HacTpOHKH MPOTOKOJIIMPOBAHHUS B AMSATh HEOOXOAUMO:
1) HaxaTh Ha MaHETN HHCTPYMEHTOB 00JIACTH MPOTOKOJIMPOBAHUS KHOIIKY .

[TossBUTCSI OKHO HACTPOEK MPOTOKOIUPOBaHMS (puc. 16).

T HacTpoiky NpoToKoAWPOEaHWA B NaMATE @

[ PaspewwTt NpOTOKONWPOBAHWE B NaMATh
YpOEHW NPOTOKDAMPOBAHUA

THn OnucaHue Pazpellén
Cnnﬁu_I,EHuﬂ MHMLMANH3E LM
CoobweHnsa ob ownbkax
CoollWeHWA 0 CUCTEMHBE oWKbKax
WHdbopmaunoHHele cooblleHma
HMHopMaLHoHHEIE COOBLLEHWA O CHC
CooblueHHA coeduHEHWA
CoobLLEHHA KNHEHTOR
MakeTHele cooblLeHrA
CoobLeHHA yMOoNUYaHKIA
CoofweHna o KoHQUrypaunoHHomM ¢
CooblWeHnA o Kogax BO3BpaTa
OTnaaouHble coobeHHs

HERPDHIVNERE@S O

CoofLLeHHA TpacCMpoBKH
10000
(0]4 OTMeHa
Pucynok 16. OxHo HacTPOCK IIPOTOKOIUPOBAHUSA B ITIaMATh

2) B MOSIBUBLIEMCS] OKHE YCTAaHOBUTH (uiakok Pa3peminTh NpoTOKO/IMPOBaHNE B NAMSATD;
3) ycTaHOBUTH (piIaKKH HAIIPOTUB THITOB MPOTOKOJIMPYEMBIX COOBITHI;

4) npu HEOOXOAMMOCTH YCTAHOBUTHh MAaKCHUMaJIbHOE KOJIMYECTBO TMOCIEAHUX COOOIIEHUH B
namsTH (1o ymomdanuto — 10 000 coobmienuit);

© Certesble cpeactBa. 3AO HIII «PEJIDKC», 1990-2023 55



I'padpuueckne cereBnie cpencrea 1iasst OC Windows

5) Juis Hauaja MPOTOKOJIMPOBAHHUS B TAMATh U BBIXOJa UX IMAJIOTOBOTO OKHA HAXKaTh KHOTIKY
OK, myist BBIXOJIa U3 JUAJIOTOBOIO OKHA — OTMEHa.

Taxxke B KOHTEKCTOM MEHIO 00J1acTH OTOOpPa)KEHUS! MPOTOKOIUPYEMBIX COOBITUN TOCTYITHBI
OTepaLuu:

OYHCTHTh — OYUCTUTH 00JIACTh BBIBOAA COOOIIECHHIA;
YCTaHOBUTh MaKCUMYM 3aIMCEH — YCTAaHOBKA MAKCUMAJILHOTO KOJIMYECTBA OTOOPaKaeMBbIX

COOBITUN TPOTOKOJTUPOBAHUS;

HKCIIOPT JIOTA U3 MaMATH B (paiiin — coxpaHeHHe COOOLIeHUI TPOTOKOIUPOBAHUS B (aili.

lNMpoTtokonupoBaHue B hann

Jliis HacTpOHKK MPOTOKOIMPOBaHUA B (aill He0OXOIUMO:

1) maxaTh Ha MaHEM UHCTPYMEHTOB 00J1aCTH MPOTOKOJUPOBAHUS KHOTIKY .

[TosiBUTCS OKHO HACTPOEK MPOTOKOIUPOBaHuUs (puc. 17).

-

Pucynok 17. OKHO HacTpOeK MPOTOKOIUPOBAHUS B (haili

™ HacTpoiikn NpoToKoNWpOBEaHWA B gain

[~ PaspelwwT NPOTOKONWPOBAHKE B dalin

Tun

CDDﬁLLI,EHH.‘FI MHHLMANMZALNH

ERPDBINCIODO

YpPOEHW NPOTOKOAMPOBEAHKUA

OnucaHKe

CoobweHna of ownbrax

CoobLeHWA O CHCTEMHBI oWKbKax
MHpopMaunoHHble CooDLLEHKA
HMHdopMaunoHHele cooBLLEHMA O CHCTEME
CooBLUeHnA coeguHEHKUA

CooBLLEHWA KNWEHTOR

MNakeTHele coobLLEHMA

CoobLeHHA yMonYaHWi

CoolweHna o koHdurypaumroHHoM dakine
CoobLyeHHA 0 Kogax BO3EPETA
OTnagouHble coobLeHus

CooBLLEHHA TPECCHPOBKK

oK

Fazpewén

=

OTMeHa

-
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2) B NOSIBUBLIEMCSl OKHE YCTaHOBUTH (iakoK Pa3pemiuTh mpoTokoJupoBanue B (paiii;
3) BBECTH UMs WM BBIOpATh CYLIECTBYIOIINHN (aii;
4) ycTaHOBUTH (UIaXKKH HAIPOTHUB MIPOTOKOJINPYEMBIX COOBITHIA;
5) npu HEOOXOJUMOCTH YCTAHOBUTD:
* (naxxok u 3HaueHHe MakcuMaaIbHOro pasmepa gaiina;

* (Qnaxxok YaajeHue crapbix 3anmuceil B (aiijle NpM JOCTHKEHHM MAaKCHMyMa
3amuceii;

* (naxxox Co3naBaTb HOBbIE (pailIbl MO JOCTHKEHMH MAKCMMYMa 3allUCeH.

6) JUIs Hauata MPOTOKOMUPOBAHUS B (Daiim U BRIXOAA UX AMAIOTOBOTO OKHA HA)KaTh KHOIIKY
OK, my1st BBIXOJIa U3 AUAJIOTOBOIO OKHa — OTMeEHa.

O6LmMe HaCTPOUKN NPUNOKEHUA
OKHO HAacTPOEK MPOrpaMMbl MOYKHO BbI3BAaTh OJHUM U3 CIIOCOOOB:

* B IVIJaBHOM MEHIO BBINOIHUTH Paiia=>HacTtpoiiku;
* Haxarb knaBuiry <F10>;

* Ha IaHeJIH UHCTPYMEHTOB Ha)KaThb KHOMKY %t
OOu1re HaCTPOWKH MPOTPaMMBbI COCTOSIT U3 TPEX BKIIATOK:

 BKIaaKa O0uIue — npeIHa3HavYeHa uisd HacTpoiku mpudToB (puc. 18);

4 Hacrpoiixm @
OBuwme | Fenakrop TekcTa | FazgennTenn TeKCTa |
A3bIK MHTepdeiica |F.TCCHHﬁ j
W pmdpT HazeaHWe Pazmep| Mony#upHbI Kypcue
3 |O::H|:|E1chﬁ ||'I'ah|:|ma 10
B nepeee Tahoma 12
B nonsx BBOAA Tahoma 12
Penakrop TekcTa Courier 12
OK OTMeHa

Pucynoxk 18. Hactpoiiku, Bkinagka O6mue

* BKiaska Pegakrop tekcra (puc. 19);
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4 Hacrpoiixm @
| OBwme PeOakTop TEKCTA | PazgenwTenw TeKCTa l

WpngT MNpumep

# nodetah editor
SEFVER1 LOCAL MBI

Courier, 12 1
2

KoMMeHTapuK
Kniyeesle cnoea bl
CHPLITEIA TEKCT

MaHenb HOMEPOE CTPOK -

¥ {0ToBpamaTs HOMepa CTPOK

v OTobpaxars pasMeTky TeKcTa

JapepwKa pasMeTKH TekcTa (MUNNHCeKyHI) | 500

0K OTMeHa

Pucynok 19. Hactpoiiku, Bkinaaka Penaktop Tekcra

 BKIaaka Pasnenurtenu texcra (puc. 20).

’[ﬂ Hacrpoiikn @

Obume | PefakTop Tekcra | PasgenuTen Tekcra |

v MNpobensl BMeCTo TabynALWi

Yucno npobenoe Ha Tabynauuwo (1-32) | y)

TeKCT KOMMeHTapUA No yMmonuanue ('#, ;' n 1" | #
lv BeipaBHWEAHWE Nonei (uucna, pasgenedHele npobenamu, Hanp., '10 10 22%)

1107 1610 10 10 10 10 10 10 10 10 10

0K OTMeHa

Pucynok 20. Hactpoiiku, Bkiaaka Pasnenurenu Tekcra
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3aBepLueHue paboTbl nporpamMmmbl

st 3aBeprieHHs pa0bOTHI MPOrPaMMBI  HEOOXOAMMO B TIJIaBHOM MEHIO BBITIOJHUTH
daiia1=>BpIxo1.

Npadhuyecknn gpansep cepBepa

B Hpumeuyanue
IMoxnepKKa IPOrpaMMbl OCTAHOBJIEHA, UCIIONL30BATh HE PEKOMEHIYETCS.

3anyck rpacdm4yeckoro ceTeBoro gpamBepa cepsepa

3aIycK MOYKHO BBITIOJIHUTH OJTHUM U3 CIIOCOOOB:

* BpINoHUTE KoMaHAay Ilyck => [Iporpammel => CYB/] IMHTEP => CeteBoii cepsep;

* C IIOMOIIBIO CTAaHAAPTHBIX CPEJICTB 3aIlyCKa IPOrpaMM ONEPAaLlMOHHON CHUCTEMBI 3aIlyCTUTh
Ha BbIMonHeHHe ¢aitn dbsgui.exe B moakaragore \bin yCTaHOBOYHOIO KaTajiora
CYBJ JIMHTEP.

OCHOBHO€E OKHO nporpamMmmbl

OCHOBHOE OKHO MPOrpaMMBbl IPUBEACHO HA pUCYHKeE 21.

[]s Cetesoii cepsep CYB, MunTep EI@

Qaitn  Jpaieep O nporpamme

B | B[S v| »|@] H]

Default [C:\Linter\bin\dbs_tcp.exe]

# YR pojedexélda u =

McTouHmg Tun Bpems cobbmus CoobLyeHue

4 L1 2

Pucynoxk 21. OcHoBHOE 0KHO niporpammbl CeTeBo# cepBep
CocTaB OCHOBHOTO OKHA IPOTPAMMBI:

* [JIaBHOE MCHIO;
* [aHellb HHCTPYMEHTOB;

* 00J1aCTh OTOOpaXKEHHUS TOCTYIHBIX KOHPHUTYPAIIUii 3aIlyCKa CETEBOTO JpaiBepa;
* 007acTh HACTPOUKU M OTOOpaKEHHS COOOIIECHHH MPOTOKOIUPOBAHHUSL.

B Tabmuie 4 npuBeneH nepeueHb KHOMOK MaHEIN WHCTPYMEHTOB mporpammbl CeTeBoit
cepsep.

Tabnuua 4. KHONKK nTaHeNn HHCTPYMEHTOB nporpammsl CeTeBoli cepBep

Knonka Ha3nauenue

4 |Hacrtpoiixu nmporpammel

Wil [IIpocMoTp cTatucTuku paboThI CETEBOTO cepBepa
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Knonka Ha3znauyenue

#| |doGapnenue npaiisepa

«| |Ynanenue npaiiBepa

+| |3amyck mporpaMMsbl MpH 3amycKe MPHUIOKEHUS

p| |3amyck npaiiBepa

@| |OcraHoB apaiiBepa

)i/ |Otcoenunenue npaiiBepa

PaboTa nporpammbl

Hob6aBneHne gpanBepa
s moGaBieHust KOHPUTYpAIMHU 3aITyCKa CETEBOr0 cepBepa HE0OXOIUMO:
1) BBI3BaTH OKHO BBOJIA TTAPAMETPOB 3aITyCKa CETEBOTO CEPBEPA.

BbINONIHUTE OAHO U3 IEHCTBHIA:
* B INIaBHOM MEHIO BBINOIHUTH JlpaiiBep=>/l00aBuThH ApaiiBep;

* B KOHTEKCTHOM MEHIO 00JacTH KOH(QUTYpaIluil CETEeBBIX JApaiBEepOB BBHIOpATH ITyHKT
JobdaBuTh ApaiiBep;

® Ha IaHCIIH HHCTPYMCHTOB Ha)XaTb KHOIIKY ﬂ

2) B MOSBUBIIEMCS OKHE ITapaMeTpPOB 3aIycka apaiiBepa (puc. 22) yCTaHOBUTh HEOOXOTUMBIE

3HA4YCHUA.
Hi Mapamerpe sanycka DBS = @
HazeaHne KoHpUrypaLmi | Default
MyTe k ucnonHaemomy dainy DBS | C:\Linter\bin\dbs_tcp.exe

[~ 3apatb nopt TCP |

. |

[ 3apaTe woeHTWMUKATOP ouepenw CoobLLEHMI |

[ OTCnemxWBEaTh aKTMEHOCTL Aapa JMHTep

[ 3anwceleaTt waeHTuduKaTopa npouecca DBS B daiin |

[ He coobwaTe Aapy O paspeIBax COBAMHEHWA
[ Wcnone3oeatk Toneko SSL
[ SSL pexuM naeHTUDUKALKK KNWeHTa

[~ He cozpaBaTe Qain KikKYa MacKMpoBaHWA KNHEHTa

[~ 3apaTe TaliMmayT npoBepkd Aapa SuHTep (cek) | 0

HaCTpUHTh NpoTOKONWPOBAHWE B NAMATE

HacTpoWTe NPOTOKONWpOBaHUE B gaiin

[ Pexum KOHTpons 3a paboToi gpaiieepa us UL

0K OTMeHa

Pucynok 22. [TapameTpsl 3ammycka apaiBepa
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3) ans co3maHus HOBOW KOH(UIypalMH 3alycka M BBIXOAA M3 JUAJOrOBOIO OKHA HAXaTh
kHonky OK, nmis BbIXOJa M3 IMANOrOBOrO OKHA 0€3 co31aHus KOH(GUIypaluHu HaXaTh
kHonKy OTMeHa.

PepaktupoBaHue KoHdUrypaumm sanycka gpaveepa
Jns penaktupoBanusi KOHGUTYpAIMHU 3aIyCKa CETEBOTO JpaiiBepa cepBepa HEOOXOAUMO:

1) BbIOpaTh B 0051aCTH OTOOpAXKEHUS JOCTYNHBIX KOH(PUTYpaluii 3aImycKa CeTeBOro apaiisepa
pelaKkTUpyeMyIo KOH(pUTYypaLuio;

2) BBI3BATh OKHO PeIaKTHPOBAHUS apaMeTPOB KOHPUTYPALIHUH.

BrI3BaTh OKHO MOXKHO OJJHUM H3 CIIOCOOOB:

* B KOHTEKCTHOM MEHIO BbIOpaHHOW KoH(urypanuu BbrIOpaTh NyHKT Ilapamertpsbl
3aIycKa;

* JBa pa3a KJIWKHYB JIEBOM KHOIKOM MBIIIK HA PEIAKTUPYEMOM KOH(UTYpaIIUH.

3) B MOSBUBIIEMCS OKHE PEaKTUPOBAHMUS ITapaMeTpoB KOHPUTyparuu (puc. 22) mpou3BecTH
KOPPEKLHUIO IapaMeTPOB;

4) AJI1 COXpPAaHCHUA U3MEHEHUM KOH(bHpraHHH W BbIXOJa M3 OHAJIOTOBOTO OKHA HAXaTb
KHOIIKY OK, JJIA BhIXOJa U3 AMaJ10TOBOI'O OKHA oe3 COXpaHCHHUA U3MEHEHUM I(OH(pI/IpraI_[I/II/I
HaXXaTb KHOIIKY OrmeHa.

YaaneHue KoHcurypauum 3anycka gpaneepa
Jns ynanenus kKoH(UTypaluy 3amycKka CETeBOTO JipaiiBepa cepBepa HEOOXOIMMO:

1) BbIOpaTh B 0051aCTH OTOOPAXKEHUS JOCTYNHBIX KOH(PUTYpaluii 3aImycKa CeTeBOro apaiiBepa
yAaJIsieMylo KOH(QUTypaIuio;

2) BBIMIOJTHUTH OJTHO U3 JICHCTBUM:

* B KOHTEKCTHOM MEHIO BBIOpAaHHON KOH(QUrypamuu BbIOpaTh TyHKT JlpaiiBep =>
Ynaauts apaiiBep;

* B KOHTEKCTHOM MEHIO BBIOpaHHON KOH(UTypaly BEIOpaTh MyHKT YAAJIUTh ApaiiBep;

* Ha IaHCIW MHCTPYMCHTOB Ha)XaTh KHOIIKY = .

3anyck gpanBepa npu 3anycke npunoXxeHus

Jyis 3amycka CeTeBOro JpaliBepa ¢ yKa3aHHBIMH MapaMeTpaMH IMPH 3alyCcKe MPHIOKCHUS
Heo0X0oouMO:

1) BBIOpaTh B 001aCTH OTOOPAKEHUS JOCTYITHBIX KOHPUTYpALIUi 3aITyCcKa CETEBOTO JIpaiiBepa
HEOOXOMMYI0 KOH(PUTYPAIIHIO;

2) BBIMIOJHUTH OJHO U3 JACHCTBHIA:

* B KOHTEKCTHOM MEHIO BBIOpaHHON KoH(UTrypanuu BbOparh MyHKT JlpaiiBep =>
3anyckarh aApaiiBep NpHU 3anmycke MPUJI0KEHUS;

* B KOHTEKCTHOM MEHIO BHIOpaHHOM KOH(UTypaliuu BeIOpATh MyHKT 3anycKaTh ApaiiBep
NpH 3amycKe NPHUJI0KEeHHS;

® Ha MaHCIW MHCTPYMCHTOB Ha)XaTh KHOIIKY v\
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3anyck gpanBepa
Jnst 3amycka ceTeBoro ApaiiBepa ¢ yKa3aHHBIMH ITapaMeTpaMu HEOOXO0IUMO:

1) BBIOpaTh B 00J1aCTH OTOOPAKEHUS JOCTYITHBIX KOH(PUTYpALUi 3aITyCcKa CETEBOTO JIpaiiBepa
HEOOXOMMYIO0 KOH(PUTYPAIIHIO;

2) BBIIIOJHUTH OAHO U3 AEHCTBUIA:

* B KOHTEKCTHOM MEHIO BBIOpaHHON KOH(Hrypamuu BbOparh NyHKT JlpaiiBep =>
3anyckarb ApaiiBep;

* B KOHTEKCTHOM MEHIO BEIOpaHHOW KOH(UTypanuu BEIOpaTh MYyHKT 3amycKaTh ApaiiBep;
* Ha IaHeJHN WHCTPYMEHTOB HaKaTh KHOMKY [ .

OcTaHoB gpanBepa
Jliist ocTaHOBA CETEBOTO JpaiiBepa HEOOXOAUMO:

1) BbIOpaTh B 00J1aCTH OTOOpAXKEHUS JOCTYNHBIX KOH(PUTYpalnii 3aImycKa CeTeBOro apaiisepa
HEOOX0IMMYIO KOH(UTYpaLHIO;

2) BBIMIOJHUTH OJHO U3 ACHCTBHIA:

* B KOHTEKCTHOM MEHIO BBIOpaHHON KOH(Urypanuu BbOpaTh HyHKT JlpaiiBep =>
OcrtanoBuTH apaiiBep;

* B KOHTEKCTHOM MEHIO BBIOpaHHOW KoHGuUrypanuu BbeIOpaTh MYHKT (OCTaHOBUTH
ApaiiBep;
* Ha NaHeJIW UHCTPYMEHTOB HaXaTb KHOMKY .

OTcoeanHeHune gpanBepa
I[J'I}I OTCOCANHEHUA CETEBOI'O z[paﬁBepa H€O6XOI[I/IMOZ

1) BBIOpaTh B 00J1aCTH OTOOPAKEHUS TOCTYITHBIX KOH(DUTYpaInii 3aImycKa CETEBOTO ApaiiBepa
HEOOXOIMMYIO KOH(PHUTYpaIHIo;

2) BBIMIOJIHUTH OJTHO U3 JACHCTBUM:

* B KOHTEKCTHOM MEHIO BBIOpaHHOM KoH(Urypanuu BblOparh NyHKT JlpaiiBep =>
OTtcoennHuTh ApaiiBep;

* B KOHTEKCTHOM MEHIO BBIOpaHHON KOH(Urypauuu BbIOparh NYHKT OTCOeIMHUTDH
ApaiiBep;
* Ha IaHEJIM MHCTPYMEHTOB Ha)KaTh KHOMKY ki .

NMpocmoTp CTaTUCTUKMK

Jnst mpocMoTpa CTaTUCTUKUA pabOTHI CETEBOTO JApaiiBepa HEOOXOAUMO BBIMOJIHUTH OHO U3
IEUCTBHIH:

* B KOHTEKCTHOM MEHIO BBIOpaHHOH KOH(UTypau BIOpaTh MyHKT Daiiyi => Pa3pemurs
CTATHCTHKY;

® Ha MaHCIW MHCTPYMCHTOB HAaXXaTh KHOIIKY Lol -

[TosiBUTCST HOBas 00JAcTh OTOOpPaKEHHSI CTATUCTHKH pPaOOThl cepBepa IJIABHOTO OKHA
nporpammsl (puc. 23).
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[l Ceresoii cepeep CYBA MunTep
Paitn  Jpaieep O nporpamme

@l la S| v 0| u

Default [C:\Linter\bin\dbs_tcp.exe]

# %% vojeloe=él s u

CoobueHune

| McTouHmg | Tun | Bpems cobbmus |

=N O =

b

i | [ |

Tun CTETMCTUKM: IDTK[JI:-IT!:IE COeaMHeHHA j

| MCTOUHKK Agpec | BaliTel (npm/npa) | NakeTel (npM/npa) | Owwbkwr (npM/npa) | TaliMayTel (cek)

Pucynok 23. OCHOBHOE OKHO IPOTrpaMMBbI ¢ 00JIaCThIO HACTPOUKH U OTOOPaXKEHUS! CTAaTUCTUKU

O6nacTh 0TOOpaXKEHHS CTATUCTUKU COCTOUT U3 CIACIYIOIINX IEMEHTOB:

* CIHCOK BHIOOpA THUIA CTATUCTUKHU: OTKPBIThIE COEAMHEHUs, paboTa ¢ sAPOM U HCTOPUS

COCIMHEHMI;

* KHOIIKa BbI30Ba OKHA HACTPOMKHU (HIBTPOB cOOOMICHHH ( BF);

* KHOIIKA BbI30Ba OKHA HACTPOMKHM CIHCKa 0TOOpakaeMbIX cTOI0LOB (F));

* o0macThb OTO6pa)KCHI/I$[ CTaTUCTUYCCKHX NaHHBIX.

OKHO HacCTPOMKH (PUIBTPOB MPEACTABICHO HA PUCYHKE 24.

ﬁ DUALTE N UCTOYHAKAM

[” PazpewuTe duNLTpaLm

BuibepuTe WCTOUHMKK COOBLLEHWI

HazsaHue KoHMrypaLmm OCHOBHOI npouecc HeWsBecTHbIe Np-bi
Default [ [
Test [ [

o

Pucynoxk 24. OxHO HacTpoiiku (PHIBTPOB

OKHO HAaCTPONKH OTOOpaKaeMbIX CTOJIOIOB CTATUCTUKH MPEICTABICHO HA PUCYHKE 25.
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ﬁ OroBpaxaemele cTonBuUb

Cronbey
McTouHKK
Anpec
Baiitel (npm/npa)
NakeTel (npm/npa)
Ownbkn (npm/npa)
TaimayTel (cek)

oK

Buibepure oTobpaxaemble cTonbubl

LU S A AR AR 4

OTmeHa

(5]

Pucynox 25. OkHO HacTpOMKHU CTOJIOIIOB CTATUCTHKHU

HacTtpounka npotokonnpoBaHus

JluanoroBoe OKHO HACTPOHKH MPOTOKOJIMPOBAHUS MOXHO BBI3BaTh JHOO U3 obOmacTu
HAaCTPOWKM M OTOOpaXEHUS COOOIIEHUI NMPOTOKOIMPOBAaHUS, JUOO C MOMOIIbIO KHOIOK
«HacTtpoutp mporokonupoBaHue B namsaTb» U «HacTpouTs mporokonupoBaHue B (ailin»
JIMAJIOTOBBIX OKOH CO3JaHMs U PeAaKTUPOBaHMS KOH(UTYpaLlUH 3aIlycKa cepBepa.

Hacrtpoiika 1pOTOKOIMPOBAHUS

IMPOU3BOAUTCHA aHaJIOTM4YHO IIYHKTY ((HaCT[ )OolKa

IOIPOTOKOJIHMPOBAHUA Fpaq)PI‘-ICCKOFO CETCBOIO ;[paﬁBepa KIIMCHTA.

HacTpouka nporpamMmmbl

OKHO HAacTPOEK MPOTrpaMMbl BbI3BaTh OAHUM U3 CIIOCOOOB:

* B IVIJaBHOM MEHIO BBINTOIHUTH Paiia=>HacTtpoiiku;

* Haxarb knaBuiry <F10>;

* Ha NMaHCJIU MHCTPYMCHTOB HaXXKaTb KHOIIKY 5 |.

OKHO HAacTPOEK NPOrpaMMbl COCTOUT U3 JIByX BKJIAJOK:

* 00mue — HacTpoiiku wpudToB (puc. 26);
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[ o]

Eﬂ Hactpoikn E'@

AzbiK MHTEpdelica |P}rccmuﬁ j
W pndpT HazeaHue Pazmep| Mony#xHpPHGIA Kypcue
3 |GCHDEI-HEIﬁ ||'I'ahn:|ma 10
B nonsx BeOga@ Tahoma 12
oK OTHeHa

Pucynok 26. Hactpoiiku, Bkinagka O6mue

* HACTPOMKHU NPOTOKOIMpOBaHUs (puc. 27).

[ o

%l Hactpoiiim E@

OBme | OBLUME HACTPOIIKN NPOTOKON-A |

MakcumyM nocnegux cooberui B Tabanue 2000

MakcHMyM nocnegHu: cooBLUeHHA B NaMATH 1[][][][]

JvpekTopA painoe NpoToKoAWpPOBaHNA

| Linter DBS Logs

OK OTMeHa

Pucynok 27. Hactpotiku, Bkinaaka OOmme HacTpOHKH POTOKOJIMPOBAHHS

3aBepLieHune paboTbl NporpamMmbl

Jns 3aBepmieHus pabOTHl MpPOrpaMMbl HEOOXOIMMO B TJIABHOM MEHIO BBITIOJIHUTH
daiia=>BrIxox.
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TecTupoBaHuMe KOH(pUrypaumm cetu

[Tocne cozmanuss win Moauduxanuu Qaitna cereBoil KOH(Urypamuu pPEKOMEHyeTCs
IIPOBEPUTH KOPPEKTHOCTH BBE/IEHHBIX CETEBBIX MAPAMETPOB.

Hns TectupoBanus ¢aiina nodetab B cpene OC UNIX cnenyer:

1) axtuBuszuposats moo6ou JIMHTEP-cepBep, ykazanubiii B paitie nodetab (T.€. 3aMycTUTh
Ha HeM fpaiiBep ceprepa u sapo CYB/[ JIMHTEP);

2) 3aImyCTUTh Ha KIIMEHTCKOM KOMITIBIOTEpE ApaiiBep KIMEHTA:

dbc tcp /S <mms cepBepa> /ping

rae <uMms cepBepa> —umia rectupyemoro JIMHTEP-cepsepa;

3) moBTroputh onepauuu 1, 2 1 Beex ocranbHbix JIMHTEP-cepBepoB (aiina nodetab.

[Ipumep mpoBepku pabotbl cereBoro kiaueHTta B cpene OC UNIX pemoncTpupyercs B
MIPUIOKEHNH 5.

66 © Certessle cpeacrsa. 3A0 HIIII «PEJI9KCy, 1990-2023



Koabl 3dBepLlieHnNA ceTeBbIX cpeancTB

Bce xonpl 3aBeplieHus, Ie€HEpPUpPYEMbIE CETEBBIMH JpaliBEpaMH CcepBepa W KIHEHTA,
MePealoTCsl KIUEHTCKOMY TPWIOKECHHI0O TOYHO TaKXke, KaK pe3yibTar o0padoTKH
kimuentckoro  SQL-3ampoca  (cMm. gokymenT «CVYBJI JIMHTEP. CnopaBoyHWK —KOIOB

3aBEPUICHUSD).
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YnpaBneHue ceTeBbIM AOCTYNOM

B stoMm pasnene onucana mpoueaypa yrnpaBieHHs CETEBbIM JOCTYIIOM Ha MPUMEPE TUIIOBOM
cereBoi koHpuryparuun CYB/] JIMHTEP (puc. 28). Onucanue gaercsi IpUMEHUTEIBHO K

cpene OC UNIX.
Nms ®Daiin [Iepemennast [Tepemennas
JIMHTEP-cepBepa nodetab LINTER MBX SY00

[Tpouecc
[IOJIB30BATENS

I10JIB30BATCIIA

Hpaiisep E Hpaiisep Spo -
KJIMEHTA : > cepsepa < > CYEI[
dbc_tc : dbs_tc

ITpouecc / (dbe_tep) : (dbs_tcp)

Pucynok 28. Cxema nocryna k ynaineHHOU B[

B Ipumeuannue
B cpene OC Windows ympaBieHHE CETEBbIM JOCTYIIOM BBITIOJNHSACTCS AHAJOTUYHO C
COOTBETCTBYIOLIMMHU MOMpPaBKaMHu (Ipyrue NMeHa Kiroueil, uAeHTU()UKATOPbI MEKXIPOIIECCHOTO
oOMeHa U T.IL.).

Jns obecneuenust cereBoro nocryna k b/l anmunucrparop CYBJl nomxkeH BBIOJHUTH
CHEAYIOUIUE NECUCTBUSA:

1) onpenenutey bJ] na mannom JIMHTEP-cepBepe, nisi KOTOPHIX JOKEH OBITH paspelieH

yIaJICHHBIN (ceTeBoil) AoCTym;

2) ns kaxxao Tako BJl BBIMOMHUTE MpoleNypy HACTPOWKH TNEPEMEHHBIX OKPYKEHMS,

export

ucnonszyembix CYBJl JIMHTEP B mnpouecce (QyHKIIMOHUPOBAaHUS, U 3alyCTUTh
sxzemiusap saapa CYB/. SAnpo CYB/ ucnons3yer nepemennyro SYO00 st onpeneneHus
mecToHaxoxaeHus ¢aitnoB b/l m mepemennyro LINTER MBX anst B3aumoneicTBHS C
CETEBBIM JPANBEPOM CEpBEpa:

* ykasbiBaeM MecTononoxenue bJ[: nanpumep SY0O0=/1linter/db/bank; export
SY0O0;

* 3aJaeM HICHTU(PHUKATOP MEK3aTauHOr0 OOMEHa, HallpUMep:

LINTER MBX=30000;

 3amyckaeMm Ha BeinonHeHue sx3eMiusip CYB/ JIMHTEP.

Jus mepsoii B/l MOKHO He yKas3bIBaTh IIEPEMEHHYIO OKpy:keHus LINTER MBX, a
HCIIOJIB30BaTh 3HAYECHHUSI I10 YMOIYAHMIO.

B Mpumeuannue

Kpome SY 00 MoryT OBITh HCIIOJIB30BaHbI U APYTHE IEPEMEHHBIE OKPYKEHHSI HACTPOUKH 3aITycKa
aapa CYB/] JINMHTEP.
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YI[paBJ]eHI/[e CE€TEBBIM TOCTYIIOM

3) ans obecrieueHust B3auMojieicTBUs 3amyieHHoro sk3emiuripa sapa CYBJ JIMHTEP c
yAAJIEHHBIMU KJIMEHTaMH 3aIlyCTUTh CETEBOM ApaiiBep cepBepa ¢ Kiodamu /M, / P.

Kittou /M onpenenser naeHTU(HUKATOP MEK3Ta4HOTO OOMEHA, Yepe3 KOTOPBIA IpaiiBep
OyzneT B3aMMOJEHCTBOBATh C SAPOM, IOATOMY €ro 3HAYEHHE JODKHO COBIAAATH CO
3HayeHueM nepemenHoil LINTER MBX mipu 3ammycke COOTBETCTBYIOILLETO SApA.

Kitrou /P 3amaeT HoMep mopTa, yepe3 KOTOPBIH JOKHO OCYIIECTBIATHCS B3aUMOICHCTBIE
CeTeBOTO JipaiiBepa cepBepa u kiaueHTa (dbs_tcp, dbc tcp) mexay coOoi.

ITo ¢aitny nodetalb ompenensiem, uro BeiOpanHomy JIMHTEP-cepBepy cooTBeTcTByeT
Homep nopta 1060, cnenoBarensHo, /P=1060. Mnu, Hao60poT, 3a7a6M HOMEp MTOPTA U 3aTEM
penakrupyem nodetab.

4) 3amyCTUTh CETEBOH JIpaiiBep cepBepa ¢ YCTaHOBJICHHBIMH ITapaMeTpaMu:
dbs tcp /M=30000 /P=1060

[TonyuenHasi cxema B3aMMOJICHCTBUS CETEBOTO M KJIMEHTCKOIO IparMBEpOB MOKAa3aHa Ha

pucyske 29.
JpaiiBep kaueHTa HpaiiBep cepsepa
Howmep ouepenu Homep ouepenn |Mectononoxenue b/
Ho/“lﬁi% gggm LINTER_MBX LINTER MBX SY00
(/M=3000) (/M=3000) (c:/linter/bank/db)

Pucynok 29. Cxema B3auMOACICTBHS CETEBOIO U KJIMEHTCKOTO IpaiiBEPOB

5) MOBTOPUTH MEPBBIEC YETHIPE MyHKTA C HEOOXOAUMBIMU MOAU(PHUKAIIMSAME IS 3aITycka BCeX

Ecnu Ha cepBepe ycranoBneHa Tonbko oaHa b/, To mpu 3amycke ceTeBoro ApaiBepa cepBepa
Kitoun / P, /M MOXHO He 3a1aBath (apaiiBep u siapo CYBJl OyayT ucnonb30BaTh 3HAYSHHUE IO
ymonuanuto). [Ipu sToM HOMep mopTa B (aiine nodetab s COOTBETCTBYIOIIETO cepBepa
TaKKe JOJDKEH MMETh 3HAa4YeHHe, PaBHOE 3HAYCHHIO MOpTa MO YMOJTYAHHUIO JJIS 3TOTO THIMA
MPOTOKOJIA.

AKTUBM3auuA KnmeHTa

YaaneHHbIU KNNeHT

Jnst ynanenHnoro noctyna kK KoHkpetHoi b/l Heobxomumo:

1) 3amycTUTh Ha KJIMEHTCKOM KOMIBIOTEpPE CceTeBOM JpaiiBep kiaueHTa. OH MOXKeT
OOCITy’)KMBaTh HECKOIBKO OJHOBPEMEHHO (YHKIIMOHUPYIOIIMX Ha KOMIIBIOTEpE
MIPUIIOKEHHH, TO3TOMY JOJKEH 3aIyCKaThCsl TOIBKO OJHH pas.

B mpouecce coenuHeHus IpaiBep UCIOJIB3YET YHPABISIONIYyI0 MHpOpMaLuio U3 ¢aiina
nodetab. Ilo ymMomyanuio apaiiBep Mpeanosnaraet, 4ro nodetalb HaXOAUTCS B TOM KeE
KaTaJjore, 4To 1 caM JpanBep.

Ecnu 310 He Tak, WM Ha KOMIIBIOTEPE MMEETCS HECKOIBKO Bepcuid ¢aina nodetab, To
CJIeZIyeT UCTIONB30BaTh KJIFOY /N, 3a/1al0IMi KOHKPETHBIH IMOJIHBIN My Th JIs TOUcKa (aiina
nodetab.
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B Hpumeuanue

@aiin nodetab Ha TMONB30BaTEIbCKOM KOMIIBIOTEpPE HE O00s3aH COAEPKaTh CIHCOK
Bcex JIMHTEP-cepBepoB nokanbHONM ceTH. Tak, €cliM C JaHHOIO KOMIIbIOTEpa BCErna
OCYILIECTBIIAECTCS COEAMHEHUE JTUIB ¢ 0 HOUM KoHKpeTHOU B]l, daitn nodetab MoxeT cocTosITh
TOJBKO W3 OJIHOM CTPOKH, TakUM oOpa3oMm, ¢aiinsl nodetab Ha pa3HBIX KOMITBIOTEpaX
CeTM MOTYT pasiauyarbcsi. OTO mpepocrasiseT agmuHuctparopy CVYBJl nomonHuTenbHbIE
BO3MOYKHOCTH JJI1 OTpaHHWYEHMs] JocTyna moibp3oBarenedl k BJl myrem pacmmpeHus win
cyxenus crucka noctynabix JIMHTEP-cepBepoB B kax10M JIOKaIbHOM (aitie nodetab.

2) 3allyCTUTL KJIIMCHTCKOC TMPUIOKCHHUE W B HOPOHCCCEC COCAMHCHHUA YKas3aTb HMsA
coorBercTByrouero JIMHTEP-cepsepa. JanpHeNmmil nmpouece NpoTeKaeT B CIeAyOIen
MOCIIEI0BATEIHOCTH:

* ceteBoM apaiiBep kinueHTa nomydaetr uMs JIMHTEP-cepBepa, ¢ KOTOphIM MPUIIOKEHUE
MpEeIoJaraeT yCTaHOBUTh COEMHEHHUE;

* B (aiine nodetab, ykazaHHOM IpH 3amycke, apaiisep kinuenta umet JIUHTEP-cepsep
C 3aJJaHHBIM UMEHEM;

e eciu ums JIMHTEP-cepepa He HaWACHO, NPOUCXOAUT OTKA3 B COCAMHECHUH, B
IIPOTUBHOM CJIy4ae OIPEACIAIOTCA CETEBOM aapec KOMIIBIOTEpa M HOMEp IOpTa,
BBIJICJICHHBI Ha CEpBEpEe Ul B3aUMOIEHUCTBHS C KIMEHTCKUM IpuiokeHueM. Eciu
Ha yKa3aHHOM CEpBEpE 3allylleH CETeBOM JpaiBep cepBepa ¢ yKa3aHHBIM HOMEPOM
IIOpTa, TO BCE 3aIPOCHl JAHHOI'O KIMEHTCKOIO IPUJIOKECHUS HAIPaBIIIOTCA 3TOMY
HK3EMILISIPY CETEBOTO ApaiiBepa cepBepa, KOTOPHIi, B CBOIO o4Yepeib, OyJIeT repeaaBaTh
ux cBsizauHoMy ¢ HUM siapy CYB/I.

JlokanbHbLIN KNUEHT

Coenunenue c nokanbHbIM apoM CYBJl JIMHTEP ocymiecTBisercs aHaI0rH4HO CETEBOMY,
Ho 1o npotokory LOCAL.

Takke coeTMHEHHE MOXKET OBITh YCTAHOBJIEHO BOOOIIE 0€3 UCOIb30BaHUS CETEBBIX CPEJICTB
C YKa3aHUEM TOJBKO MEpeMEHHON OKpyxkeHus LINTER MBX wiM, BooOlle, 0€3 yKazaHus

Kakux MO0 TepeMeHHbIX. B mocienHeM ciyuae OyleT OCYIIECTBIEHO COCIUHECHHUE C
JIOKaJIbHBIM SIJIPOM € UICHTH(PHUKATOPOM OOMEHA 10 YMOTYAHHIO.

AKTUBM3auua cepsepa

JlokanbHbIN cepBep
BapwuaHT 1: Ha cepBepe oaHa B[]
BrInosaHUTS ciienyromme 1eMCTBUS:

1) ecnmu mepeMenHast okpykeHust SY 00 ycTaHOBJIEHA, BBIMTOJTHUTH KOMaHIy linter.
2) ecnu nepemerHas SY00 He ycTaHOBJIEHA, BBIIOJHUTH KOMaH Ty

linter /base=<xkxarajor BI> /local

BapuaHT 2: Ha cepBepe HECKONbKO NnokanbHbIX B[

B stom ciywae pabora ¢ nokanbHbiMu JIMHTEP-cepBepamu BBHIMONHSAETCS aHAJIOTMYHO
pabote ¢ ynanenusivu JIMHTEP-cepBepamu (cM. MyHKT « YIaICHHEII cepBep»).
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YHpaBJIeHne CE€TEBBIM TOCTYIIOM

YnoaneHHbIN cepBep

ITopsanox 3amycka CYBJl JIMHTEP 3aBucut or Ttoro, k ckoinbkuMm JIMHTEP-cepBepam
HE00X0IMMO 00eCIeYUTh OJJHOBPEMEHHBIN TOCTYII.

BapuaHT 1: Ha cepBepe oaHa B[]
BrimonHuTh CICOYIOMKUEC KOMaHIbI:

1) linter (3amyck sapa CYB/);

2) dbs_tcp (3amyck ceTeBoro apaiiBepa cepsepa).
BapuaHT 2: Ha cepBepe Heckonbko B[]

Jis wimroctpanuu 3anycka bBJ[ B kauecTBe mpuMepa HCHONb3yeTCsl CleAYoUMi pparmMeHT
¢aitna nodetab:

YciaoBHoe umMs Homep | MectomosioxeHnue
IMporoxoa Anpec
KOMIILIOTEpa nopra B
BANK TCPIP 100.101.67.90 # .../db/bank
Sale TCPIP 100.101.67.90 1061 # .../db/com/sale
Person TCPIP 100.101.67.90 1062 # .../db/com/person
Plan TCPIP 100.101.67.90 1063 # /usr/linter/db

BJI MoryT 3amyckarbcs B 11000 04epeTHOCTH.
3anyck B[] Sale

1) VYkazarp mecrononoxenue b/I:
SY0O0=<npeduxc>/db/com/sale
export SYO0O0
rie:
<npedukc> — HaualbHbIM yTh K KaTtanory bJl, Hanpumep:

/usr/linter unmu /home/user

2) Bribpats u3 ¢aiina nodetab Homep nopra (1061), 3akpernnennsiii 3a stoii bJI. JlanHoe
3HAuUEHHE COOTBETCTBYET KItOUYy /P ceTeBOro JpaiiBepa ceppepa (/P=1061).

3) 3anars HOMep odepeau coodmieHul, Harmpumep, 30100:
LINTER MBX=30100
export LINTER MBX
JlaHHO€ 3Ha4YeHHEe COOTBETCTBYET KII0UY /M ceTeBOro apaiiBepa cepsepa (/M=30100).
4) 3anmyctuth Ha BeimonHeHue dk3emiusip CYBJ[ JIMHTEP:

linter

5) 3anycTuTh CEeTeBOI npaiiBep cepBepa st 3Toro sx3emiuisipa CYB/I ¢ kirouamu /M, / P:
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dbs tcp /M=30100 /P=1061

3anyck b1 BANK

B Mpumeuyanne
B ¢aiine nodetab B/ BANK onwucana kak bJ] no ymon4anuto, To €cTb HOMEp MOpTa JJisl Hee
HE yKa3aH.

1) VYkazarp mecrononoxenue b/

SY00=<npeduxc>/db/bank
export SYO0O0

2) BriOpats u3 daitna nodetab 3akperuieHHbli 3a 3Toit B/l HoMep mopra, a T.K. OH SIBHO HE
3aJlaH, UCMIONB3yeTcs 3HaueHue nmo ymondyanuio (1060). 1o 3HaueHHe 3a7aeTcs B KIIOue
/ P ceteBoro apaiiBepa cepsepa (/P=1060).

3) Homep ouepenu He 3amaem, a ucnoibdyem 3HadeHue mo ymomdanuto (30000). Ono
COOTBETCTBYET KJIt04y /M ceTeBoro apaiiBepa cepsepa (/M=30000).

4) 3anyctuth Ha BinonHeHue sxk3emmusip CYBJ JIMHTEP:
linter

5) 3anycTuTh ceTeBoi apaiiBep cepBepa aiist 3Toro sx3emiuisipa CYB/ ¢ kitouamu /M, /P 1o
YMOJTYaHUIO:

dbs tcp

B Hpumeuannue
Tonbko ogua BJ] MOXKET OBITH 3amyIleHa TAKUM 00pa3oM (TO €CTh M0 YMOTYAHHMIO).

3anyck B[l Person

1) Ykazare mectrononoxenue b/I;

SY00= <npeobuxc>/db/com/person
export SY0O0

2) Bribpare u3 ¢aitna nodetab 3akpemsieHHslid 3a 310l B/l Homep mopra (1062). Oto
3HAYEHUE 33J1aeTCs B KJII0Ue / P ceTeBOro npaiiBepa cepsepa (/P=1062).

3) 3anmars HOMEp odepenu cooOmieHu, Hanpumep, 30200:
LINTER MBX=30200
export LINTER MBX

DTO0 3HAYCHHE COOTBETCTBYET KIIIOUy /M CETeBOTO apaiiBepa cepsepa (/M=30200).

4) 3amyctuth Ha BeinoaHeHue sx3emiusip CYBJ[ JIMHTEP:
linter

5) 3amycTuTh ceTeBoi ApaiiBep cepBepa A aToro sxk3emiuisipa CYB/] ¢ kimouamu /M, / P:
dbs tcp /M=30200 /P=1062

AHaJIOTMYHO BBITIONHAETCS 3alyCK U BceX ocTaibHbIX b/l cepBepa.
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B Hpumeuanue
Yoenutbes, uro Bce HeoOxomumbie i (yakruonuposanuss CYBJ] JIMHTEP kxoMmmoHeHTHI
3arpy’KeHbl, MOXKHO C IIOMOILBIO KOMaHJIbl PS —ax.

B cnmcke nponeccoB OC A0MKHBI TPUCYTCTBOBATD:

linter;
sql;
tsp;
intsrt;

dbs_tcp.

KonnuecTBo MMponecCcCOB NOJIKHO COOTBETCTBOBATH KOJIMYCCTBY 3aIlYHICHHBIX 3K3CMILUIAPOB

b.

B Hpumeuannus

1. Hexoropeix mporteccoB (dbs tcp, intsrt) MoxeT ObITh Oosiee yeM 1 Ha KaXKIbI dK3EMILIAP
CVYB/I.

2. Hekoropsie mpoliecchl MOTYT He 3amyckarthbes (sql, tsp). Ilpomycka 3amycka mporeccoB
HactpauBaercs npu 3amycke CYBJ[ JIMHTEP kirouamMu koMaHIHON CTPOKH.
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NMpunoxexwue 1
BapuaHTbl ceTeBbix KoHurypaumn CYb JIMHTEP

Hwxe mpuBenaeHs! cxeMbl ceTeBbIX KOHpuUrypamnuii kiueHTckoro kommnstorepa u JIMHTEP-cepsepa.

1) Heckonbko kmueHTckux kommbiorepoB — onun JIMHTEP-cepsep (puc. I11.1).

Kimuenrckuit
KOMIBIOTED 1

Knuentckuit

KOMITbIOTEp 2 JINMHTEP-cepsep

Kiuenrckuit
KOMITbIOTED 3

Pucynoxk I11.1. CereBas kondurypamus ¢ oqaum JINHTEP-cepBepoM 1 HECKONBKUMHU KIHMEHTAMH

B nannoii xoHdurypamuu ¢aitnel nodetab Ha KaXIOM KIMEHTCKOM KOMIBIOTEpPE IOJKHBI
cchlIaThCs Ha onMH U TOT ke cereBod aapec JIMHTEP-cepepa (koTopblii 3amaercst mo-
pasHOMY Ul PA3JIMYHBIX THIIOB MPOTOKOJIOB), BCE OCTAJIbHBIE MAapaMeTPbl MOTYT OBITh 3aJaHBI
WHJUBUYyaJIbHO.

IIpumepsl.

OnuHakoBasi ceTeBasi KOHQUTyparys:

SERVER TCPIP 195.98.69.227 0x424

I/IH,Z[I/IBI/II[yaJIBHa}I AT KaXKI0Tr0 KIIMCHTCKOI'O KOMIIBIOTCPA CCTEBAsA KOH(bHpraHHHI

IOna xoMmnbioTepa 1
SERVER1 TCPIP 195.98.69.227 1060 2 20

IO KoMIlbioTepa 2
SERVER2 TCPIP 195.98.69.227 1062 1 30

2) Opun knueHTckuil komnbtotrep — Heckoiabko JIMHTEP-cepsepos (puc. 111.2).
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IIpunnoxenue 1

KimenTckuit
KOMITBIOTED

JIMHTEP-cepsep
< JIMHTEP-cepBep

JINMHTEP-cepsep

Pucynoxk I11.2. CereBast koHpUTyparus ¢ oqHUM KiueHToM 1 Heckoinbkumu JIMHTEP-cepsepamu

IIpumep.

®daiin nodetab nMmeer BUI:

SERVER1 TCPIP
SERVER2 TCPIP
SERVER3 TCPIP

195.98.69.200 1060 2
www.linter.ru 1062
195.98.69.201 1063

1

10

10

2

5

3) Heckomnbko KIMEHTCKUX KoMMbloTepoB — Heckonbko JIMHTEP-cepBepos (puc. 111.3).

Knuenrtcknii
KOMITbrOTEp |

Knuenrtcknii
KOMITBIOTED 2

Kimmenrckuit
KOMITBIOTED 3

JINMHTEP-cepsep
JIMHTEP-cepBep
JIMHTEP-cepBep

Pucynoxk I11.3. CereBast koHpurypamus ¢ Heckosbkumu kiuentamu u JINMHTEP-cepBepamu

IIpumep.
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IIpunioxenue 1

®daiinel nodetab UMEIOT BUI:

IOna xoMmnwiooTepa 1

SERVER1 TCPIP 195.98.69.227 1060 2 O
SERVER2 TCPIPS 195.98.69.200 1060 2
IO KoMIlbioTepa 2

SERVER?2 TCPIP 195.98.69.200 1062 1 20
SERVER1 TCPIPS 195.98.69.227 1060 2 20
SERVER3 TCPIP 195.98.69.100 1060 2 O

IO xoMIlbloTepa 3
SERVER1 TCPIP 195.98.69.227 1060 2

4) HeckonbKo KIHEHTCKUX KoMITbIoTepoB — Heckonbko JINMHTEP-cepeepos (puc. I11.4).

®Daiin CereBoii apaiiBep “ E
nodetab cepBepa #Anpo CYBIL !
i JIMHTEP-cepsep 1 :
Kimmentckoe
PUIIOKEHUE
A Y N

CereBoii apaiiBep o Axpo CYBJL E
cepsepa P :

JIMHTEP-cepsep 2

Yo
=
=
T
—
t
)—U
o
aQ
o
[os]
[¢)
o
N

Pucynok [11.4. CereBast koH(pUTrypaiusi ¢ HECKOJIBKUMH KIMEHTCKMMH KOMITbIOTEpaMU U
Heckonbkumu JIMHTEP-cepeepamu

IIpumep.
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IIpunnoxenue 1

®daiinel nodetab UMEIOT BUI:

SERVER1 LOCAL
SERVER2 TCPIPS 195.98.69.200 1060 2
SERVER3 TCPIP 195.98.69.227 1062 1 20

5) Jlokansusiit JINHTEP-cepBep (6e3 ncnons3oBaHus ceTeBbix cpeacts) (puc. I11.5).

Knuenrckuit komnbsrorep

Knunenrckoe ¢ ) Sapo CYB/I
MIPUJIOKEHUE

Pl/IcyHOK IT1.5. CereBas koH(pUTYypaLys JTOKATBHOTO JH/IHTEP -cepsepa
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NMpunoxeHwue 2
[Mpmep co3pgaHua dpanna ceTeBon KoHpUrypaumm

Jlnst ummrocTparuu mporecca co3fanus ¢aina cereBord koHduryparuu CYBJ JIMHTEP Oyner
HCIIONTB30BaThCs ()ParMeHT JIOKATBHOW BBIYUCIUTEIBHONU CETH, TIPEICTABICHHBIN Ha prucyHke [12.1.

Bank

Zarplata(/linter)

Ninter/db]1 /linter/market | {comp
8-’ linter/db2 Mlinter/market2 aflintcrﬁmalcr /person

Accountant Marketing Store

195.98.69.223 195.98.69.227 195.98.69.224 P ersonnel

4 4 F k4

JlokanpHad BRIMHCIMTENBHASA CETh

Pucynok I12.1. ®parMeHT J0KanbHOU BBIYUCIUTEIBHON CETU

s co3nanus (aiina ceTeBoit KOH(GUTYpalu He0OX0TUMO:

1))

2)

3)
4)

S)

OIIpeNeNIuTh, K CKOJIbKUM B/ 0HOBpEeMEHHO Ha Ka)/10M KOMIIbIOTEepe OyAeT pa3pelleH ceTeBOM
J0CTym (TO €CTh JOCTYH C JApyroro kommetorepa). Ha 3Toit cTamum He permaercst Bompoc, K
KakuM KOHKpeTHO BJl, a ompenensiercs Tonbko MX cymMMapHoe KosnndecTBo. Hampumep, ecnu
Ui KomnbloTepa Accountant (puc. I12.1), roe ycranoBneno uetsipe bJI, Mbl pemum, 4To B
000l MOMEHT BPEMEHH TOJIBKO K JIByM M3 HHMX Oy/eT pa3pelleH CeTeBOW JOCTYIH, 3TO 3HAYMT,
4TO ceTeBOM nocTyn Oyaer oOecredeH K JitoObIM ByM b/l M3 mepeducieHHbIX 4YeThIpex, K
mo60# 3 ocraBumxcs b/ noctyn OyneT BO3MOXKEH TOJIBKO B JIOKAIbHOM pexumMe. KomuuecTBo
OZJTHOBPEMEHHBIX CETEBBIX JJOCTYIIOB U ONpeeNsIeT KOJHMUECTBO 3a/1aBaeMbIX B Tabnuie nodetab
MIOPTOB /715l 3TOTO KOMITBIOTEPA.

MOJIlyYUTh Yy aJMUHHUCTpaTOpa JIOKAJbHOM CETH CETEBBIE aJpeca YCTAaHOBIEHHBIX (WIn
IUTAHUPYEMBIX K YCTAaHOBKE) KOMITbIOTEPOB;

Hns nporokona TCP/IP (TCP/IPS TLS) sto morytr ObiTh cereBoi IP-agpec unum ums,
ompenensiemoe yepe3 cny:;k0y DNS (Domain Name Service). Hampumep, 100.101.102.103
— ynucnoBoit [P-ampec, mycomp.myorg.mydomen — kaHoHuueckoe DNS-ums, mycomp —
conpenenbHoe DNS-umsi.

BHECTH CETEBBIE a/ipeca B Mojie Anpec CTpok (aiina nodetab;

BBISICHUTh Y aJMUHHUCTPATOpa CETH THUI YCTAHOBJIEHHOIO MPOTOKOJA CBSI3U JUIsl JOCTyNa K
KOMIIBIOTEPY;

BHECTH 0003HaYCHHE UCTIONIb3yEMbIX IIPOTOKOJIOB B MoJie [IpoTokou (paiina nodetab.

[Tocne BeimonHeHUs MyHKTOB 1-4 (haiin nodetab MOXeT UMETh CIEeTyIOIUI B

YcaoBHoe
UM IIporoxoa Anpec Hopt
KOMIIbIOTEPA)

Taiim-ayt | Taiim-ayr | Taiim-ayT
cepBepa KJIHEHTAa |COeIHHEHUS

TCPIP Accountant
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IIpunnoxenue 2

YcaoBHoe . . .
Taiim-ayr | Taiim-ayr | Taiim-ayT
UM IIporoxoa Anxpec Hopt

KOMIbIOTEPA cepBepa KJHEHTa |CoeTHuHeHHs
TCPIP 195.98.69.227
TCPIPS 195.98.69.226
LOCAL Prsnl
LOCAL 25012

1)I[J'I}I OC Windows.

s OC UNIX.

6) U1t KaX 101 cTpoku nodetab co3aarh CTOIBKO KOMUM 3TON CTPOKH, CKOJIBKO TOPTOB OIPEIEIEHO
JUTSl TAaHHOTO KOMITBIOTEpa.

[lyctsb, Hanpumep, 11 KoMibloTepa Accountant (puc. [12.1) pa3pemieHo Tpu 0THOBPEMEHHBIX
cereBbIX nocryna K bJI, mns xomnbroTepoB Marketing m Store — mo JBa CETEBBIX J0OCTyNa
Kk B/l u nns kommnerorepa Personnel — oqun cereBoit goctyn k BJI. Toraa ¢aiin nodetab Ha
JTAHHOM 3TaIle MO>KET UMETh CICAYIOIIMMI BUA:

YeioBHoe Taim-ayr | Tanm-ayr | Taiim-ayrt
UM IIporoxo. Anxpec Hopt Y Y Y
cepBepa KJIHEeHTA |COoeIHHEeHUSs
KOMIIbIOTEPA)
TCPIP Accountant
TCPIP 195.98.69.227
TCPIP Marketing
LOCAL Personnel
TCPIP Accountant
TCPIP Accountant

E Hpumeuanne
[Ipu myOnmupoBaHUM CTPOKH ISl KOMIIbIOTEpa 2 B CTONOIE Anpec BMECTO NMEPBOHAYATHHOTO
¢usnueckoro anpeca 195.98.69.227 noncrasneHo cereBoe uMs Market ing, TeM HE MEHEe 3TH
JIBE CTPOKH COBEPIICHHO UACHTUYHBI C TOUKH 3PEHUS CETEBBIX CIIYXO0. JlyOnmupyromiye cTpoku
JUTSI KOMTIBIOTEpa | mocTaBIeHBI B KOHEII (aiisia — 3TO TOBOPHUT O TOM, YTO 3aIKCH B (aitie MOTyT
pacmoiaraTbCsi B MpOU3BOIBLHOM MOPSIIKE.

7) ans kaxaou 3anucu ¢aiia nodetab ykazaTb HOMEp 10OpTa, Yyepe3 KOTOpbI OyleT NpOoUCXOAUTh
B3aumozelicTeue knueHTckoro npunoxenus ¢ CYBJ JIMHTEP na 3tom xomnerorepe. B npenenax
OZTHOTO KOMITBIOTEpA BCE HOMEPA MOPTOB JIOJHKHBI OBITh YHUKAJIBHBIMU.

B Hpumeuanus

1. Eciu Ha JaHHOM KOMIbIOTEpE OyleT HCIOJIb30BAaTbCs HECKOJBKO IMOPTOB JUIS JOCTyIa
k JIMHTEP-cepBepam, TO Il MCKIIOYEHHS KOH(IMKTHBIX CUTyallMid Npu paboTe CeTH
JOITyCKA€TCs UCIIOJIb30BATh TOIBKO OAWH HOMED 110 YMOIYaHUIO.

2. B OC UNIX mis nomyuenus 6onee HasinHoW nHpopmanuu o noprax TCP/IP mo xomanze
netstat ay4ie BHeCTH B dailnn /etc/services CTPOKy:
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IIpnioxenue 2

1060 tcpip Linter

[Tocne BemonHeHus myHkTa 7 (aiiin nodetab AOKEH UMETh CIASIYIOINA BUI:

Yenosnoe Taiim-ayr | Taiim-ayr | Taiim-ayT
UM IIpoToxkoa Anpec Mopt Y Y Y
cepBepa KJIMEHTA |COeIUHEHUs!
KOMIIBIOTEPA)
TCPIP Accountant D
TCPIP 195.98.69.227 1b]
TCPIP Marketing 0x425

TCPIPS 195.98.69.226 0x426
LOCAL Personnel
TCPIP Accountant 1061
TCPIP Accountant 1062

DCobbITHE HE ayaupyeTcsl.

8) BBeCTH, MPU HEOOXOAUMOCTH, B CTONONBI TariM-ayT cepBepa, TaM—ayT KJIMEHTa,
TarM—-ayT COeIOMHEHMS OTIMYHBIC OT 3HAYCHHS 10 YMOTYAHUIO 3HAYCHUS TaiiM-ayTOB.

Takxum 06pa3om, BUIHO, UTO KOMOWHAIIMS 3HaYeHHH [IpoToKoJI, Anpec U [TlopT B daiine nodetab
3a/laeT HemoBTopstoleecs (YHUKAIbHOE) 3HAaYCHHE B Mpefenax CTpok (aiiiga, TO €CTh JaHHOMY
HaOOpy 3HAYEHHI MOXHO MOCTAaBUTh B COOTBETCTBHE OOOOIIEHHOE MMsI M B JajbHEHIIeM, MpH
HEOOXOAMMOCTH, CChUIaThCA Ha Hero. DTo uMs HasbiBaeTcs «JIMHTEP-cepBep» — normdyeckoe ums
JUIsE 00O3HAYEHHsI CETEBOIO MMEHU KOMITBIOTEpPA M COOTBETCTBYIOIIETO CETEBOTO MOpPTa Ha 3TOM
kommbroTepe. B kauectBe umenu JIMHTEP-cepsepa crnemyer ucnonb30BaTh Ha3BaHUs, HECYILHE
unpopmaruio o conepxkanuu b/l, nHanpumep, Bank, Sale. [locne 3anonnenus nons JINMHTEP-
cepBep daiin nodetab npruOOPETET CBOM OKOHYATEIBHBIN BU:

YeaoBHoe Taiim-ayT Taiim-ayT Taiim-ayT
HMSA IIpoToxoa Anpec IHopt Y Y Y
cepBepa KJHEHTA | COCIUHEHUS
KOMIIbIOTEpa
Bank TCPIP Accountant
Tender TCPIP 195.98.69.227 0x424
Sale TCPIP Marketing
Series TCPIPS 195.98.69.226 1060
Material TCPIPS 195.98.69.225 1060
Cadres LOCAL Personnel
Zarplata TCPIP Accountant 1061
Postavki TCPIP Accountant 1062
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NpunoxeHue 3

[MpMepbl KOHPUrypaLMOHHbLIX dpannoB 4n4a 3anycka 13
ceTeBOoro cynepcepsuca inetd

[Tpumep koHpurypaunonsoro ¢aiina ceppuca inetd inetd.conf:

linter stream tcp nowait root /usr/linter/bin/dbs tcp dbs tcp /d

[Tpumep koHpuUrypaumonsoro ¢aiina ceppuca xinetd xinetd.conf:

service linter { disable = no socket type = stream wait = no
protocol = tcp server = /usr/linter/bin/dbs tcp server args = /d
port = 1060 user = root }

B npunoxenuu:

* 11 cepBuca inetd B paiin inetd. conf HE0OXOAMMO BHECTH CTPOKY:

linter stream tcp nowait root /usr/linter/bin/dbs tcp dbs tcp /d

rae linter — wuMs cepBuca, ONHMCAHUE KOTOPOTO JIOJDKHO OBbITh Jo0aBieHO B (aiin
/etc/services: linter 1060/tcp

[Tocne aprymenTa /d MOryT ObITh JOOABIICHBI U JPYTHE TOMOJHUTEIBHBIC apryMEHTHI 3aIycKa
dbs_tcp.

* s cepBuca xinetd B karanor xinetd.conf HeobxonuMo BHecTH ¢ailn ¢ uMeHeM linter u
COZIep)KaHUEM:

service linter

{ disable = no socket type = stream wait = no protocol = tcp
server = /usr/linter/bin/dbs tcp server args = /D /M=1234 port =
1060 user = root }

B mnone server args MoryT ObIThb J00aBJ€HBI M JIpyTrue JONOJIHUTENIbHBIE apryMEHTHI, OJHAKO
aprymeHr /d siBisiercst o0si3aTenbHbIM. B 1aHHOM npuMepe ykasbiBaercs, uto dbs_tcp pabotaer ¢
sapom CYBJl na MBX co 3nauenuem 1234.
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NpunoxeHue 4
Pabota c cepTuukaramm

B npunoxxeHuu nmpHUBENEH CKPUIIT, WUTIOCTPUPYIOIIUN BO3MOKHOCTH PabOThl CETEBBIX CPEICTB C
cepTuduKaTaMu 1 KII0OYaMH.

B ckpurnre 1eMOHCTpUPYETCS BBITIOJIHEHHE CIEAYIOMINX (YyHKITHIA:

1) ynanenue crapbix (paiioB U KaTajioros;
2) cozmanue cTpykTyphsl KarasoroB Y1 (Ymocrosepsitomiero Llentpa, (Certification authority, CA));
3) co3maHue CaMOTIOAIMCHOTO cepTH(HUKATa U KITto4ya KopHeBoro YII;

co3aHMe 3ampoca ceprudukara u Kiroya 6e3 maposs;
MOJMHUCAaHUE CBOETO CEPTU(PHKATA CBOUM KIIIOYOM;
KOITMPOBaHHE CEPTU(HKATA C BHIKUABIBAHUEM TEKCTOBOI MH(pOpMAaIUK.

Tac:

RootCACert.pem — kopHeBO# cepTuduKar.

./demoCA/private/./cakey.pem — Ki1rou.
4) cozmanue npomexxyrounoro Y1I:

co3JaHMe 3ampoca cepTudukaTa u Kiroya;

noanucaHue ceprudukara npomexyrouyHoro Y1l kopuessim V1I;

KOITMPOBAHME C BHIKUBIBAHHEM TEKCTOBOM MH(OpMAIINH;

nobasneHue B cepTudukar npomexytounoro Y1l ceprugukara kopuesoro Y1I;
MepEeMMEHOBaHHE CTPYKTYphI KaTanoro kopHeBoro Y1 B demoCARoot;
CO3/laHUE CTPYKTYpPBbI KaTaJIOTOB IPOMEKYTOUHOTO YII;

KOMHMPOBaHME cepTU(UKaTa U KIH0ua B HY)KHbIE KaTaJOIH JepeBa.

rac:

cacert.pem — cepTuQUKar npomexyrogsoro Y1I.

IntermCA key — kitou mpomexxytouHoro Y1I.
5) coznmanue cepTuduKaroB |1 KIHeHTa:

CO3/IaHue KJTFoUa M 3armpoca Ha CepTH(UKar;
CO3JITaHHE CaMOTIOITMCHOTO CEPTH(HKATA;
noanucanue ceprudukara Y1I;

yhaJieHue u3 cepTudurKara TeKCTa.

Tac:

clientl.key — kirou.

client]1SS.crt — camomoanucHoM cepTuduKar.
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6)

7)

8)

9)

clientl.crt — cepTudukar, moaIMCaHHbIH TPOMEXKYTOUHbIM Y1I.
co3laHue CepTU(UKATOB 2 KIIHEHTA:
* aHAJIOTUYHO MEPBOMY, HO ¢ LUpOH 2.

rae:
client2.key — kitou.
client2SS.crt — camomoanucHOM cepTuduKar.

client2.crt — ceprudukar, moaIMCaHHbI TPOMEXKYTOYHBIM Y11,
co3anue cepTu(UKaTOB cepBepa.

rie:
server.key — kitod.
serverSS.crt — caMONOANMUCHON cepTU(HUKAT.

server.crt — cepTu(uKar, MOANUCAHHBIN TpoMexyTouHbIM Y11,
CO3JlaHMe CepTU(PHKATOB 2 cepBepa.

rie:
serverl.key — kitou.

serverlSS.crt — camonoanucHOM cepTuuUKar.

serverl.crt — ceprudukar, HoANMCaHHBIN NPOMEXKYTOUHbIM Y L.

CO3JIaHHUEC KAaTaJIOI'OB CETCBOI'O KIIMCHTA U CETCBOI'0 CCPBELPaA.

HpennonaraeTcs[ 4TO OJUWH M3 KAaTaJIOrOB SABJIACTCA KaTaJ1O0roM BaJIWMAHOIO KJIIMCHTA UJIM CEPBEPa,

a BTOpPOU — HapyLIUTES.

Coznanue nodetab aus paboThl HE3AUIUIIIEHHOTO coeMHenus, 3amunieHHoro SSL.23 u TLS ¢

nmesaM MYOPEN MYSSL u MYTLS cooTBETCTBEHHO B KaTajiorax KJIUEHTOB.

rie:
dbs_tcp — karasor ceppepa.

dbs_tcpl — karanor HapymmTens cepsepa.
dbc _tcpl — xaranmor kiIueHTa.

dbc tcp2 — kaTanor HapyIITUTEIs.

10) coznanue karanora b/l u cobctenno b/I. IlpenBapurenbHo yOUBaIOTCS CyIIECTBYIOLIUE sIpa

CYBJl JIMHTEP u cereBble npaiiBepa.

11) mpoBepka NpoCTOro 3alMPpPOBaHHOTO COCTUHEHMUS:

¢ 3allyCK CETCBBIX Hp&ﬁBGpOB B COOTBETCTBYIOIIMX ITYCTBIX KaTajlorax,

¢ IIPOBEPKaA yAa4HOI'0 COCAUHCHU 110 BCEM 3 IIPOTOKOJIaM;
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* OCTaHOB JpaiiBEpOB.

Bce coequneHus YCIICHIHBI, IMOCKOJIBKY HCT paGOTBI C CCpTI/I(bI/IKaTaMI/I N KOHTPOJIA KIIMCHTA U
CCPBCpa COOTBCTCTBCHHO.

12) nmpoBepka oTceueHus pabOThI IO HE3AIUIIEHHOMY KaHaTy:

* 3amycK ceTeBbIX apaiiBepoB dbs tcp ¢ ommmei 3amperieHuss paOOThI MO HE3AIIUIICHHOMY
COEIMHEHMUIO;

* TIOMBITKAa COEAMHEHUS MO 3 MPOTOKOIAM;
* OCTaHOB JpaliBEpPOB.

CoenuHeHre N0 HE3aIUIIEHHOMY KaHally HEYCIIEIIHO.
13) xonrpoBaHUE CaMOIIOJMMCHBIX CEPTUPHUKATOB U KIFOYEH B COOTBETCTBYIOIIHME KaTAIOT U 3aITycKa.

Ceprudukarbl UCTIONB3YIOTCS AT WACHTU(HUKALUN KIMEHTa U cepBepa. Takke cepTU(HUKATHI
ornpenesitoT nporokon coexaunHenus. Hanpumep, [OCT-cepruduxarsl npeanonararor ['OCT-
anroput™M. UtoOwl paborano Be3ne ucnonbdyercs DSA-ceprudukarsl. B karamore cepsepa
KITIIOUM ¥ cepTu(dUKaThl JOIKHBI UMeTh nMeHa dbs_tep.key u dbs_tcp.crt, B karanore KiIueHTa —
dbc_tep.key u dbe_tcp.crt coOTBEeTCTBEHHO.

14) 3anyck dbc u dbs:
* dbs 3amyckaercs ¢ TOTMOTHUTEIHHBIM KIIFOUOM ayTeHTU(UKAIINH KITUESHTA;
* HE3alUIIEHHOE COEAMHEHUE HEYCIIEIIHO;
* 3alIUILEHHBIE COCIMHEHUS YCIICITHbI;
¢ TMOBTOPHBIC 3alIUIICHHBIC COCANHCHUSA TAKIKC YCIICIIHBI;
* [P MOBTOPHOM COEAMHEHHUH ITPOU3BOJUTCS CBEPKA CEPTUPHUKATOB.
15) nomnbITKa NOAMEHHI a/ipeca KIHEHTa:

¢ IIepe3alyCK KJIMCHTA B APYI'OM KaTaJiore. HOCKOJ'IBKy KJIFOYH U CepTI/ICI)I/IKaTLI 3aMCHCHBI — 3TO
3KBHUBAJICHTHO ITIOIIBITKE pa6OTLI APYTOTO KIIMCHTA C OTOI'0 K€ aApeCa,

* TIOCKOJIbKY CpaBHEHHE CepTU(HUKATOB MPOILIO HEYCHEIIHO, BCE 3 COCTUHEHHUS HEYCTICIIHBI:
* HE3allMILEHHOE — MOCKOJIbKY 3alPEeIEHO;
* 3alUILIEHHBIC — U3-3a PAa3HULIBI B cepTU(UKATAX.
16) moamena azipeca ceppepa:
* OCTaHOB BCEX CETEBHIX CEPBEPOB;

* 3amyck dbc B nmpaBuiIbHOM Katanore, a dbs B karanore ¢ 1pyrumu ceptudukaramu. Pesynbrar,
KaK B MMPEALIAYIIEM ITYHKTE, IIOCKOJIBKY HE COBIIAAal0OT COXPAaHCHHBIC CepTI/I(i)I/IKaTI)I KJIMEHTOB,

* OCTaHOB CETEBBIX IPalBEPOB.
17) 3anpet paboThl 6e3 cepTu(HUKATOB:
* y/aJeHHE BCEX COXPAHEHHBIX CEPTHU(PUKATOB;
* 3amyck dbs ¢ cOOTBETCTBYIOIIEH JOMOTHUTENBHOMN OMIUEH;

* HECMOTpS Ha NPUCYTCTBHE CBOUX MPAaBUIbHBIX CEPTU(UKATOB, COEAMHEHNS HEYCIIEUIHbI U3-3a
OTCYTCTBHUSI CEPTU(PHUKATOB;

* KONHMpOBaHUE HYKHOro cepTu(dukara B Kartamor dbs tcp BOCCTaHABIMBAET BO3MOXHOCTh
COEIUHEHUS.
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18) ynanenue Bcex cTapbIX CepTH(PUKATOB, KAK CAMOIOANUCHBIX, TAK U COXPAaHEHHBIX:
* KONHMPOBaHUE CEPTU(DUKATOB, MOINUCAHHBIX Y1, B COOTBETCTBYIOIINE KATAIOTH;
* TOBTOpEeHHuE NpoBepok I.1. 14, 15, 16 nns ceprudukaros YII.

19) npoBepka OTCYTCTBUSI COEAMHEHUS C CepTU(PHUKATaMU, He MOANUCaHHbIMU Y11,

Ora mnpoBepka BKJIOYaeTcs npu Hamuuuu ceptudukara(oB) YI[ B Tekymem karanore. OHu
nomxHbl HasbiBaThcsi dbc tcp.CA u dbs tcp.CA CcOOTBETCTBEHHO sl KJIMEHTa M CepBepa.
B To xe Bpems IUIsl COENMHEHHUs HCIONb3YIOTCS CaMOINOANUCHBIE cepTudukarel. B ciydae
HENOJNMCaHHbIX CEPTU(PHUKATOB U akTUBAaLUH poBepkH noanucu Y1 SSL coennnenune npoxoaur
ycnentHo, a TLS HeT, mockonbKy cepTuduKar noamnucad He Tem YL, koTopoMy TOBEPSIIOT KIMEHT
U cepBep.

CoxpaHeHHe U cBepKa cepTu(UKaToB npojoirkaer padorars (ais SSL).
20) mpoBepka, COEAMHEHUS ¢ cepTUu(UKaTaMu, noanucaiubiMu Y1

BoccranoBnenue nonnucanubix Y1 ceprudukaroB B coorBeTcTByromux karanorax. M SSL u
TLS coenuHenue ycneurHo.

Caepka cepTu(uKaToB NpoAoIKaeT paboTaTh BEPHO — IMOIMEHA ajjpeca He MIPOXOAUT.
21) npoBepka crucka 0To3BaHHBIX cepTuukaroB (CRL):
* OT3bIBaeM CepTH(UKAT y KINEHTA,
* (dopMupyeM CIIUCOK OTO3BAaHHBIX CEPTU(DHUKATOB;
* KONIMpYeM ero B Karajor cepepa ¢ umereM dbs_tcp.CRL;

* II0CJIe ATOrO MOIBITKA coeauHeHus mo TLS mpoTokony HeyclelHa, MoToMy 4YTo cepTudukat
KJIMeHTa HeneiicTBuTeneH (mpucyrcrByeT B criucke CRL).

22) BpIJa4ya KIMEHTY HOBOTO CepTH(]HKATa U KIF0Ya, YTOOBI OHM ObUTM BAJIMAHBIMH. 3aMeHa KIII0Yen
Ha BaJIUJHBIE.

23) mpoBepKka BOCCTaHOBJIEHHMS Kiltodel kineHTa. CoeTuHEHHS POXOAST YCIELIHO.
24) ot3bIB cepTudukara cepsepa. Cliucok 0TO3BaHHBIX CEPTU(PHUKATOB KOIUPYETCS KIHEHTY.

25) mocie oTO3BaHUS cepTU(HKAaTa cepBepa yCTaHOBKAa coenunHeHMs ¢ HUM 1o TLS mportokomy
HeycnemHa. SSL npogomkaer paboTarh Kak ObLIO.

CxpunT MOXeT OBITh BBI3BaH 0€3 apryMEHTOB JUIsI pa0OTHI ¢ TPOMEKYTOUHBIM Y L.
AprymeHT no_interm ucnosb3yeTcs A paboTsl 6e3 mpomexxyTodHoro Y1I.

AprymenT clean ucrnonb3yercs 1J1s1 OY4UCTKH PE3yJIbTaTOB PaOOTHI.
#!/bin/sh
KEY LEN=512
arg=$1l #clean no_interm

if |: "$arg" — "_h" _O "$arg" — "__help" _O "$arg" — "?" :| ,. then
echo "usage: keys.sh [clean] [no interm]
clean - remove all test files

no interm - use only one root CA whithout intermediate CA"
fi

#1
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rm —-rf ./demoCA
rm —-rf ./demoCARoot
rm -rf ./dbc tcpl
rm -rf ./dbc tcp2
rm -rf ./dbs tcp
rm -rf ./dbs tcpl
rm -rf db

rm -f clientl*

rm —-f client2*

rm -f server*

rm -f RootCACert*
rm —-f IntermCA*
rm —-f cacert.pem
rm —-f CRL.pem

rm —-f RootCRL.pem

if [ "$Sarg" = "clean" ]; then
exit
fi #clean

#2

mkdir -p ./demoCA

mkdir -p ./demoCA/certs

mkdir -p ./demoCA/crl

mkdir -p ./demoCA/newcerts
mkdir -p ./demoCA/private
chmod og-rwx ./demoCA/private
touch ./demoCA/index.txt

#3
#fcreating self signed sertificate of root CA
#creating key and request
openssl reg -new -keyout ./demoCA/private/./cakey.pem -newkey
rsa:SKEY LEN
-nodes \
-days 100 -set serial 100 -out ./demoCA/./careqg.pem \
-subj /C=RU/ST=Voronezh\ region/L=Voronezh/O=Relex\ 1td/0OU=System
\
develop/CN=RootCA\/emailAddress=RootCA@relex.ru
echo "00" > ./demoCA/serial
#self sign the sertificate
openssl ca -out ./demoCA/./cacert.pem -days 100 -batch -keyfile \
./demoCA/private/./cakey.pem -selfsign -extensions v3 ca -infiles
./demoCA/./careq.pem
#copy the certificate without text info
openssl x509 -in ./demoCA/./cacert.pem -out ./RootCACert.pem
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#4
if [ "Sarg" != "no interm" ]; then
#fcreating intermediate CA
#creating request for the sertificate
openssl req -keyout IntermCA.key -newkey rsa:$KEY LEN -nodes -days
100
-set serial 1000 \
-out IntermCA.reqg -subj /C=RU/ST=Voronezh\ region/L=Voronezh/
O=Relex\
1td/0U=System\ develop/CN=IntermCA\/
emailAddress=IntermCA@relex.ru
#sign the request by root CA
openssl ca -batch -days 100 -policy policy anything -extensions
v3 ca -out
IntermCA.crt -in IntermCA.req
openssl x509 -in IntermCA.crt -out ./cacert.pem
#add Root certificate to intermediate certificate
cat RootCACert.pem >> cacert.pem
rm —-f IntermCA.req
#rename root storage
mv ./demoCA ./demoCARoot
#fcreate intermediate storage
mkdir -p ./demoCA
mkdir -p ./demoCA/certs
mkdir -p ./demoCA/crl
mkdir -p ./demoCA/newcerts
mkdir -p ./demoCA/private
chmod og-rwx ./demoCA/private
touch ./demoCA/index.txt
cp cacert.pem ./demoCA/./cacert.pem
cp IntermCA.key ./demoCA/private/./cakey.pem
else # no_intermediate
mv RootCACert.pem cacert.pem
fi #no_intermediate
echo "10" > ./demoCA/serial

#5
#fcreating client request client 1
openssl req -keyout clientl.key -newkey rsa:SKEY LEN -nodes -days
100
-set serial 01 \
-out clientl.reqg -subj /C=RU/ST=Voronezh\ region/L=Voronezh/
O=Relex\
1td/0U=System\ develop/CN=Clientl\/emailAddress=cl@relex.ru
#fcreating self signed sertificate for the client
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openssl x509 -reg -days 365 -in clientl.req -signkey clientl.key -
out

clientlSS.crt

#sign the request of client 1

openssl ca -batch -days 100 -policy policy anything -out

clientl .crt -in

clientl.req

openssl x509 -in clientl .crt -out clientl.crt

rm -f clientl.req clientl .crt

#6

#fcreating client request client 2
openssl req -keyout client2.key -newkey rsa:SKEY LEN -nodes -days
100

-set serial 02 \

-out client2.req -subj /C=RU/ST=Voronezh\ region/L=Voronezh/
O=Relex\

1td/0U=System\ develop/CN=Client2\/emailAddress=c2@relex.ru
#fcreating self signed sertificate for the client
openssl x509 -reg -days 365 -in client2.req -signkey client2.key -
out

client2SS.crt
#sign the request of client 2
openssl ca -batch -days 100 -policy policy anything -out

client2 .crt -in

client2.req
openssl x509 -in client2 .crt -out client2.crt
rm —-f client2 .crt clientZ.req

#7

#fcreating server request
openssl req -keyout server.key -newkey rsa:$KEY LEN -nodes -days
100 -set serial

20 \

-out server.reqg -subj /C=RU/ST=Voronezh\ region/L=Voronezh/O=Relex
\

1td/0U=System\ develop/CN=Server\/emailAddress=s@relex.ru
#fcreating self signed sertificate for the server
openssl x509 -reg -days 365 -in server.req -signkey server.key -
out serverSS.crt

#sign the server request
openssl ca -batch -days 100 -policy policy anything -out

server .crt -in

server.req
openssl x509 -in server .crt -out server.crt
rm -f server.req server .crt
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#8
#fcreating server request
openssl req -keyout serverl.key -newkey rsa:SKEY LEN -nodes -days
100
-set serial 21 \
-out serverl.reqg -subj /C=RU/ST=Voronezh\ region/L=Voronezh/
O=Relex\
1td/0U=System\ develop/CN=Server\/emailAddress=sl@relex.ru
#fcreating self signed sertificate for the server
openssl x509 -reg -days 365 -in serverl.req -signkey serverl.key -
out
serverlSS.crt
#sign the request of server
openssl ca -batch -days 100 -policy policy anything -out
serverl .crt -in
serverl.req
openssl x509 -in serverl .crt -out serverl.crt
rm -f serverl .crt serverl.req

#9

mkdir dbs tcp

mkdir dbs tcpl

mkdir dbc tcpl

mkdir dbc tcp2

cd dbc_ tcpl

echo "MYOPEN TCPIP localhost 1060 1 20 20
MYSSL TCPIPS localhost 1060 1 20 20

MYTLS TLS localhost 1060 1 20 20" > nodetab

cp nodetab ../dbc tcp2
cd

#10

killall linter
killall dbc tcp
killall dbs_ tcp
sleep 2

rm -rf db

mkdir db

export SY00="pwd /db
echo "cre da;" | gendb
linter

sleep 3

pwd
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#11

#check simple connect

cd dbs tcp

dbs tcp -debug OXFFFFFFFF
sleep 3

cd

cd dbc_ tcpl
dbc tcp -debug OXFFFFFFEF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYOPEN || {
echo "failed to open"
exit
}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {
echo "failed to ssl simple connect”
exit
}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {

echo "failed to tls simple connect”
exit
}

killall dbc tcp

killall dbs_ tcp

sleep 3

#12

#check ssl only flag

cd dbs tcp

dbs tcp -SSLONLY -debug OxFFFFFFEF
sleep 3

cd ..

cd dbc_ tcpl

dbc tcp -debug OXFFFFFEFFF

sleep 3
cd ..
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "failed to open success"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || |
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echo "failed to ssl sslonly"
exit
}
echo 'select count (*)
MYTLS || |
echo "failed to tls sslonly"
exit
}
killall dbc tcp
killall dbs_ tcp
sleep 3

from $3SUSR;'

#13

| inl -u SYSTEM/MANAGER -n

#coping the self signed sertificates to check work with its

cp
cp
cp
cp
cp
cp
cp
cp

serverSS.crt dbs tcp/dbs tcp.crt
server.key dbs tcp/dbs tcp.key
serverlSS.crt dbs tcpl/dbs tcp.crt
serverl.key dbs tcpl/dbs tcp.key
clientlSS.crt dbc tcpl/dbc tcp.crt
clientl.key dbc tcpl/dbc tcp.key
client2SS.crt dbc tcp2/dbc tcp.crt
client2.key dbc tcp2/dbc tcp.key

#14
#checking sertificate compare

#rm -f dbs tcp/*.log dbc tcpl/*.log

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFFFFFEF
sleep 3

cd

cd dbc_ tcpl
dbc tcp -debug OXFFFFFFFF

sleep 3
cd ..
echo 'select count(*) from S$S$SUSR;'

MYOPEN && {
echo "failed to open success"
exit

}

echo 'select count(*) from S$$SUSR;'
MYSSL || {

echo "failed to ssl certif"

exit

}

| inl -u SYSTEM/MANAGER -n

| inl -u SYSTEM/MANAGER -n
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echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {

echo "failed to tls certif"

exit

}
killall dbc tcp
sleep 3
cd dbc_ tcpl
dbc tcp -debug OXFFFFFEFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {
echo "failed to ssl certif"
exit
}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {
echo "failed to tls certif"
exit
}
#15

#try the client from the same address with other sertificate
killall dbc tcp

sleep 3

cd dbc tcp2

dbc tcp -debug OXFFFFFFFF

sleep 3
cd ..
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "failed to open unprotected"”

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "failed to ssl alien sert"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "failed to tls alien sert"

exit

}
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#16

#try the server with other sertificate
killall dbc tcp

killall dbs_ tcp

sleep 3

cd dbc_ tcpl

#frm *.log

dbc tcp -debug=0xFFFFFFFF

cd ..

cd dbs tcpl

dbs tcp -debug=0xFFFFFFFF #no authentification. Can receive all

connections !!
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {
echo "failed to ssl alien srv sert"
exit
}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {
echo "failed to tls alien srv sert"
exit
}
killall dbc tcp
killall dbs_ tcp
sleep 3

#17

#checking crtificate without creation
rm -f dbs tcp/127.0.0.1.crt

rm —-f dbc tcpl/MYSSL.crt

rm -f dbc tcpl/MYTLS.crt

cd dbc_ tcpl

dbc tcp -debug=0xFFFFFFFF

cd ..
cd dbs tcp
dbs tcp -debug=0xFFFFFFFF -SSLAUTH -SSLNOCREAT
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {
echo "failed to tls no cert"
exit
}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "failed to ssl no cert"
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exit
}
cp —-f clientlSS.crt dbs tcp/127.0

echo 'select count(*) from S$$SUSR
MYSSL || {
echo "failed to ssl no cert ok"
exit
}
echo 'select count(*) from S$$SUSR
MYTLS || {
echo "failed to tls no cert ok"
exit

}
killall dbs_ tcp
killall dbc tcp
sleep 3

#18
#checking of all OLD
#checking the same with CA signed

(before 01.12)

.0.1.crt
;' | inl -u SYSTEM/MANAGER -n
;' | inl -u SYSTEM/MANAGER -n

has done
sertificates

#coping the CA signed sertificates to check work with its

rm —-f dbs tcp/*.crt #removing old self signed cert and saved cert
rm —-f dbc tcpl/*.crt

rm —-f dbs tcpl/*.crt

rm —-f dbc tcp2/*.crt

cp —-f server.crt dbs tcp/dbs tcp.crt

cp —-f serverl.crt dbs tcpl/dbs tcp.crt

cp —-f clientl.crt dbc tcpl/dbc tcp.crt

cp —-f client2.crt dbc tcp2/dbc tcp.crt

#checking sertificate compare

#rm -f dbs tcp/*.log dbc tcpl/*.log

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFEFFFFEF
sleep 3

cd

cd dbc_ tcpl
dbc tcp -debug OXFFFFFFEF

sleep 3
cd ..
echo 'select count(*) from S$$SUSR

MYOPEN && {
echo "CA failed to open success
exit

}

inl -u SYSTEM/MANAGER -n

o ! |
4

"

94
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echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {

echo "CA failed to ssl certif"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {

echo "CA failed to tls certif"

exit

}
killall dbc tcp
sleep 3
cd dbc_ tcpl
dbc tcp -debug OXFFFFFEFFF
sleep 3
cd ..
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || |
echo "CA failed to ssl certif rep"
exit
}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || |
echo "CA failed to tls certif rep"
exit
}
#try the client from the same address with other sertificate
killall dbc tcp
sleep 3
cd dbc tcp2
dbc tcp -debug OXFFFFFEFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {

echo "CA failed to open unprotected"”

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "CA failed to ssl alien sert"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "CA failed to tls alien sert"
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exit
}
#try the server with other sertificate
killall dbc tcp
killall dbs_ tcp
sleep 3
cd dbc_ tcpl
#frm *.log
dbc tcp -debug=0xFFFFFFFF
cd ..
cd dbs tcpl
dbs tcp -debug=0xFFFFFFFF #no authentification. Can receive all
connections !!

cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "CA failed to ssl alien srv sert"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "CA failed to tls alien srv sert"

exit

}
killall dbc tcp
killall dbs_ tcp
sleep 3

#19

#checking woiking TLS with CA

#fresore back the self signed sertificates
rm —-f dbs tcp/*.crt #removing old self signed cert and saved cert
rm —-f dbc tcpl/*.crt

rm —-f dbs tcpl/*.crt

rm —-f dbc tcp2/*.crt

cp —-f serverSS.crt dbs tcp/dbs tcp.crt

cp —-f serverlSS.crt dbs tcpl/dbs tcp.crt
cp —-f clientlSS.crt dbc tcpl/dbc tcp.crt
cp —-f client2SS.crt dbc tcp2/dbc tcp.crt
#copyng the CA certificate

cp cacert.pem dbs tcp/dbs tcp.CA

cp cacert.pem dbs tcpl/dbs tcp.CA

cp cacert.pem dbc tcpl/dbc tcp.CA

cp cacert.pem dbc tcp2/dbc tcp.CA

#rm -f dbs tcp/*.log dbc tcpl/*.log

cd dbs tcp
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dbs tcp -SSLONLY -SSLAUTH -debug OxFFFFFFEF
sleep 3

cd ..

cd dbc_ tcpl

dbc tcp -debug OXFFFFFFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "wCA failed to open success"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {

echo "wCA failed to ssl certif"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "wCA failed to tls certif"

exit

}
#try the client from the same address with other sertificate
killall dbc tcp
sleep 3
cd dbc tcp2
dbc tcp -debug OXFFFFFFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "wCA failed to open unprotected"

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "wCA failed to ssl alien sert"

exit

}
#must be failed because the sertificate is not signed by the CA

echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "wCA failed to tls alien sert"

exit

}

#try the server with other sertificate
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killall dbc tcp

killall dbs_ tcp

sleep 3

cd dbc_ tcpl

#frm *.log

dbc tcp -debug=0xFFFFFFFF

cd ..

cd dbs tcpl

dbs tcp -debug=0xFFFFFFFF #no authentification. Can receive all
connections !!

cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "CA failed to ssl alien srv sert"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "CA failed to tls alien srv sert"

exit

}
killall dbc tcp

killall dbs_ tcp
sleep 3

#20

#frestore back the CA signed sertificates
rm —-f dbs tcp/*.crt #removing old self signed cert and saved cert
rm —-f dbc tcpl/*.crt

rm —-f dbs tcpl/*.crt

rm —-f dbc tcp2/*.crt

cp —-f server.crt dbs tcp/dbs tcp.crt

cp —-f serverl.crt dbs tcpl/dbs tcp.crt
cp —-f clientl.crt dbc tcpl/dbc tcp.crt
cp —-f client2.crt dbc tcp2/dbc tcp.crt
rm —-f dbs tcp/*.log dbc tcpl/*.log

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFFFFFEF
sleep 3

cd

cd dbc_ tcpl
dbc tcp -debug OXFFFFFEFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
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echo "waCA failed to open success"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {

echo "waCA failed to ssl certif"

exit

}

#the sertificate is signed so the connect should be success

echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {

echo "waCA failed to tls certif"

exit

}
#try the client from the same address with other sertificate
killall dbc tcp
sleep 3
cd dbc tcp2
dbc tcp -debug OXFFFFFFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "waCA failed to open unprotected"”

exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "waCA failed to ssl alien sert"

exit

}
#must be failed because the sertificate is not signed by the CA

echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "waCA failed to tls alien sert"

exit

}
#try the server with other sertificate
killall dbc tcp
killall dbs_ tcp
sleep 3
cd dbc_ tcpl
#frm *.log
dbc tcp -debug=0xFFFFFFFF
cd ..
cd dbs tcpl
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dbs tcp -debug=0xFFFFFFFF #no authentification. Can receive all
connections !!

cd ..
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL && {

echo "waCA failed to ssl alien srv sert"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "waCA failed to tls alien srv sert"

exit

}
killall dbc tcp
killall dbs_ tcp
sleep 3

#21

#creating CRL for the sertificate
echo "10" >./demoCA/crlnumber
openssl ca -revoke clientl.crt
openssl ca -gencrl -out CRL.pem

if [ "Sarg" != "no interm" ]; then
mv demoCA demoCAinter

mv demoCARoot demoCA

echo "00" >./demoCA/crlnumber
openssl ca -gencrl -out RootCRL.pem
cat RootCRL.pem >> CRL.pem #concatenate both CRL
mv demoCA demoCARoot

mv demoCAinter demoCA

fi #no_interm

cp CRL.pem dbs tcp/dbs tcp.CRL

#rm -f dbs tcp/*.log dbc tcpl/*.log

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFEFFFFEF
sleep 3

cd

cd dbc_ tcpl
dbc tcp -debug OXFFFFFEFFF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n

MYOPEN && {
echo "cwaCA failed to open success"
exit

}
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echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {

echo "cwaCA failed to ssl certif"

exit

}

#now it should failed because the client sertificate was revoked

echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "cwaCA failed to tls certif"

exit

}
killall dbc tcp
killall dbs_ tcp
sleep 3

#22
#creating new client request for client 1
rm -f clientl.key clientl.req clientl.crt clientlSS.crt
openssl req -keyout clientl.key -newkey rsa:SKEY LEN -nodes -days
100
-set serial 01 \
-out clientl.reqg -subj /C=RU/ST=Voronezh\ region/L=Voronezh/
O=Relex\
1td/0OU=System\ develop/CN=Clientl new\/emailAddress=cl@relex.ru
#fcreating self signed sertificate for the client
openssl x509 -reg -days 365 -in clientl.req -signkey clientl.key -
out
clientlSS.crt
#sign the request of client 1
openssl ca -batch -days 100 -policy policy anything -out
clientl .crt -in
clientl.req
openssl x509 -in clientl .crt -out clientl.crt
rm -f clientl.req clientl .crt
freplace client keys
cp —-f clientl.key dbc tcpl/dbc tcp.key
cp —-f clientl.crt dbc tcpl/dbc tcp.crt
rm -f dbs tcp/127.0.0.1.crt
#cp -f clientl.crt dbs tcp/127.0.0.1l.crt

#23

rm —-f dbs tcp/*.log* dbc tcpl/*.log*

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFFFFFFEF
sleep 3

cd
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cd dbc_ tcpl
dbc tcp -debug OXFFFFFEFEF

sleep 3
cd ..
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || {

echo "ssl after restoring crt"

exit

}
echo 'select count(*) from $$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS || {

echo "tls after restoring crt"

exit

}
killall dbc tcp
killall dbs_ tcp
sleep 3

#24

# revoke server sertificate

rm —-f CRL.pem

openssl ca -revoke server.crt
openssl ca -gencrl -out CRL.pem

if [ "Sarg" != "no interm" ]; then
mv demoCA demoCAinter

mv demoCARoot demoCA

openssl ca -gencrl -out RootCRL.pem
cat RootCRL.pem >> CRL.pem #concatenate both CRL
mv demoCA demoCARoot

mv demoCAinter demoCA

fi #no_interm

cp CRL.pem dbc tcpl/dbc tcp.CRL

#25

rm —-f dbs tcp/*.log* dbc tcpl/*.log*

cd dbs tcp

dbs tcp -SSLONLY -SSLAUTH -debug OxFFFFFFEF
sleep 3

cd ..

cd dbc_ tcpl

dbc tcp -debug OXFFFFFEFFF

sleep 3

cd ..

echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYSSL || |

echo "ssl after revoke serv crt"
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exit

}
echo 'select count(*) from $S$3USR;' | inl -u SYSTEM/MANAGER -n
MYTLS && {

echo "tls after revoke srv crt"

exit

}
killall dbs_ tcp
killall dbc tcp
killall linter
sleep 3
echo success
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NpunoxeHue 5
[MpoBepka paboTtbl ceTeBoro knueHta B cpege OC UNIX

YcnoBusa npoBepku

1) [nst npoBepKu HUCIOB3YETCsl ABAa KOMIBIOTEPA, OIUH U3 KOTOPBIX SIBIIIETCS CEPBEPOM, APYTOM —
KJINEHTOM.

2) Ha o6oux kommbiorepax ycrtanoBiaeHa UNIX nogo6usie OC (He 00s13aTeIbHO OJTMHAKOBEIE).
3) Ha cepBepHOM KOMIIBIOTEPE YCTAHOBIICHBI:

* saapo CYBJ] JIMHTEP;

* JeMoHcTpaiuonHas b/l;

e yruiaura inl;

* ceTeBOM ApanBep cepsepa dbs tcp;

* ceTeBOM ApaiBep knuenTa dbc tcp.
4) Tlepemennas okpyxenust SY 00 yka3bIBaeT Ha KaTajor 1eMOHCTpaluoHHoi b/l

5) K cnucky karanoroB nepeMmenHoi okpyxenust PATH noGaBien karamor UCHOIHIEMBIX (ailioB
CYBJ JIMHTEP.

6) Ha kimueHTCKOM MallliHe YCTaHOBJIECHBIL:
* yTHJHTA 1nl;
* CeTeBOM ApaiBep KiaMeHT dbc  tcp.
7) Ecnu He oroBopeHo 0c000, TO B TOM e KaTajore, I1ie paclojokeH apaisep dbc  tcp, 1OIKEeH
HaxOAUTHCS KOHPUTYpaAITMOHHBIN (a1 nodetalb ¢ onucaHueM y3JoB CETH:
RTCP TCPIP <remote host>
RTCPS TCPIPS <remote host>
L LOCAL 1254

rme <remote host> gomxHO ObITh 3amMeHeHO Ha peanbHbii TCP/IP agpec cepepHOTO
KOMITBIOTEpA.

8) IlyTs K karanory, copepxaiiemy apaiiBep dbc tcp M yTuiuTy inl, 10/KeH ObITH 100aBIEH K
nepeMeHHo# okpyxenus: PATH.

9) Ilocne BHINOTHEHMS] OYEPENHOTO IYyHKTA MPOBEPKH KIMEHTCKUA M CEPBEPHBIH KOMIIBIOTEPHI
JIOJDKHBI OBITH TPUBEACHBI B UCXOAHOE COCTOSIHUE, & UMEHHO:

* (hailm nodetab K ONMMCAHHOMY BBIIIIE;

» npoueccsl sapa CYBJ[ JIMHTEP cereBoro npaiiBepa cepBepa U CETEBOTO ApaiiBepa KIINEHTa,
YTUIUTHI inl JOMKHBI OBITH OCTAHOBJICHBI;

* JIOJDKHBI OBITH yAalieHbl WM MPHUBEIEHbl K IEPBOHAYAILHOMY COCTOSHUIO Bce (hailbl,
CO3IaHHBIE WM U3MEHEHHBIE B ITPOLIECCE NMPEABIAYIIEN ITPOBEPKHU.

10) Ilog «mMOMBITKOM YCTAHOBIEHUSI COCTUHEHHS C Y3JIOM A» CleqyeT MOHUMATh 3allyCK yTUIUTHI
inl ¢ KIIIoO4aMu:

>inl -u SYSTEM/MANAGER -n A

lNMpoBepka 3anycka

1) Ha xIueHTCKOM KOMIIBIOTEPE BBITIOJHUTH KOMaH/IY:
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>dbc_ tcp
2) Ilposeputs nosBiaeHUE mpouecca doctcp B CIHUCKE MPOLIECCOB:

>ps -e | grep dbc tcp
lNMpoBepka 3aBepLUeHNA PaboTbI

1) 3amycTuTh NpoIECC CETEBOTO KIMEHTA Ha KJIMEHTCKOM KOMIIbIOTEpE.

2) Omnpenenuts PID mporiecca ceTeBoro KJMeHTa, IpOCMOTPEB CIIMCOK BCEX MPOILIECCOB:
>ps —-e | grep dbc tcp

3) Ilocnare npoueccy cereBoro kaueHTta cursan TERM:

>kill PID OF DBC TCP

rie PID OF DBC_ TCP — uaeHTuHKaTOp Ipolecca ceTeBoro cepeepa dbc tcp.
4) IIpocMOTpEB CIMCOK MTPOIIECCOB, YOSANUTCS B 3aBEpIICHUH Iponecca dbc tcp.

5) CHOBa 3amyCTUTh MPOIECC CETEBOTO KJIMEHTAa Ha KJIMEHTCKOM KOMITBIOTEpEe M YOEIUTHCS B
aKTUBHOCTH mporecca dbc_ tcp.

6) BoImonHUTH KOMaHy 3aBepILEeHUs] PA0OTHI CETEBOT0 KIMEHTA:

>dbc_tcp -U

Komanna nomxHa 3aBepmuThes coodienneM o nocbuike curHana SIGTERM cereBomy KIIMEHTY.
B cnimcke He I0KHO OCTaThes mpouecca ¢ umMeHeM dbc_ tep.

E Hpumeuanue
Komanna 3aBepuienust padotst orcytcTByeT B OC QNX.

NMpoBepKa NpOTOKONOB, AeKNapupoBaHHbIX B ¢panne nodetab

1) Co3narp aitt nodetab co CACAYIOMUMH Y3JIaMHU:

N1 TCPIP <remote node>
N2 TCPIPS <remote node>
N3 LOCAL 1234

N4 LOCALS 2501

N5 ATCPIP

N6 ATCPIPS

N7 REZ

N8 ABCDE

<remote node> I0JIKHO OBITh 3aMEHEHO Ha PCaIbHOC JOMCHHOC UMsI CCPBCPHOTO KOMIIBIOTCPA.

2) 3anyctuts apaiiBep dbc tcp ¢ ykazaHMEM IOJIHOTO ITyTH K co3JaHHOMY (aiiny nodetab us3
KoMaHTHOU cTpokH. [Ipu 3amycke OyaeT BelqaHa HHPOPMAIIHS O HETIOIICPKUBAEMOM MTPOTOKOJIS
ABCDE.

3) [locnenoBarenbHO OCYLIECTBUTH MONBITKY COeAUHEHMS ¢ y3i1amu N1-8:

* TIpH MONBITKE coenHeHNH ¢ y3maMu N 1-N4 Oynet Bo3BparieH koj 3aBepiieHus 4006 «Ommbdka
CO3JIaHHS CETEBOTO COCTUHCHUSY,
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* IIpH HOIBITKE COeTUHEHUH ¢ y3namu N5—N7 Oynet Bo3BpaiieH ko 3aBepiienus 4066 «CereBoit
IIPOTOKOJI 3aIIPEILEH WIN HE MOAIEPKUBACTCS»;

* IIpH IMOIBITKE COeTUHEHNH C y3710M N8 OyneT Bo3BpaiieH kox 3aBepiieHus 4050 «HeuspectHoe
UMs CepBepay.

MNMpoBepka IP-agpeca B ¢panne nodetab

1) Ha kimueHTCKOM KOMIBIOTEPE B OTJEIBHOM KaTajiore co3aarh (aitn nodetab:

N1 TCPIP 127.0.0.1

N2 TCPIP localhost

N3 TCPIP <remote ip>

N4 TCPIP abcd.abcd.abcd
N5 TCPIPS 127.0.0.1

N6 TCPIPS localhost

N7 TCPIPS <remote ip>

N8 TCPIPS abcd.abcd.abcd

rae <remote 1p> momkeH OBITH 3aMEHEH Ha uncioBoi [P-anpec cepBepHOro KommnbroTepa.
2) 3amycTuts apaiiBep dbc  tcp ¢ ykazaHMEM B KOMaHIHOM CTpOKe MyTH K ¢aiiny nodetab.

3) Ilpu 3amycke qomkHa ObITh HarleyaTaHa HHPOpPMaIMsI 0 HEKOPPEKTHOCTH aJpeca B OIMCaHHUH y3I1a
N4 u N8.

4) Ilpu mombiTke coenuHeHMU ¢ y3namu N4, N8 Oyager Bo3BpamieH kon 3aBepiieHus 4050
«HensBectHOE UMs cepBepay.

5) Ilpu nomneiTke coequHenuu ¢ y3namu N1-NS5 Oynet Bo3BpatieH kox 3aBepiienus 4006 «Ommbka
CO3JJaHMs CETEBOT0 COSTUHEHUSY;

6) Ilpu momeiTke coenunennu ¢ y3namu N1-N3, N5-N8 Oynet Bo3BparieH koj 3aBepiieHust 4006
«OmnbKa co31aHus CETEBOr0 COSAMHEHUS.

MNMpoBepka IP-coeanHeHun

1) Ha cepeprom xommbroTepe 3anyctuth siapo CYBl JIMHTEP u ceteroii npaiiep ceppepa.
2) Ha kjimeHTCKOM KOMIIBIOTEPE 3allyCTUTh CETEBOH JIpaiiBep KIIMEHTa.

3) OcymecTButh MOMBITKYy coeanHenus ¢ y3namu RTCP (ommcanue ¢aiina nodetab ana stoi
MIPOBEPKHU CM. B IIYHKTE «YCIIOBUS IPOBEPKUY):

>inl -u SYSTEM/MANAGER -n RTCP

4) JIomKHO OBITH MOTYYEHO MPUTTIAIICHUE:
>SQL
5) BeimonuuTs 3amnpoc:

select count(*) from auto;
Ha tepmunan nomkeH ObITh BBIBEJICH PE3YJIbTAT 3ampoca.
NMpoBepka Tanm-ayTa KnueHTa

1) Ha cepseprom kommnbrotepe 3anyctuts sapo CYB/] JIMHTEP u cereBoii apaiiBep cepsepa.
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2) Ha knueHTCKOM KOMIBIOTEpe co3Aath ¢daiin nodetab:

RTCP TCPIP <remote host> 1060 1 20
RTCPS TCPIPS <remote host> 1060 1 20

rme <remote host> gomxHO OBITH 3amMeHeHO Ha peanbHbli TCP/IP agpec cepepHOTO
KOMITBIOTEPA.

3) 3amycTuts apaiisep dbc_tcp ¢ naHHbBIM (aiinom nodetab.

4) OTKpbITh coeAMHEHNE U3 YyTUIUTHL 1nl K y3i1y RTCP.

5) Pazopsarb cetb Ha 30 cexyH/I.

6) BoccranoButh paboTy ceTu.

7) Iogate mr00o0ii 3ampoc U3 yTuiautel inl. JlomkeH BepHyThes koA 3aBepiienus 1069 «HeBepubiit
HOMEp KaHaJay.

8) Ilosroputs aeiictust 1st yzna RTCPS.
NMpoBepka Tanm-ayTa coeauHEeHUA

1) Ha cepeprom kommbrotepe 3anyctuth sapo CYBJ] JIMHTEP u cereBoii apaiiBep cepsepa.
2) Ha xueHTCKOM KOMITbIOTEepe co3aarh (aitn nodetab:

RTCP TCPIP <alien host> 1060 1 20 10
RTCPS TCPIPS <alien host> 1060 1 20 10

rge <alien host>—ceTeBol aapec peaabHOIo KOMIIBIOTEPA, PACIOI0KEHHOTO 32 MEKCETEBBIM
HKpaHOM. MeKceTeBOW KpaH JODKEH OBITh HACTPOEH TaK, YTOOBI HE MPOIYCKAET MaKeThl OT
KOMIIBIOTEPA € aipecoM <alien host> K KIMEHTCKOMY KOMIIBIOTEDY.

3) 3amyctuTs ApaiiBep dbc tcp ¢ naHHBIM nodetab.
4) OcymiecTBUTH MONBITKY coearHeHus K y3ny RTCP ¢ momomibto yTunuter inl.

5) He Gonee yem uepe3 10(+4) cex. yrunura inl M0JKHA BBIAATh COOOIIEHHE O HEBO3MOXKHOCTH
onpenenenus Bepcuu b/l. 1o ucreuennn ve 6onee 10(+4) cek. — BepHyTh koA 3aBepiieHust 4058
«IIpeBbIlieH MHTEPBAT OXKUIAHWS yCTaHOBICHHs coenuHeHus» uian 4006 «Ommbka cozmaHus
CETEBOTO COCTUHEHUSD.

6) [loBTopuTsh nposepky aius y3na RTCPS.
MpoBepka coeaMHEHUs Yepes NoKanbHbIW NPOTOKON

1) Ha cepBepHOM KOMIIbIOTEPE YCTaHOBUTH NepeMeHHy10 okpyxenust LINTER MBX=1254.
2) 3amyctuth sapo CYB/[ JIMHTEP.
3) Copocutsb nepemennyto okpyxkenus LINTER MBX.

4) IlpoBepuTh MOAKIIOYEHUE K JOKAIBHOMY siipy. [lOoNbITKa OTKPBITHS COEIMHEHUS K JIOKAJIbHOMY
SIPY JOJIKHA 3aKOHYUTBCS HEYAAYHO.

5) Co3narp (aitt nodetab:

N1 LOCAL 1254
N2 LOCALS 1254

6) Ha cepBepHOM KOMIIbIOTEPE 3aIlyCTUThH CETEBOM ApaiiBep KIMEHTA.

7) OcCyliecTBUTH C MOMOIIIBIO YTHIUTHI 1nl coenuHenue K y3nam N1, N2.

© Certesble cpeactBa. 3AO HIII «PEJIDKC», 1990-2023 107



8) CoenuHeHue TOHKHO OBITh YCHEIIHO YCTaHOBIECHO ¢ y31aMu N1 u N2.
9) BeimonHuTh 3amnpoc (IpH yCreuHoM COeIMHEHNN):

select count(*) from auto;
Ha TepMunan nomkeH ObITh BBIBEIEH PE3YJIbTAT BBHITIOTHEHHS 3aIpoca.
NMpoBepka ycTaHOBKU cepBepa No yMON4YaHUIo

1) Ha cepBepnom xommnbrorepe 3amyctuTh a1po CYB/] JIMHTEP u cereBoii apaiiBep cepsep.

2) Ha xnueHTCKOM KOMITbIOTepe co3Aath (aiin nodetab:

N1 TCPIP 12.12.12.12

N2 remote host
rme <remote host> momkHO ObITH 3ameHeHO Ha peanbHbIE TCP/IP agpec cepBepHOro
KOMIIBIOTEpA.

3) 3amycTuTs apaiiBep dbc_tcp ¢ KIOYOM —S U JaHHBIM nodetab:

>dbc_tcp -N nodetab -S N2

[Ipu 3anmycke Ha TEpMUHAJ TOJKHO OBITH BBIBEJICHO COOOILIEHUE O cepBepe M0 yMOoTUaHUio N2.
4) OcyuiecTBUTh COEAMHEHHUE K CEpBEPY MO YMOIYAHUIO:

>inl -u SYSTEM/MANAGER

CoennHeHne JOKHO OBITh YCTENIHO YCTaHOBIIEHO.
5) BemmonHuUTH 3ampoc:

select count(*) from auto;*

Ha TCpMUHAJl JOJIKCH OBITh BBIBCIICH PE3YJIbTAT BBIMIOJIHCHUS 3aIIpOCa.

6) IloBroputs 1maru 1-5 3aHOBO, 3amycTHB ApaiiBep dbc tcp ¢ kimodoMm ~DEFAULT BMecTO —S.

MpoBepka 3anycka ¢ nAaeHTUPUKaTOPOM MeXNpPoLeCCHOro o6MeHa, OTIIMYHbLIM OT
naeHTUdMKaTopa no ymonyaHuio

1) Ha cepBepnom xommnbrorepe 3amyctuth aapo CYBl JIMHTEP u ceteBoii npaiiBep cepsepa.
2) Ha xIMeHTCKOM KOMITIBIOTEpE 3aIlyCTUTh ApaiiBep KiaueHTa doc tcp ¢ KiIodom —M:

>dbc _tcp -M 1255

3) YcranoBuTh nepemMeHnyto okpyxxenust NET MBX=1255.

4) IIpousBectu nonbITKy coenuHeHus c¢ y3noM RTCP. CoenunHeHue HOKHO OBITh YCHEIIHO
YCTaHOBJIEHO.

5) BemmonHuUTH 3ampoc:

select count(*) from auto;

Ha TCpMUHAJ JOJIKCH OBITh BBIBCICH PE3YJIbTAaT 3alpoca.
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